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Abstract— Phishing is one of the most potentially disruptive 

actions that can be performed on the Internet. Intellectual 

property and other pertinent business information could 

potentially be at risk if a user falls for a phishing attack. The 

most common way of carrying out a phishing attack is 

through email. The adversary sends an email with a link to a 

fraudulent site to lure consumers into divulging their 

confidential information. While such attacks may be easily 

identifiable for those well-versed in technology, it may be 

difficult for the typical Internet user to spot a fraudulent 

email. The emphasis of this research is to detect phishing 

attempts within emails. To date, various phishing detection 

algorithms, mostly based on the blacklists, have been 

reported to produce promising results. Yet, the phishing 

crime rates are not likely to decline as the cybercriminals 

devise new tricks to avoid those phishing filters. Since the 

early non-text based approaches do not address the text 

content of the email that actually deludes users, this paper 

proposes a text-based phishing detection algorithm. In 

particular, this research focuses on improving upon the 

previously published text-based approach. The algorithm in 

the previous work analyzes the body text in an email to detect 

whether the email message asks the user to do some action 

such as clicking on the link that directs the user to a fraudulent 

website. This work expanded the text analysis portion of that 

algorithm, which performed poorly in catching phishing 

emails. The modified algorithm generated considerably 

higher results in filtering out malicious emails than the 

original algorithm did; but the rate of text incorrectly 

identified as phishing, which is the FPR, was slightly worse. 

To address the FP problem, a statistical approach was adopted 

and the method ameliorated the FPR while minimizing the 

decrease in the phishing detection accuracy.  
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Machine Learning 

I. INTRODUCTION 

Phishing is a malicious use of Internet resources carried out 

to trick Internet users to reveal personal information, such as 

usernames, credit card information, and Social Security 

numbers to the attacker. Phishing can appear through a 

variety of communication forms such as instant messaging, 

SMS, VOIP, online messenger, and above all the most 

common form of phishing attack leverages email. Fraudsters 

send an email to an unsuspecting user that contains a link to 

a domain that is seemingly legitimate in the hopes that the 

users will input their private information for the attacker to 

steal. 

There is no doubt phishing can be extremely 

damaging all organizations since tricking a user within a 

business network through a phishing scam is an easy way to 

obtain the user’s information in order to gain access to that 

business network. According to the RSA 2012 annual fraud 

report, the total number of phishing attacks in 2012 was 59% 

higher than 2011. Global losses from phishing were estimated 

at $1.5 billion in 2012. That amount of damage is a 22% 

increase from 2011. The report estimated losses from 

phishing in 2013 would exceed $2 billion. The following 

graph in the figure shows the number of phishing attacks per 

year. 

 
Fig. 1: Phishing Attacks per Year 

Phishing can also have a large impact on individual 

Internet users. According to the APWG report, among the 

top-level domains (TLDs) the .COM namespace contained 

the most unique domain names used for phishing as well as 

having the highest number of attacks within the namespace in 

the quarter of year 2013 . This would suggest that a large 

number of phishing attacks targeted typical Internet users and 

not corporations. This conclusion is particularly harmful, as 

typical Internet users have many user accounts on various 

websites that could be exploited, including accounts for 

banking, social media, and email. A data security company, 

suggests that users use different passwords for each Internet 

website that they frequent in order to prevent multiple sets of 

credentials from being compromised in an attack. Typical 

Internet users may not follow such suggestions for proper 

password management, increasing the potential compromised 

accounts if a phishing scheme is successful. To figure out the 

reasons why people fall for phishing attacks. About 50-75% 

of phishing domain names tend to have the name of the brand 

they are targeting within the URL used. The most vulnerable 

age group to phishing attacks is between ages 18 and 25, and 

this age group is susceptible due to the lack of education, the 

lack of experience on the Internet, less exposure to training 

resources, and insensitivity to risks. The training reduced 

40% in the phishing susceptibility; however, the participants 

still fell forthe 28% of phishing messages and some training 

materials let the participants hesitate for licking the actual 

legitimate links. The threat phishing poses to Internet users at 

large calls for action within the information security industry 

to create ways of detecting and preventing such attacks. 

Research into the area of phishing detection has yielded 

several types of email analysis to determine if an email should 

be classified as phishing. First, link or URL analysis refers to 

the using information about the links included within an email 

to detect the email used in a phishing attempt. This approach 

usually involves checking to see if the displayed link in the 
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email matches the actual website URL that the user is taken 

to if the link is clicked, or examines the patterns in URLs in 

an email in order to compare to the features of phishing 

URLs.For example, this algorithm checked the time-to-live 

(TTL) value for the DNS records associated with the 

hostname. The drawback of the methods based on URL 

analysis is the vulnerability to the phishing emails containing 

the 

URLs in new forms. Phishers started to use auto-

generated system to produce a different URL each time. In 

addition, the URL analysis is based on heuristics, and the 

techniques using heuristics often produce the high FPR 

(incorrectly labeling legitimate emails as phishing). The 

second well-known phishing detection approach is 

blacklisting, which is the most popular and widely-deployed 

techniques in industry. Blacklist is a set of wellknown 

phishing websites and addresses reported by trusted entities 

such as Google's and Microsoft's blacklist. PhishTank, a well-

known website containing a blacklist, utilizes a wisdom-of 

crowds approach in order to collect phishing sites. People 

report potential phishing sites to the PhishTank website, and 

it is decided whether the submissions are indeed phishing 

scams by people’s vote. PhishTank has received more than 7 

million votes since October 2006. For blacklisting, both a 

client and a server side are necessary. The client component's 

implementation can be completed through an email or 

browser plug-in that communicate with a server component. 

The server component is a public website containing a list of 

phishing sites. At first, the blacklisting technique seemed 

promising. However, it is a time-consuming and extremely 

demanding task to preserve a list of trustworthy sources, and 

this technique also has a potential threat to produce FP, which 

falsely classifies legitimate websites as phishing. In addition, 

the blacklisting technique can be simply exposed to the 

threats by future unidentified cases, and is especially 

vulnerable to automatically generated URLs. For instance, 

the tricky phishers started to adopt sophisticated techniques 

such as the phish toolkits to generate plenty of unique 

phishing URLs used by the notorious hacking group known 

as the Rock Phish Gang, and this toolkit hindered blacklisting 

techniques to correctly detect phishing scams . Other previous 

works also took an approach based on either the blacklisting 

or the analysis of URL features. Popular web browsers such 

as Google, Firefox also deployed the blacklist-based 

technique to detect phishing scams. The anti-phishing 

toolbars including Google Safe Browsing, NetCraft), 

SpoofStick , SiteAdvisor  and EarthLink Toolbar  are 

blacklist-based alike. Although the methods above proved 

their merits generating a blacklist or listing the features of 

phish URLs, skillful criminals can elude these nonrobust 

(non-resisting) properties. 

II. LITERATURE SURVEY 

The origin of Phishing Phishing is a criminal act which uses 

a combination of "social engineering and technical 

subterfuge" to steal user information (APWG, 2013). The 

idea of "phishing" first was presented in a 1987 conference 

called Interex (Robson, 2011). The origin of the word 

"phishing" comes from the analogy that malicious Internet 

users lure to "fish" for credential information from the sea of 

Internet user by using email (APWG, 2004). The Internet of 

"phishing" was first mentioned on the alt.2600 hacker 

newsgroup in January. 

1996, or the term could have started to be used in the 

earlier printed edition of the hacker newsletter "2600". In the 

1996, the term "phishing" started to be used to describe the 

incidents that hackers were exploiting passwords from 

unsuspecting America On-Line (AOL) user to steal AOL 

accounts. Nowadays, the term has been expanded to include 

various attacks to target personal information (Milletary & 

Center, 2005). 

The term is obviously derived from "fishing" and is 

always spelled with "ph" to differentiate it from the origin, 

and possibly to emulate phone "phreaking". Considering the 

definition of phishing, the derivative noun, "phisher," refers 

to the perpetrator of the crime. Hackers replaced "ph" with 

"f", and the original form of hacking is known as "phreaking". 

The word "phreaking" was first adopted by the first hacker, 

John Draper who devised the infamous Blue Box by which 

he was able to hack telephone systems in the early 1970s 

(APWG, 2004). It is believed that this first hacking form 

known as "Phone Phreaking" is the origin of the "ph" spelling 

in hacker organizations. Stolen accounts by criminals were 

called "phish" by 1996, and phish started to be traded between 

hackers. The number of phishing attacks has been 

dramatically increasing, and criminals are expanding the area 

of their activity from simply stealing AOL accounts to 

targeting users of online banking and e-commerce sites 

(APWG, 2004). 

A. Types of Phishing Attacks 

Phishing attacks can be classified into several types by the 

way of attacks. This section introduces what kinds of 

phishing schemes have been developed. Spear phishing is 

targeted phishing using data gathered through outside means, 

such as user names. The specific targets can be companies 

and government agencies, and the criminals send spoofed 

email messages misrepresenting the phishers as people from 

the recipient’s company or organization, such as a human 

resources department (Bank, 2005). Jagatic et al. (2007) 

conducted experiments with how to take advantage of the 

personal information from social networks, and the research 

showed that people tended to more fall for the phish when the 

email came from the person in their contacts. The fraudsters 

visit popular social network sites such as MySpace, 

Facebook, and LinkedIn to exploit Internet users' 

relationships and common interests. When spear phishing is 

used against the rich and powerful targets such as executives 

of corporations in order to gain the most corporate 

information, the type of attack is called "whaling" (Markoff, 

2008). According to the report by Markoff, the chief 

executive of an antispam company received an email and fell 

for the phishing scam, and several other high level targets 

received the similar attack. From late 2010 to early 2011, 

victims of the successful spear phishing attacks include 

RSAsecurID, the Canadian government, the Austrailian 

Prime Minister and other ministers (Hong, 2011). Pharming 

is more dangerous technique in that pharmers make use of an 

email that simply damages the victim once the email is 

opened by the receiver. Since the pharming email contains 

stealth applications such as virus, Trojan horses that are 
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automatically installed in the user’s computer, the user may 

not even notice his or her personal information stored in the 

computer in danger unless antivirus programs catch the 

malicious applications (Hicks, 2005). The installed 

applications have a role to redirect the browser to the 

counterfeit sites when the user visits the official website of an 

organization. The oblivious user provides the id and password 

to login the website without realizing the website is the fake 

webpage created by the criminal. As a result, the pharmer 

harvests the personal information that the victim divulges 

(Hicks, 2005). 

III. PROPOSED SYSTEM 

The proposed architecture for System is given in Figure. The 

system provides an interface where the user can write his/her 

query. Once the search button is clicked, it gives the list of 

URLs on the same page. A URL is a protocol that is used to 

indicate the location of data on a network. The URL is 

composed of the protocol, subdomain, primary domain, top-

level domain (TLD), and path domain. In meantime; it saves 

all the URLs in the database. The protocol refers to a 

communication protocol for exchanging information between 

information devices; e.g., HTTP, FTP, HTTPS, etc. Protocols 

are of various types and are used in accordance with the 

desired communication method. For each URL, all mentioned 

eighteen factors are calculated and saved as total_score in the 

database. Then based on the total_score value of each URL, 

they are rearranged in the descending order, which means if 

URL has high total_score value then it  will appear as the top 

most result and accordingly rest comes as per their total_score 

value.  

 

A. Analysis of Eighteen Impact Factors: 

Once user entered his/her query, list of URLs will be 

available on the same screen. Then each URL is extracted to 

retrieve the eighteen factors value for calculating them. Then 

it stores all the calculated factors in the database. Next and 

final step is that it shows the new result (URLs) in descending 

order of their Total score. That means if record has high score 

then it will come to the top and rest comes as per the total 

score value. Calculations of all 18 factors are as follows:  

1) Page Title:  

Every html document must have a TITLE Element in the head 

section. From a search engine's point of view, page title is the 

first indication of the contents of the page. Additionally, page 

title is the key information returned when search engines list 

results to a keyword search. If the searched keyword is in the 

title tag, then it means the page is most matched.  

2) Meta Keyword:  

A Meta keywords tag is supposed to be a brief and concise 

list of the most important themes of the webpage. Long ago 

in Internet time, the Meta keywords tag was very useful in 

helping pages to win on search engines. But many 

unscrupulous webmasters have abused the Meta keywords 

tag that search engines have had to de-emphasize their 

importance. Though Meta keywords tags are not a major 

factor search engines consider when ranking sites, they 

should not be left off the page. If the searched keyword is in 

the Meta tag then it means the page is most matched.  

3) Meta Description:  

The Meta description tag is indented to be a brief and concise 

summary of web page's content. The Meta description tag is 

designed to provide a brief description of the website which 

can be used by search engines or directories. If the searched 

keyword is in the Meta description then it means the page is 

most matched. 

4) Alexa Rank:  

Alexa is a very powerful tool used to rank web site traffic. 

This is one of the most accurate freely available tools to find 

out how well your site ranks up against millions of other sites 

on the web. The lower the Alexa ranking number the more 

heavily visited the site. 

5) Google Page Rank:  

Google Page Rank is one of the methods Google uses to 

determine relevance or importance of a page. It matters 

because it is one of the factors that determine a page's ranking 

in the search results. If the page rank of a particular page is 

closer to 5 then it is considered as more popular. 

6) Google Inbound Links:  

Defines number of third party websites link to particular 

website that is identified by Google. Back links are important 

for SEO because some search engines, especially Google, 

will give more credit to websites that have a good number of 

quality back links, and consider those websites more relevant 

than others in their results pages for a search query. More 

number of Google inbounds links then more Weight-age is 

given to it. 

7) Google Indexed Pages:  

Google Indexed Pages gives an indication of number of pages 

indexed by Google and available in Google servers. There are 

various on-page SEO factors helping to get higher search 

engine rankings including the number of web pages indexed 

by Google and other search engines (indexation). It plays an 

important role in the SEO score of particular site. In many 

cases, the winning factor of a site compared to its competitor 

is the number of its pages indexed by Google or other search 

engines. 

8) Last Modified Date:  

Last Modified Date is the date of the particular page created 

or modified by the website owner. From an informational 

point of view, newer content is usually better than older 

content within a web page. Whenever user tries to search 

some information and anticipate that newer information 

rather than information that is few-years-old. 
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9) Domain Age:  

Domain Age defines how old a particular website is. A long-

lasting and well-kept domain name on the cyberspace reflects 

its importance to search engine optimization. 

10) Yahoo Inbound Links:  

Yahoo Inbound Links defines number of third party websites 

link to particular website that is identified by Yahoo. More 

number of Yahoo inbound links then more Weight-age is 

given to it.  

11) Web of Trust (WOT) Rating:  

WOT ratings are powered by a global community of millions 

of trustworthy users who have rated millions of websites 

based on their experiences. Website's reputation rating is 

based on ratings from the WOT community, tells how much 

other users trust your site. It defines that particular site is safe 

or not as ‟Trustworthy‟, „Mostly‟, „Suspicious‟, 

„Untrustworthy‟, „Dangerous‟, „Unknown‟ and depending 

upon this Weight-age is assigned to it. 

12) Yahoo Indexed Pages:  

Yahoo Indexed Pages gives an indication of number of pages 

indexed by yahoo and available in yahoo servers. If more 

pages are indexed by Yahoo and available in Yahoo servers, 

more it is better.  

13) Alexa Inbound Links:  

Alexa Inbound Links defines number of third party websites 

link to particular website that is identified by Alexa. Quality 

inbound links are an essential element of web site marketing 

and search engine optimization programs to increase traffic 

and online sales. The greater the number of relevant and 

authoritative links to a web page, the greater the potential for 

higher search engine rankings and qualified traffic. More 

number of Alexa inbounds links then more Weight-age is 

given to it.  

14) Dmoz Listing:  

Dmoz Listing is the Open Directory Project (ODP) is a 

multilingual open content directory of WWW links. That 

means site comes under the particular category. DMOZ is the 

most respected online directory. All major search engines like 

Google, Yahoo, and Bing give a lot of importance to websites 

having links from DMOZ. Inclusion in DMOZ can 

dramatically increase your website ranking and traffic. If the 

site comes under the ODP category that means marks will be 

100%.  

15) Site Advisor Rating:  

Ratings from SiteAdvisor.com are based on a variety of 

measures. It claims to protect user by labeling Web sites 

green, yellow, or red to indicate that they are safe, 

questionable, or dangerous. Site Advisor Rating defines that 

site is good (Green), bad (Red), compromised (Yellow) and 

(Grey). Depending upon the color Weight-age is assigned.  

16) Bing Indexed Pages:  

Bing Indexed Pages gives an indication of number of pages 

indexed by Bing and available in Bing servers .If more pages 

are indexed by Bing and available in Bing servers, more it is 

better.  

17) Bing Inbound Links:  

Bing Inbound Links defines number of third party websites 

link to particular website that is identified by Bing.More 

number of Bing inbounds links then more Weight-age is 

given to it.  

18) Ask Indexed Pages:  

Ask Indexed Pages gives an indication of number of pages 

indexed by Ask and available in Ask servers. If more pages 

are indexed by Ask and available in Ask servers, more it is 

better.  

IV. IMPLEMENTATION 

We have implemented three algorithms in the system to show 

the comparison between them. To show which the accuracy 

between them. The algorithms which are implemented are as 

follows: 

A. SVM(Support Vector Machine): 

In machine learning, support-vector machines (SVMs, also 

support-vector networks) are supervised learning models 

with associated learning algorithms that analyze data used for 

classification and regression analysis. Given a set of training 

examples, each marked as belonging to one or the other of 

two categories, an SVM training algorithm builds a model 

that assigns new examples to one category or the other, 

making it a non-probabilistic binary linear classifier 

(although methods such as Platt scaling exist to use SVM in 

a probabilistic classification setting). A SVM model is a 

representation of the examples as points in space, mapped so 

that the examples of the separate categories are divided by a 

clear gap that is as wide as possible. New examples are then 

mapped into that same space and predicted to belong to a 

category based on which side of the gap they fall. 

In addition to performing linear classification, 

SVMs can efficiently perform a non-linear classification 

using what is called the kernel trick, implicitly mapping their 

inputs into high-dimensional feature spaces. 

When data is unlabelled, supervised learning is not 

possible, and an unsupervised learning approach is required, 

which attempts to find natural clustering of the data to groups, 

and then map new data to these formed groups. The support-

vector clustering algorithm, created by Hava Siegelmann and 

Vladimir Vapnik, applies the statistics of support vectors, 

developed in the support vector machines algorithm, to 

categorize unlabeled data, and is one of the most widely used 

clustering algorithms in industrial applications. 

 

B. ID3(Decision Tree): 

In decision tree learning, ID3 (Iterative Dichotomiser 3) is an 

algorithm invented by Ross Quinlan used to generate a 
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decision tree from a dataset. ID3 is the precursor to the C4.5 

algorithm, and is typically used in the machine learning and 

natural language processing domains. 

The ID3 algorithm begins with the original set 

{\displaystyle S} as the root node. On each iteration of the 

algorithm, it iterates through every unused attribute of the set 

{\displaystyle S} and calculates the entropy {\displaystyle 

\mathrm {H} {(S)}} (or information gain {\displaystyle 

IG(S)}) of that attribute. It then selects the attribute which has 

the smallest entropy (or largest information gain) value. The 

set {\displaystyle S} is then split or partitionedby the selected 

attribute to produce subsets of the data. (For example, a node 

can be split into child nodes based upon the subsets of the 

population whose ages are less than 50, between 50 and 100, 

and greater than 100.) The algorithm continues to recur on 

each subset, considering only attributes never selected before. 

Recursion on a subset may stop in one of these cases: 

Every element in the subset belongs to the same 

class; in which case the node is turned into a leaf node and 

labelled with the class of the examples. 

There are no more attributes to be selected, but the 

examples still do not belong to the same class. In this case, 

the node is made a leaf node and labelled with the most 

common class of the examples in the subset. 

There are no examples in the subset, which happens 

when no example in the parent set was found to match a 

specific value of the selected attribute. An example could be 

the absence of a person among the population with age over 

100 years. Then a leaf node is created and labelled with the 

most common class of the examples in the parent node's set. 

Throughout the algorithm, the decision tree is constructed 

with each non-terminal node (internal node) representing the 

selected attribute on which the data was split, and terminal 

nodes (leaf nodes) representing the class label of the final 

subset of this branch. 

 

C. Naïve Bayes: 

Naive Bayes is a simple technique for constructing 

classifiers: models that assign class labels to problem 

instances, represented as vectors of feature values, where the 

class labels are drawn from some finite set. There is not a 

single algorithm for training such classifiers, but a family of 

algorithms based on a common principle: all naive Bayes 

classifiers assume that the value of a particular feature is 

independent of the value of any other feature, given the class 

variable. For example, a fruit may be considered to be an 

apple if it is red, round, and about 10 cm in diameter. A naive 

Bayes classifier considers each of these features to contribute 

independently to the probability that this fruit is an apple, 

regardless of any possible correlations between the color, 

roundness, and diameter features. 

For some types of probability models, naive Bayes 

classifiers can be trained very efficiently in a supervised 

learning setting. In many practical applications, parameter 

estimation for naive Bayes models uses the method of 

maximum likelihood; in other words, one can work with the 

naive Bayes model without accepting Bayesian probability or 

using any Bayesian methods. 

Despite their naive design and apparently 

oversimplified assumptions, naive Bayes classifiers have 

worked quite well in many complex real-world situations. In 

2004, an analysis of the Bayesian classification problem 

showed that there are sound theoretical reasons for the 

apparently implausible efficacy of naive Bayes classifiers. 

Still, a comprehensive comparison with other classification 

algorithms in 2006 showed that Bayes classification is 

outperformed by other approaches, such as boosted trees or 

random forests.  

An advantage of naive Bayes is that it only requires 

a small number of training data to estimate the parameters 

necessary for classification. 

 

V. TESTING AND RESULT 

After implementation testing and result comes in the picture 

at the time of comparison we come across some statics that 

are as follows: 

 
According to above graph we come to know about 

some statistics with respect to the accuracy of the above 

algorithms: 

1) SVM (Support Vector Machine): 

Support Vector Machine Shows the accuracy of more than 95 

% 

2) ID3(Decision Tree): 

ID 3(Decision Tree) Shows the accuracy of more than 90% 

3) Naive Bayes: 

Naïve Bayes is the most common algorithm used to check 

accuracy but the accuracy factor of naïve bayes is very less as 

compared to other two algorithms i.e SVM and ID3 
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 Naïve Bayes shows the accuracy of more than 75% 

but less than above mentioned algorithms  

B. Result 

So, we come to know that SVM shows better accuracy as 

compared rest of the two algorithms. 

VI. CONCLUSION 

we proposed a heuristic-based phishing detection technique 

that employs URL-based features. The method combines 

URL-based features used in previous studies with new 

features by analyzing phishing site URLs. Additionally, we 

generated classifiers through several machine learning 

algorithms and determined that the best classifier was random 

forest. It showed a high accuracy of 98.23% and a low false-

positive rate. The proposed technique can provide security for 

personal information and reduce damage caused by phishing 

attacks because it can detect new and temporary phishing 

sites that evade existing phishing detection techniques, such 

as the blacklist-based technique. In future work, we intend to 

address the time-intensive disadvantage of the heuristic-

based technique. With a large number of features, it is time-

consuming for the heuristic based approach to generate 

classifiers and perform classification. Therefore, we will 

apply algorithms to reduce the number of features and thereby 

improve performance. In addition, we will examine a new 

phishing detection technique that uses not only URL-based 

features, but also HTML and JavaScript features of web 

pages to improve performance. 
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