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Abstract— Security becomes the major issue while we 

provide our data to the third party administrator like cloud. 

Data retrieval becomes a greater risk as a result of attack on 

the nodes within the cloud. Hence, there is an urge for greater 

security measures for protecting data and also performance 

has to be taken into account. A new concept called division 

and replication of data in the cloud for optimal performance 

and security(DROPS) has been introduced. Here, a file is 

divided into fragments and replicates the fragmented data 

over the cloud nodes. Only a single fragment is stored in each 

node that helps to make sure that no significant information 

is retrieved in the case of a successful attack. Nodes storing 

the fragments are separated using T-coloring to prohibit an 

intruder of guessing the locations of the fragments.   
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I. INTRODUCTION 

Cloud computing is characterized by on-demand self-

services, ubiquitous network accesses, resource pooling, 

elasticity, and measured services[22,8].The aforementioned 

characteristics of cloud computing make it a striking 

candidate for businesses, organizations, and individual users 

for adoption [25]. But besides, being benefits they are major 

security concerns to look upon. Security is one of the most 

indispensable aspects that spreads the wide-spread adoption 

of cloud computing [14,19]. A cloud can be secured provided 

all the participating entities and nodes within the cloud are 

secure. The security of the system is defined by the security 

provided to the weakest entity. Therefore, in a cloud, the 

security of the assets does not solely depend on an 

individual’s security measures[5].The neighbouring entities 

may provide an opportunity to an attacker to bypass the users 

defences.  

A. DROPS Methodology: 

 
The data outsourced to the third party administrator must be 

secured by preventing the unauthorized access from other 

users and processes. As said earlier a vulnerable entity would 

put the entire cloud system in danger. So we have to develop 

a security mechanism that would exploit more of attacker’s 

effort in retrieving data even in the case of a successful attack 

in the cloud. Also the loss of data as a result of data leakage 

must be minimized. A cloud must ensure throughput, 

reliability, and security [15]. Data retrieval time is the major 

aspect that determines the throughput of the cloud. The issues 

of data reliability, data availability, and response time are 

solved using data replication strategies [3] also when we 

place replicas over large number of nodes the cloud becomes 

vulnerable. Thus, we can conclude that both security and 

performance are crucial aspects for cloud systems. We 

approach these issues by proposing a concept called Division 

and Replication of Data in the Cloud for Optimal 

Performance and Security (DROPS). 

B. DROPS: 

DROPS fragments the data file and replicates those fragments 

over strategic locations within the cloud. In DROPS even in 

the case of successful intrusion no significant information can 

be retrieved by the intruder. We do not completely rely on 

traditional cryptographic techniques for providing security. 

We perform controlled replication of file fragments to 

enhance the security. 

II. RELATED WORK  

Juels et al. [10] presented a technique to ensure the integrity, 

freshness, and availability of data in a cloud. The data 

migration to the cloud is performed by the Iris file system. A 

gateway application is designed and employed in the 

organization that ensures the integrity and freshness of the 

data using a Merkle tree. The file blocks, MAC codes, and 

version numbers are stored at various levels of the tree. The 

proposed technique in [10] heavily depends on the user′ s 

employed scheme for data confidentiality. Moreover, the 

probable amount of loss in case of data tempering as a result 

of intrusion or access by other VMs cannot be decreased. Our 

proposed strategy does not depend on the traditional 

cryptographic techniques for data security. Moreover, the 

DROPS methodology does not store the whole file on a single 

node to avoid compromise of all of the data in case of 

successful attack on the node. The authors in [11] approached 

the virtualized and multi-tenancy related issues in the cloud 

storage by utilizing the consolidated storage and native access 

control. The Dike authorization architecture is proposed that 

combines the native access control and the tenant name space 

isolation. The proposed system is designed and works for 

object based file systems. However, the leakage of critical 

information in case of improper sanitization and malicious 

VM is not handled. The DROPS methodology handles the 

leakage of critical information by fragmenting data file and 

using multiple nodes to store a single file. The use of a trusted 

third party for providing security services in the cloud is 

advocated in [22]. The authors used the public key 

infrastructure (PKI) to enhance the level of trust in the 

authentication, integrity, and confidentiality of data and the 

communication between the involved parties. The keys are 

generated and managed by the certification authorities. At the 
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user level, the use of temper proof devices, such as smart 

cards was proposed for the storage of the keys. Similarly, 

Tang et. al. have utilized the public key cryptography and 

trusted third party for providing data security in cloud 

environments [20]. However, the authors in [20] have not 

used the PKI infrastructure to reduce the overheads. The 

trusted third party is responsible for the generation and 

management of public/private keys. The trusted third party 

may be a single server or multiple servers. The symmetric 

keys are protected by combining the public key cryptography 

and the (k, n) threshold secret sharing schemes. Nevertheless, 

such schemes do not protect the data files against tempering 

and loss due to issues arising from virtualization and multi-

tenancy. A secure and optimal placement of data objects in a 

distributed system is presented in [21]. An encryption key is 

divided into n shares and distributed on different sites within 

the network. The division of a key into n shares is carried out 

through the (k, n) threshold secret sharing scheme. The 

network is divided into clusters. The number of replicas and 

their placement is determined through heuristics. A primary 

site is selected in each of the clusters that allocates the 

replicas within the cluster. The scheme presented in [21] 

combines the replication problem with security and access 

time improvement. Nevertheless, the scheme focuses only on 

the security of the encryption key. The data files are not 

fragmented and are handled as a single file. The DROPS 

methodology, on the other hand, fragments the file and store 

the fragments on multiple nodes. Moreover, the DROPS 

methodology focuses on the security of the data within the 

cloud computing domain that is not considered in [21].  

III. PRELIMINARIES  

A. Data Fragmentation  

A successful intrusion may be a result of some software or 

administrative vulnerability which leads to data compromise 

in the cloud [17]. The amount of data that are compromised 

can be substantially reduced by performing fragmentation on 

the data file and placing the fragments on separate nodes. By 

doing so, a successful attack on any nodes within the cloud 

will only provide a fewer portion of data that will not posses 

any significance. Let us consider a cloud with M nodes and a 

file with z number of fragments. Let s be the number of 

successful intrusions on distinct nodes, such that s>z. The 

probability that s number of victim nodes contain all of the z 

sites storing the file fragments (represented by P(s,z)) is given 

as:  

 

B. Centrality 

The centrality of a node in a graph provides the measure of 

the relative importance of a node in the network. The 

objective of using centrality measures is to find the most 

important node in the network. There are various centrality 

measures; for instance, closeness centrality, degree centrality, 

betweenness centrality, eccentricity centrality, and 

eigenvector centrality.  

C. Betweenness Centrality  

The betweenness centrality of a node n is the number of the 

shortest paths, between other nodes, passing through n [24]. 

Formally, the betweenness centrality of any node v in a 

network is given as:  

 
where δab is the total number of shortest paths 

between a and b, and δab(v) is the number of shortest paths 

between a and b passing through v. The variable Cb(v) 

denotes the betweenness centrality for node v.  

D. Closeness Centrality  

A node is said to be closer with respect to all of the other 

nodes within a network, if the sum of the distances from all 

of the other nodes is lower than the sum of the distances of 

other candidate nodes from all of the other nodes [24]. The 

lower the sum of distances from the other nodes, the more 

central is the node. Formally, the closeness centrality of a 

node v in a network is defined as 

 
where N is total number of nodes in a network and d(v, a) 

represents the distance between node v and node a. 

 
Table 1: Notations and Their Meanings  

E. Eccentricity  

The eccentricity of a node n is the maximum distance to any 

node from a node n [24]. A node is more central in the 

network, if it is less eccentric. Formally, the eccentricity can 

be given as:  

 
where d(va,vb) represents the distance between node va and 

node vb. It may be noted that in our evaluation of the 

strategies the centrality measures introduced above seem very 

meaningful and relevant than using simple hop-count kind of 

metrics.  

F. T-coloring  

Suppose we have a graph G = (V, E) and a set T containing 

non-negative integers including 0. The T-coloring is a 
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mapping function f from the vertices of V to the set of non-

negative integers, such that ∣f(x)- f(y)∣ ∉ T, where (x, y) ∈ E. 

The mapping function f assigns a color to a vertex. In simple 

words, the distance between the colors of the adjacent 

vertices must not belong to T.  

G. DROPS  

In the DROPS methodology, the data owner uploads the data 

to the cloud. The cloud manager system receives the file and 

performs fragmentation over them. Next the selection of 

nodes are split into two phases, first the nodes are selected for 

storing the fragments. Second the nodes are selected for 

storing the replicas of the fragments. The cloud manager has 

the order of fragment placement. The fragmentation threshold 

of the file is specified by the file owner during the time of 

uploading the file. Once the fragmentation of file is done 

nodes are selected for placing the fragments.  We select the 

nodes that are most central to the cloud network to improve 

the data retrieval time. Placing the successive fragments in 

enable the intruder to easily retrieve the file from the cloud. 

So, in order to improve the security the successive fragments 

should not be placed in the adjacent nodes and we have to 

make the attacker to keep guessing the location of the 

successive fragments. However, if all of the fragments are 

placed on the nodes based on the descending order of 

centrality, then there is a possibility that adjacent nodes are 

selected for fragment placement. To deal with the security we 

use the concept of T-coloring to ensure that the central nodes 

are not adjacent. 

1) Algorithm 1  

 

2)  Algorithm 2  

 

 
Table 2: Various Attacks Handled by DROPS Methodology 

IV. CONCLUSIONS  

The proposed DROPS methodology, a cloud storage security 

scheme that collectively deals with the security and 

performance in terms of retrieval time. The data file was 

fragmented and the fragments are dispersed over multiple 

nodes. The nodes were separated by means of T-coloring. The 

fragmentation and dispersal ensured that no significant 

information was obtainable by an adversary in case of a 

successful attack. No node in the cloud, stores more than a 

single fragment of the same file. The performance of the 

DROPS methodology was compared with full-scale 

replication techniques. Currently with the DROPS 

methodology, a user has to download the file, update the 

contents, and upload it again. It is strategic to develop an 

automatic update mechanism that can identify and update the 

required fragments only. 
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