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Abstract— The main idea behind this paper is to provide 

integrity to the cloud storage area. In order to provide security 

in cloud computing we use SHA algorithm. In this method 

some important security services including key generation, 

encryption and decryption are provided in Cloud Computing 

system. Here the TPA is the trusted entity that has expertise 

and capabilities to assess cloud storage security on behalf of 

a data owner upon request. The main goal is to securely store 

and manage the data so that only authorized users can have 

access over the data.     
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I. INTRODUCTION 

Cloud computing makes computer system resources, 

especially storage and computing power, available on 

demand without direct active management by the user. The 

term is generally used to describe data centers available to 

many users over the Internet. Large clouds, predominant 

today, often have functions distributed over multiple 

locations from central servers. If the connection to the user is 

relatively close, it may be designated an Edge server. Clouds 

may be limited to a single organization be available to many 

organizations or a combination of both The largest public 

cloud is Amazon AWS. Cloud computing relies on sharing of 

resources to achieve coherence and scale. Advocates of 

public and hybrid clouds note that cloud computing allow 

companies to avoid or minimize up-front IT infrastructure 

costs. Proponents also claim that cloud computing allows 

enterprises to get their applications up and running faster, 

with improved manageability and less maintenance, and that 

it enables IT teams to more rapidly adjust resources to meet 

fluctuating and unpredictable demand. Cloud providers 

typically use a "pay-as-you-go" model, which can lead to 

unexpected operating expenses if administrators are not 

familiarized with cloud-pricing models. Cloud computing is 

considered as major part in a business for fulfilling the 

request at low cost. It is an internet based computing where 

application, platform, infrastructure are provided as services. 

The main concept of this technology is that, the customers 

pay only for those services which used. Resources can be 

allocated geography anywhere and can provide any type of 

service that a user wants. Now user needs not to have any type 

of physical infrastructure. He/she has to just use the services 

of this technology and pay according to usage of services. 

Cloud computing is a novel type of prototype, is coming. This 

term is a novel term that seems by the fourth season, 2007. 

The custom of internet and novel knowledge’s today, for 

commercial and designed for the present consumers, is 

previously portion of daily lifespan. Slightly info is 

obtainable wherever in the domain at marginally time. That 

was not probable little ages before. Today it have ascended a 

lot of potentials of admission to open and isolated info similar 

to internet speed admittance or the setting out of portable 

dispositive that permit the linking to internet from virtually 

universally. Cloud computing discusses to the provision of 

computing resources concluded the internet. In its place of 

custody information on your It’s ascertained that multi–

clouds improve performance provided by single cloud setting 

by dividing security, trust and irresponsibleness among 

completely different clouds. They need created a survey of 

assorted techniques on the market for multi cloud security 

like use of cryptography, secret sharing algorithmic program 

and redundant array of cloud storage. Multi cloud is 

victimisation over one cloud computing services during a 

single heterogeneous design. To establishing the multi cloud 

design the varied reasons ought to be right smart like 

decreasing assurance on any single trafficker, increasing 

flexibility through selection, and tempering against disasters. 

It’s kind of like over one developer uses the 

software/applications on a personnel laptop. It’s feeling of the 

very fact that nobody supplier is everything for everybody. It 

varies from hybrid cloud setting in this it refers to multiple 

cloud services instead of multiple organization modes like 

public, private, and heritage. Varied problems also are on the 

market during a multi cloud setting. Security and authority is 

additional difficult, and additional "moving parts" might 

produce resiliency problems. Choice of the proper cloud 

product and services may be a challenge, and shoppers might 

suffer from the contradiction of selection.[2] 

II. RELATED WORK 

Cloud computing could be a quickest growing technology. It 

permits business organizations to use or access totally 

different applications, store info while not access their 

personal files. Whereas considering the ability, stability and 

therefore the security of cloud one can’t ignore totally 

different threats to user’s knowledge on cloud storage. File 

access assure in real technique to the file protection because 

of entrusted cloud servers. In cloud storage system file 

entrance mechanism is tougher issue. This method in 

consequence produces redundant copies of comparable files 

or involves a very reliable cloud server. 

A. Security and Privacy-Enhancing Multi-cloud 

Architectures 

To meet the unique needs of your business and remain 

competitive in today’s fast-moving environment, you may 

find yourself adopting infrastructure and solutions from a 

wide range of cloud vendors. A hybrid, multi cloud world is 

quickly becoming the new normal.[1] 

But managing your cloud-based services and data 

across multiple providers can feel overwhelming. With each 

set of cloud services coming with its own tools, you’re likely 

facing increased complexity and cost. New management 

solutions and delivery methods can help optimize 
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performance, control costs, provide quick cloud access and 

secure your mix of applications, environments, and data, 

whether they are inside your data center or in the cloud. 

B. Design and Implementation of Enhanced Security in 

Multi cloud Storage System Using Distributed File System 

Cloud computing offers dynamically scalable resources 

provisioned as a service over the Internet. The self-service, 

pay-per-use, on-demand, third-party and seamlessly scalable 

computing resources and services offered by the cloud 

paradigm promise to reduce capital as well as operational 

expenditures for hardware and software 

C. Using Multi-Clouds to Ensure Security in Cloud 

Computing, 

[4]Security is considered to be one of the most critical aspects 

in a cloud computing environment due to the sensitive and 

important information stored in the cloud for users. Users are 

wondering about attacks on the integrity and the availability 

of their data in the cloud from malicious insiders and 

outsiders, and from any collateral damage of cloud services. 

These issues are extremely significant but there is still much 

room for security research in cloud computing. This paper 

focuses more on the issues related to the data security and 

privacy aspects in cloud computing, such as data integrity, 

data intrusion, service availability. It proposes a Multi-clouds 

Database Model (MCDB) which is based on Multi-clouds 

service providers instead of using single cloud service 

provider such as in Amazon cloud service. In addition, it will 

discuss and present the architecture of the proposed MCDB 

model and describe its components and layers. The results 

and implementation for the new proposed model will be 

analyzed, in relation to addressing the security factors in 

cloud computing, such as data integrity, data intrusion, and 

service availability. 

III. PROPOSED ALGORITHM 

The cloud storage provides an important factor in this today 

environment, where they were lot of data were provided by 

the company for their transaction. They were getting many 

data from their business parties for developing their company 

in a well reputed manner. So they need more storage. So here 

consideration storage is key challenges in cloud computing 

environments. File is uploaded by Dynamic and we provide a 

security through static data Storing by the framework and 

indexed based slicing and encryption consequently 

performed on the files before being transferred to the cloud 

storage server. For this we use the dynamic storage 

mechanism with the help of SHA algorithm. 

IV. SHA ALGORITHM 

[3]A secure hash algorithm is actually a set of algorithms 

developed by the National Institutes of Standards and 

Technology (NIST) and other government and private 

parties. These secure encryption or "file check" functions 

have arisen to meet some of the top cybersecurity challenges 

of the 21st century, as a number of public service groups work 

with federal government agencies to provide better online 

security standards for organizations and the public. Secure 

Hash Algorithm (SHA) is a hashing algorithm. It is used for 

password (and other important info) hashing. SHA is used to 

create digital signatures of the data. By running the algorithm 

on the data, we produce the hash value (also known as 

signature). If the data changes in any way, the signature will 

not match and thus we would know that the data has been 

compromised/tampered with. It’s not an encryption 

algorithm. SHA cannot be used for encryption. We use SHA1 

on earlier versions (before SEE 8.0.0) and SHA2 on SEE 

8.0.0 and above for hashing. Advanced Encryption Standard 

(AES) is an encryption standard (symmetric key encryption). 

Encryption algorithms have a way of getting back the original 

data (in case of public/private key pair, the public key 

encrypts data and private key decrypts it). With symmetric 

keys, the same key can encrypt and decrypt. But hashing 

algorithms are one-way processes. Once you hash data and 

get the hash value, you cannot run it backwards on the hash 

value to get the original data Well the Federal Information 

Processing Standard (FIPS) recommends the following.  Use 

SHA-1, SHA-224, and SHA-256 for messages less than 264 

bits in length.   SHA-384 and SHA-512 are recommended for 

messages less than 2128 bits in length.[5] 

The value of digital fingerprints is straightforward, 

and as we’ve shown there are many choices of hashing 

algorithms to use.  When applying a hashing algorithm, one 

may encounter tradeoffs such as collision resistance and also 

processing speed. 

The hashing algorithms will consume data 

processing resources of one form or another.  The chart below 

comes courtesy of Javamex and shows the differences in 

processing time for the various hashing algorithms.[6] 

 
Applications for SHA-1 and SHA-2 are many for 

demonstrating message integrity, including password 

storage, file verification, and digital signatures.  They are 

used in common Internet applications such as TLS and SSL, 

PGP, SSH, S/MIME and IPsec.  SHA-2 is widely used for 

authentication of software packages and digital media.  SHA-

256 and SHA-512 have been proposed for use in DNSSEC 

and also for Unix and Linux password hashing.  SHA-256 is 

used for Bitcoin transaction verification. 

One of the most common exposures you’re likely to 

have to hashing algorithms is your ATM card, which holds 

the hash of your PIN for comparison to the hash of the PIN 

number you type at the terminal. 
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V. SCREENSHOTS 

A. Home Page 

 

B. User/Data Owner Registration  

 

C. CSP/Data/Owner Login  

 

D. CSP Home  

 

E. All Owners  

 

F. All Users  

 

G. Requested Files  

 

H. Data Owner Home  
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I. Upload  

 

J. User Home  

 

K. Search Files  

 

L. Download Files  

 

VI. CONCLUSION 

Security and trust has always been the major issue in cloud 

computing. This paper points the security constraints and how 

to overcome these issues. Here the security model is proposed 

which attempts to focus on providing security at cloud side. 

In this OTP (One-Time Password) is provided which shows 

two-factor authentication software. Default gateway is 

proposed where randomly encryption algorithms is chosen, 

results shows that the AES, RC4 and followed by Blowfish 

are best algorithms as they always take less time to 

encrypt/decrypt. In addition to this data integrity is ensured 

by using hash algorithm 
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