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Abstract— The Digital Communication is growing quickly. 

The security is much of the time required for the information. 

In this paper, we propose another framework by utilizing of 

SHA Algorithm. SHA algorithm is a methodology for 

guaranteeing information and exchanges utilizing codes so 

those for whom the information is normal can examine and 

process it. In this way, first the document information is 

changed over into figure content utilizing AES calculation of 

Cryptography. This transformation is called Encryption. In 

this transformation some keys are produced consequently, 

those are called as mystery keys. This procedure can give 

greater security to the information. On the off chance that an 

approved client needs to see the record information, at that 

point the client can download the document by utilizing the 

mystery key. The figure content can changed over into the 

plain content. This procedure is called as Decryption. In our 

proposed framework, the information must be shielded. 
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I. INTRODUCTION 

Nowadays, information is rapidly open through the Internet. 

Various associations are in need to talk with a general 

gathering of groups of onlookers through the World Wide 

Web. Therefore such immense quantities of systems are 

displayed for security. These strategies make the thought of 

corporate people more since where the hacking exists 

reliably. Various devices present today can transmit diverse 

information between themselves using unmistakable 

techniques for correspondence, as questionable open 

frameworks, remote frameworks and the most used: the 

Internet. So we have to verify correspondence by methods for 

Internet like email, e-keeping cash, corporate data, etc., 

generally used frameworks are Cryptography. Cryptography 

includes creating composed or produced codes that enable 

actualities to be spared mystery. Cryptography changes over 

realities into a design this is mixed up for an unapproved 

client, enabling it to be transmitted without unapproved 

substances deciphering it back directly into a clear format, 

thusly trading off the data. Data wellbeing utilizes 

cryptography on various degrees. The records can't be 

perused without a key to unscramble it. The realities keep up 

its respectability all through travel and keeping in mind that 

being spared. Cryptography furthermore helps in no 

disavowal. This technique that the sender and the vehicle of 

a message can be affirmed. There are a few objectives are 

having this framework. Those are Confidentiality, Integrity, 

Authentication, and Non-renouncement. The classification is 

the procedure of just an authorized beneficiary should almost 

certainly remove the substance of the message from its 

encoded structure. Coming about because of ventures to 

cover, counteract or postpone detached access to the encoded 

data. The trustworthiness is that, he beneficiary should almost 

certainly choose if the message has been modified. 

Verification is the beneficiary must be fit for check from the 

message, the personality of the sender, the start or the heading 

it voyaged (or combos) with the goal that you can approve 

claims from producer or to approved the beneficiary 

anticipations. Non-renouncement is the producer ought not 

have the capacity to deny sending the message. Cryptography 

includes every substantial client of measurements having the 

keys required to get right of passage to that records. Based at 

the keys the arrangements they are Symmetric Key and 

Asymmetric Key. The capacity of the symmetric key is, If the 

sender and beneficiary need the indistinguishable key with 

the goal that you can scramble or unscramble the covered 

insights, at that point the figure is a symmetric key figure 

because of the reality all individuals utilizes the 

indistinguishable key for a similar message. The key 

inconvenience is that the name of the diversion keys need to 

some way or another acknowledge to both the sender and 

beneficiary secretly. For this rationale, symmetric key figures 

likewise are called private key (or riddle key) figures. The 

motivation behind lopsided key is if the sender and 

beneficiary have exceptional keys separate to the verbal trade 

jobs they play, at that point the figure is an unbalanced key 

figure as explicit keys exist for scrambling and decoding a 

similar message. It is moreover alluded to as open key 

encryption as the client freely disseminates one of the keys 

without a deal with mystery. On account of individual 

messages to the individual, they appropriate the encryption 

key. Hilter kilter encryption is based at reality that 

responsibility for encryption key will now not screen the 

decoding key. 

II. RELATIVE STUDY 

A. ANNOUNCING THE FIRST SHA-I CILLECTION: 

Cryptographic hash functions like SHA-1 are a 

cryptographer’s swiss army knife. You’ll find that hashes 

play a role in browser security, managing code repositories, 

or even just detecting duplicate files in storage. Hash 

functions compress large amounts of data into a small 

message digest. As a cryptographic requirement for wide-

spread use, finding two messages that lead to the same digest 

should be computationally infeasible. Over time however, 

this requirement can fail due to attacks on the mathematical 

underpinnings of hash functions or to increases in 

computational power. 

B. OPININON: Cryptanalysis of MD% and SHA: Time for 

a new standard: 

One-way hash functions are a cryptographic construct used in 

many applications. They are used with public-key algorithms 

for both encryption and digital signatures. They are used in 

integrity checking. They are used in authentication. They 

have all sorts of applications in a great many different 

protocols. Much more than encryption algorithms, one-way 

hash functions are the workhorses of modern cryptography.In 

1990, Ron Rivest invented the hash function MD4. In 1992, 

https://security.googleblog.com/2017/02/announcing-first-sha1-collision.html
https://www.schneier.com/blog/archives/2005/02/cryptanalysis_o.html
https://www.schneier.com/blog/archives/2005/02/cryptanalysis_o.html
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he improved on MD4 and developed another hash function: 

MD5. In 1993, the National Security Agency published a 

hash function very similar to MD5, called the Secure Hash 

Algorithm (SHA). Then in 1995, citing a newly discovered 

weakness that it refused to elaborate on, the NSA made a 

change to SHA. The new algorithm was called SHA-1. 

Today, the most popular hash function is SHA-1, with MD5 

still being used in older applications. 

III. PROPOSED ALGORITHM 

In our proposed framework, a framework by utilizing of 

Cryptography. Cryptography is a methodology for 

guaranteeing realities and trades utilizing codes so those for 

whom the insights is anticipated can scrutinize and system it. 

In this way, first the record data is changed into figure 

message the utilization of AES set of principles of 

Cryptography. This change is alluded to as Encryption. In this 

transformation a couple keys are produced naturally, the ones 

are alluded to as mystery keys. This framework can offer 

more noteworthy security for the data. In the event that a 

lawful individual wants to see the report records, at that point 

the individual can down burden the report by method for the 

utilization of the mystery key. The figure content can change 

into the plain content. This procedure is known as 

Decryption. In our proposed framework, the actualities ought 

to be shielded. 

Algorithm: 

A. SHA algorithm: 

The Secure Hash Algorithms are a family of cryptographic 

hash functions published by the National Institute of 

Standards and Technology (NIST) as a U.S. Federal 

Information Processing Standard (FIPS), including: 

 SHA-0: A retronym applied to the original version of the 

160-bit hash function published in 1993 under the name 

"SHA". It was withdrawn shortly after publication due to 

an undisclosed "significant flaw" and replaced by the 

slightly revised version SHA-1. 

 SHA-1: A 160-bit hash function which resembles the 

earlier MD5 algorithm. This was designed by 

the National Security Agency (NSA) to be part of 

the Digital Signature Algorithm. Cryptographic 

weaknesses were discovered in SHA-1, and the standard 

was no longer approved for most cryptographic uses after 

2010. 

 SHA-2: A family of two similar hash functions, with 

different block sizes, known as SHA-256 and SHA-512. 

They differ in the word size; SHA-256 uses 32-bit words 

where SHA-512 uses 64-bit words. There are also 

truncated versions of each standard, known as SHA-

224, SHA-384, SHA-512/224 and SHA-512/256. These 

were also designed by the NSA. 

 SHA-3: A hash function formerly called Keccak, chosen 

in 2012 after a public competition among non-NSA 

designers. It supports the same hash lengths as SHA-2, 

and its internal structure differs significantly from the 

rest of the SHA family. 

 The corresponding standards are FIPS PUB 180 

(original SHA), FIPS PUB 180-1 (SHA-1), FIPS PUB 180-2 

(SHA-1, SHA-256, SHA-384, and SHA-512). NIST has 

updated Draft FIPS Publication 202, SHA-3 Standard 

separate from the Secure Hash Standard (SHS). 

For loop on k = 1 to L 

(W(0),W(1),...,W(15)) =M[k] /* Divide M[k] into 16 words 

*/ 

For t = 16 to 79 do: 

W(t) = (W(t-3) XOR W(t-8) XOR W(t-14) XOR W(t-16)) 

<<< 1 

A = H0, B = H1, C = H2, D = H3, E = H4 

For t = 0 to 79 do: 

TEMP = A<<<5 + f(t;B,C,D) + E + W(t) + K(t) E = D, D = 

C, 

C = B<<<30, B = A, A = TEMP 

End of for loop 

H0 = H0 + A, H1 = H1 + B, H2 = H2 + C, H3 = H3 + D, H4 

= H4 + E 

End of for loop 

H0, H1, H2, H3, H4, H5: Word buffers with final message 

digest 

IV. RESULT 

A. Home page 

 

B. Upload files 

 

https://en.wikipedia.org/wiki/Cryptographic_hash_function
https://en.wikipedia.org/wiki/Cryptographic_hash_function
https://en.wikipedia.org/wiki/National_Institute_of_Standards_and_Technology
https://en.wikipedia.org/wiki/National_Institute_of_Standards_and_Technology
https://en.wikipedia.org/wiki/United_States_of_America
https://en.wikipedia.org/wiki/Federal_Information_Processing_Standard
https://en.wikipedia.org/wiki/Federal_Information_Processing_Standard
https://en.wikipedia.org/wiki/SHA-0
https://en.wikipedia.org/wiki/Retronym
https://en.wikipedia.org/wiki/SHA-1
https://en.wikipedia.org/wiki/MD5
https://en.wikipedia.org/wiki/National_Security_Agency
https://en.wikipedia.org/wiki/Digital_Signature_Algorithm
https://en.wikipedia.org/wiki/SHA-2
https://en.wikipedia.org/wiki/SHA-3
https://en.wikipedia.org/wiki/SHA-3
https://en.wikipedia.org/wiki/Federal_Information_Processing_Standard
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C. View files 

 

D. View file 

 

E. User login 

 

F. Login successfully 

 

G. File data 

 

V. CONCLUSION 

This paper discusses another and productive cryptography 

approach for installing mystery records without creating any 

preeminent changes is proposed. SHA set of guidelines of 

open key cryptography is utilized for encryption and 

unscrambling. Embedding ability of this system is parcels 

superior to various current techniques in spatial territory. This 

is a durable procedure that can keep away from various 

assaults. superior to various current techniques in spatial 

territory. This is a durable procedure that can keep away from 

various assaults. 
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