
IJSRD - International Journal for Scientific Research & Development| Vol. 7, Issue 01, 2019 | ISSN (online): 2321-0613 

 

All rights reserved by www.ijsrd.com 1074 

Privacy preservation of Product Usage Experience of Customer by Using 

Matrix Factorization Using Techniques 

M.Rajinesh Reddy1 Dr.K.Venkataramana2 
1Student 2Assistant Professor 

1,2Department of Computer Applications 
1,2KMM Institute of P.G Studies, Tirupathi, India 

Abstract— The increasing ability to track and collect large 

amounts of data with the use of current hardware technology 

has lead to an interest in the development of data mining 

algorithms which preserve user privacy. A recently proposed 

technique addresses the issue of privacy preservation by 

perturbing the data and reconstructing distributions at an 

aggregate level in order to perform the mining. This method 

is able to retain privacy while accessing the information 

implicit in the original attributes.  Some of the most 

successful realizations of latent factor models are based on 

matrix factorization. In its basic form, matrix factorization 

characterizes both items and users by vectors of factors 

inferred from item rating patterns. High correspondence 

between item and user factors leads to a recommendation. 

These methods have become popular in recent years by 

combining good scalability with predictive accuracy. In 

addition, they offer much flexibility for modeling various 

real-life situations. One strength of matrix factorization is that 

it allows incorporation of additional information. When 

explicit feedback is not available, recommender systems can 

infer user preferences using implicit feedback, which 

indirectly reflects opinion by observing user behavior 

including purchase history, browsing history, search patterns, 

or even mouse movements. Implicit feedback usually denotes 

the presence or absence of an event, so it is typically 

represented by a densely filled matrix.  
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I. INTRODUCTION 

Matrix factorization models map both users and items to a 

joint latent factor space of dimensionality f, such that user-

item interactions are modeled as inner products in that space. 

Accordingly, each item i is associated with an expanded 

reception of cell phones, consumers are progressively 

utilizing on the web markets to make buys. This flood of 

information frequently implies that consumers are faced with 

numerous choices, which settles on it harder to decide. 

Recommender frameworks help consumer’s find things of 

intrigue and even propose extra things. Therefore, 

recommender frameworks have turned out to be increasingly 

more typical in our regular day to day existence, going from 

movie to product recommendations. Recommender systems 

are gathering and digging client information for better client 

experience. However, user data includes personal 

information and frequently raises protection concerns. So as 

to create important suggestions, recommender frameworks 

gather the (thing, rating) sets from every client. Numerous 

early examinations, have demonstrated that recommenders 

can mishandle client protection and concentrate data past 

what is deliberately uncovered by the client. Recommenders 

can infer personal information such as gender, age, and even 

political introduction, in light of the motion pictures a client 

has viewed. We will probably ensure client's private 

information including the two appraisals and things while 

keeping the nature of suggestion however much as could be 

expected.  As security concerns are raised all the more 

habitually, nearby protection models have been proposed in 

numerous application territories for shielding clients' security 

from untrusted servers. For proposal administrations, there 

are likewise some of the prior works that received 

neighborhood security models. Shen and Jin connected 

differential security to ensure the arrangement of every 

client's things, however their randomization calculation 

annoyed things likely inside the pre-specified classifications, 

because of which the client's class inclination (e.g., type) 

could be uncovered. As of late, Hua et al. additionally 

proposed neighborhood models where client's private 

information is bothered before being submitted to the 

recommender. Nonetheless, the current strategies experience 

the ill effects of two decencies. To begin with, they were 

intended to ensure either clients' evaluations or the things 

appraised by client however not both. In numerous situations, 

auser's item set is as sensitive as her ratings since surmising 

from which things a client has appraised can find delicate data 

like political perspectives or sexual orientation. 

Consequently, it is critical to ensure both client's appraisals 

and things to ensure a more grounded protection. Second, 

they concentrated on the insurance of a solitary thing or rating 

an incentive among a client's whole things and their 

evaluations. Be that as it may, in suggestion frameworks, 

there are sets of exceedingly connected items(e.g., movies in 

the same genre). 

II. RELATIVE STUDY 

A. Differentially Private Matrix Factorization Using 

Sketching Techniques 

Collaborative filtering is a popular technique for 

recommendation system due to its domain independence and 

reliance on user behavior data alone. But the possibility of 

identification of users based on these personal data raise 

privacy concerns. Differential privacy aims to minimize these 

identification risks by adding controlled noise with known 

characteristics. The addition of noise impacts the utility of the 

system and does not add any other value to the system other 

than enhanced privacy. We propose using sketching 

techniques to implicitly provide the differential privacy 

guarantees by taking advantage of the inherent randomness 

of the data structure. In particular, we use count sketch as a 

storage model for matrix factorization, one of the successful 

collaborative filtering techniques. Our model is also compact 

and scales well with data, making it well suitable for large 

scale applications. 
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B. Applying Differential Privacy to Matrix Factorization 

Recommender systems are increasingly becoming an integral 

part of on-line services. As the recommendations rely on 

personal user information, there is an inherent loss of privacy 

resulting from the use of such systems. While several works 

studied privacy-enhanced neighborhood-based 

recommendations, little attention has been paid to privacy 

preserving latent factor models, like those represented by 

matrix factorization techniques. In this paper, we address the 

problem of privacy preserving matrix factorization by 

utilizing differential privacy, a rigorous and provable privacy 

preserving method. We propose and study several approaches 

for applying differential privacy to matrix factorization, and 

evaluate the privacy-accuracy trade-offs offered by each 

approach. We show that input perturbation yields the best 

recommendation accuracy, while guaranteeing a solid level 

of privacy protection. 

C. Differentially Private Matrix Factorization 

Matrix factorization (MF) is a prevailing collaborative 

filtering method for building recommender systems. It 

requires users to upload their personal preferences to the 

recommender for performing MF, which raises serious 

privacy concerns. This paper proposes a differentially private 

MF mechanism that can prevent an entrusted recommender 

from learning any users' ratings or profiles. Our design 

decouples computations upon users' private data from the 

recommender to users, and makes the recommender 

aggregate local results in a privacy-preserving way. It uses 

the objective perturbation to make sure that the final item 

profiles satisfy differential privacy and solves the challenge 

to decompose the noise component for objective perturbation 

into small pieces that can be determined locally and 

independently by users. We also propose a third-party based 

mechanism to reduce noises added in each iteration and adapt 

our online algorithm to the dynamic setting that allows users 

to leave and join. The experiments show that our proposal is 

efficient and introduces acceptable side effects on the 

precision of results. 

III. PROPOSED ALGORITHM 

The proposed calculations enhance privacy complerofiles 

after k iterations. 

IV. RESULTS 

A. Home page 

 

B. Upload file 

 

 

C. Uploading Details 

 

D. Predicting Details 

 

V. CONCLUSION 

We develop novel matrix factorization algorithms under. The 

proposed algorithms enhance privacy by guaranteeing per-

user privacy and completely protecting users’ items and 

ratings. We overcome the limitation of the private matrix 

factorization framework under LDP due to high 

dimensionality, by incorporating dimensionality reduction 

techniques and the randomization mechanism of Nguyen et 

al. . Since the proposed randomization mechanisms request 

each user to transmit only one bit to a server, the 

communication cost from users to the server is drastically 
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reduced. In addition, dimensionality reduction even reduces 

communication overhead from the server to users. 
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