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Abstract— Now a days information systems play an 

important role for organizations and people, during which the 

safety is given the high priority. Often, solutions square 

measure developed for terribly similar problems over and 

once more. During this paper, the files square measure 

encrypted and hold on within the disk by employing a secret 

key and asking for identical secret key whereas decrypting. 

The algorithmic program used in this technique is Advance 

cryptography normal (AES). AES-128, AES-192 and AES-

256 represents the cryptography key sizes (128 bits, 192 bits 

and 256 bits) and in their variety of rounds (10, 12, and 14, 

respectively) needed to open the vault that is wrapped round 

the knowledge. During this algorithmic program, encryption 

is done by interchanging a number of the characters with key 

and data in it. The encrypted files square measure set to be 

scan solely, so the data within the files can't be tampered. The 

most feature of the system is disabling the delete possibility 

within the right click menu for the encrypted files. This 

provides a lot of security for the files on the disk.     
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I. INTRODUCTION 

Internet communication is enjoying the important role to 

transfer great amount of knowledge in various fields. A 

number of knowledge could be transmitted through insecure 

channel from sender to receiver. Different techniques and 

strategies are victimization by non-public and public sectors 

to safeguard sensitive data from intruders due to the safety of 

electronic knowledge is crucial issue. Cryptography is one of 

the foremost important and well-liked techniques to secure 

the information from attackers by victimization 2 important 

processes that's encoding and decoding. Encryption is that the 

method of encryption knowledge to prevent it from intruders 

to scan the first knowledge easily. 

This stage has the flexibility to convert the original 

knowledge (Plaintext) into indecipherable format known as 

Cipher text. Consequent method that should Cryptography 

and Network Security 2017 carry out by the licensed person 

is decoding. Decryption is contrary of encoding. It is the 

process to convert cipher text into plain text without missing 

any words within the original text. To perform these method 

cryptography depends on mathematical calculations at the 

side of some substitutions and permutations with or while not 

a key. The data generated by organizations are usually created 

in files for use by different departments/units within the 

organization. 

If the data contained in these files are not carefully 

delineated it is very likely that the same data will appear on 

several of these files. That is these files would contain 

redundant data e.g. the University registry file and college or 

department file would contain the name and address of a 

student. This would mean that a simple change of address has 

to be processed in two and probably three or four places, 

depending on the number of other files on which these data 

appears. As noted in Vecchioli organizing and managing 

student records into a cohesive and efficient system might 

seem like an impossible task. 

A Secure student records integrated with AES is 

meant to assist collages for management of dental student. In 

depth info is obtainable at your fingertips through this 

technique. Viewing student knowledge, managing admission 

and make, managing seats, quota, board, semester, faculty, 

class and for examination, block allocation, subject 

management , planning examination, result and connected 

problems are created easy and simple. There are custom 

search capabilities to assist in finding student info and dealing 

on student records. this will build the system easier to 

navigate and to use increasing the effectiveness of your time 

and alternative resources. SMS permits the keeping of 

personnel knowledge in an exceedingly type which will be 

simply accessed and analyzed in an exceedingly consistent 

means 

II. LITERATURE SURVEY 

Aditya Rayarapu [1], suggested Nowadays info systems play 

an important role for organizations and people, during which 

the protection is given the high priority. Often, solutions ar 

developed for terribly similar issues over and once again. 

during this paper, the files are encrypted and hold on within 

the disk by employing a secret key and soliciting for an 

equivalent secret key whereas decrypting. The algorithmic 

program used in this technique is Advance secret writing 

commonplace (AES). Organizations, company corporations, 

Government agencies, Schools, Hospitals, and enterprises - 

all of those organizations have the confidential information 

on their desktop or within the drive. To produce security to 

all or any these confidential information on the desktop by 

changing the plain text to cipher text once the file is 

encrypted, that is about to be read solely and delete possibility 

is disabled for all the encrypted files 

Ayushi Arya [2], Protecting info in doubtless loath 

environments – could be a crucial think about the expansion 

of information-based processes in industries, business, and 

administration as info is that the most significant quality of a 

company. The Advanced encoding normal (AES) specifies a 

FIPS-approved cryptanalytic algorithmic program which will 

be wont to shield electronic knowledge. The AES algorithmic 

program could be a symmetrical block cipher which will 

encipher (encipher) and decode (decipher) info. Like DES, 

AES could be a symmetrical block cipher. but AES is totally 

different from DES in an exceedingly range of how. This 

review paper concentrates on framing along economical 

implementation of AES algorithms in range of fields. The 

study additionally specialize in range of how to expedite the 

encoding method by victimization totally different 

approaches. 
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Umer farooq [3], Over the past few years, science 

algorithms became more and more vital. Advanced secret 

writing commonplace (AES) algorithmic program was 

introduced in early 2000. It's wide adopted owing to its simple 

implementation and strong security. During this work, AES 

is enforced on FPGA mistreatment 5 completely different 

techniques. They vary from smallest (suitable for space 

important application) to quickest (suitable for performance 

important applications) implementation. Finally, technique 

creating economical usage of resources ends up in frequency 

of 886.64 megacycle per second and output of 113.5 Gb/s 

with moderate resource consumption on a Spartan-6 device. 

moreover, comparison between projected technique and 

existing work shows that our technique has thirty second 

higher frequency. 

A.A. Eludire [4], A number of issues related to 

student tutorial record management embody improper course 

registration, late unharness of students’ results, quality thanks 

to manual and retrieval difficulties/inefficiency. In most cases 

the info generated by tutorial establishments are typically 

created in non-delineated files to be used by totally different 

departments/units inside the establishments with a similar 

knowledge appearing on many of those files. This suggests 

that a straightforward amendment of address would got to be 

processed in two and doubtless 3 or four places, counting on 

the amount of alternative files on that these knowledge seems. 

The data generated by organizations area unit typically 

created in files to be used by totally different 

departments/units within the organization. If the information 

contained in these files are not fastidiously painted it's terribly 

seemingly that identical data can seem on many of those files. 

III. METHODOLOGY 

AES is that the Advanced secret writing common place, a U.S 

government common place rule for dynamical the plain text 

to cipher text i.e. encrypting and decrypting the info. The 

National Institute of Standards and Technology (NIST) 

printed asking for comments for the “Development of a 

Federal informatics commonplace for Advanced secret 

writing Standard” on Gregorian calendar month a pair of, 

1997. NIST searched for alternatives that have higher level of 

security than that offered by the opposite algorithms like 

DES, plan and RSA. Data Encryption common place (DES) 

that grew susceptible to brute-force attacks attributable to its 

56-bit effective key length. AES is a symmetrical block 

cipher that supported multiple key lengths. The rule had to 

be in public outlined, liberated to use, and ready to run 

expeditiously in each hardware and software package. The 

central style principle of the AES rule is that the adoption of 

symmetry at completely different platforms and also the 

potency of process. After a 5-year standardization method, 

the federal agency adopted the Rijndael rule because the 

Advance secret writing commonplace (AES). AES may be a 

bilaterally symmetrical block cipher with a block size of 128 

bits. Key lengths are often 128bits, 192 bits, or 256 bits;8 

known as AES-128, AES192 and AES-256 severally. 

The main methods in AES are: 

 State Array 

 Inversion 

 Key Expansion 

A. State Array 

A term related to AES is “the State,” associate ‘intermediate 

cipher,’ or the ciphertext before the ultimate spherical has 

been applied. AES formats plaintext into sixteen computer 

memory unit (128-bit) blocks, and treats every block as a 4x4 

State array. It then performs four operations in every 

spherical. The arrays contains row and column data employed 

in the operations, particularly MixColumns() and Shiftrows(). 

B. Inversion 

The spherical transformation modifies the 128-bit State. The 

initial State is that the input plaintext and so the ultimate State 

is that the output cipher text. The State is organized as a four 

X four matrix of bytes. The spherical transformation 

scrambles the bytes of the State either severally, rowwise, or 

columnwise by applying the functions SubBytes, ShiftRows, 

MixColumns, and AddRoundKey consecutive. 

 

C. Key Expansion 

AES uses a key schedule to expand a brief key into variety of 

separate spherical keys. A second block of fabric in 

understanding the AES rule is that the routine for growth of a 

128 bit key into a set of forty four spherical keys of eight bits 

every. The procedure for increasing a key needs the 

utilization of the S-Box used for AES. If that's already loaded 

the primary section is skipped.  KeyExpansion( computer 

memory unit key( 4*Nk ), word w ( Nb*( Nr+1) ), Nk ). 

word temp 

i=0 

While (I <Nk) 

w[i] = word ( key [ 4*I ], key [ 4*i+1 ], key [4*i+2], key 

[4*i+3 ] ) 

i=i+1 

end while 

i=Nk 

while ( i<Nb * (Nr+1) ) 

temp = w[ i - 1 ] 

if ( i mod Nk = 0) 

temmp = Subword(RotWord ( temp )) xorRcon[i/Nk] 

else if ( Nk> 6 and I mod Nk = 4 ) 

temp = SubWord ( temp ) 

end if 

w[i] = w[ i-Nk ] xor temp 

i= i + +  

end while  

end 

D. Algorithm 

Choose(filename, secretkey) 

{ 

Select files 

Give 16 byte secretkey 

} 

Encryption() 

{ 

Change to state array 
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Combine roundKey() 

Subbytes() 

Shiftrows() 

Mixcolumns() 

Key expansion 

} 

Decryption() 

Change to state array 

inverseCombine roundKey() 

inverseSubbytes() 

inverseshiftrows() 

inversemixcolumns() 

Key expansion 

} 

IV. RESULT AND ANALYSIS 

Before encrypt and decrypt the data, first student should 

register into the student database. Whatever the data given by 

the student that maintained by the admin(Employee) and that 

data encrypt by the admin by using AES Algorithm. 

 
Fig. 1:  Student Registration Form 

The data in the student database is encrypted by 

using AES Algorithm. 

 
Fig. 2:  Encrypted Student data 

After performing encryption, whenever data 

required decrypted data, by performing same AES algorithm 

that data can be decrypt. 

 

 
                           Fig. 3: Decrypted database 

V. CONCLUSION AND FUTURE SCOPE  

Using web and network are increasing rapidly. Every day 

tons of digital information are exchanging among users. A 

number of information is sensitive that need to guard from 

intruders. Encryption algorithms play very important roles to 

guard original information from unauthorized access. 

Numerous reasonably algorithms are exist to write in code 

information. Advanced encryption customary (AES) 

algorithmic rule is one amongst the efficient algorithmic rule 

and it's wide supported and adopted on hardware and software 

system. This algorithmic rule enables to handle totally 

different key sizes like 128, 192, and 256 bits with 128 bits 

block cipher. In this paper, explains variety of necessary 

options of AES algorithmic rule and presents some previous 

researches that have done thereon to judge the performance 

of AES to write in code information underneath different 

parameters. per the results obtained from researches shows 

that AES has the ability to produce way more security 

compared to other algorithms like DES, 3DES etc. 
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