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Abstract— Federated Cloud computing is an internet based 

technology where a large amount of resources are shared as a 

service among several cloud service providers. Some 

business organizations using the federated cloud due to the 

organizational needs. Data Security is very important and 

critical factor needs to be considered. Different encryption 

strategies have been carried out for attaining the secure data 

storage and access security. In this paper, we propose Multi-

prime RSA algorithm used for data extraction as requested by 

sender then forwarded to receiver. The data is decrypted and 

provided to the receiver. 
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I. INTRODUCTION 

In the cloud, the keep reports and hence the applications will 

be gotten to from wherever inside the world. Such a great deal 

of the clients will get to the assets in cloud frameworks. The 

assets ar gave as a support of the client like SAAS 

(programming as an administration) wherever the web 

principally based applications are offered as an 

administration, PAAS (Platform as an administration) 

wherever the stages are wont to style, convey and investigate 

the applications, IAAS (Infrastructure as an administration) 

wherever the servers, stockpiling frameworks, datacenter are 

accommodated capacity. These administration models are 

named as SPI models. The assets gave inside the cloud could 

recoil down and finish up relying on the prerequisites of the 

customers. In the cloud, there exists a lawful assertion 

between the customers and along these lines the cloud benefit 

provider alluded to as administration level understanding 

(SLA). Cloud registering is flexible, cost-proficient and it 

furthermore will build the productivity of processing. Upheld 

the administrations out there inside the cloud, the plan of the 

cloud could differ. Despite the fact that cloud offers entirely 

unexpected advantages anyway we can't state it's hundred per 

cent dependable. Security in the cloud is efficiently 

expanding once the applications and information are moving 

to the cloud because of the individual loss of the executives 

over their insight. In spite of from the potential edges, it's few 

open issues like virtualization, multitenancy, seller secure, 

information security, cloud secure league, unreliable 

application programming interface, and absence of norms. 

II. RELATIVE STUDY 

A. A survey on security issues of federated identity in the 

cloud computing, Eghbal Ghazizadeh ; Mazdak Zamani ; 

Jamalul-lail Ab Manan ; Abolghasem Pashang 

Cloud computing is a new generation of the technology that 

has been designed to cater for commercial necessities and to 

run suitable applications or solve IT management issues. 

While cost and ease of use are two top benefits of cloud, trust 

and security are the two top concerns of cloud computing 

users. Federated identity as a useful feature for user 

management and Single Sign-on (SSO) has also become an 

important part of federated identity environment. Misuse of 

the identity, identity theft, and platform trustworthiness are 

some of the problems in the federated identity environment. 

OAuth, OpenID, SAML are three main concept in cloud 

authentication and federated environment. This paper 

overviews the security issues of federated identity in the 

cloud authentication and highlights the proposed models to 

solve identity theft in the federated environment. 

B. A Scalable Method for Partitioning Workflows with 

Security Requirements over Federated Clouds, Zhenyu Wen ; 

Jacek Cala ; Paul Watson 

The significant increase in the use of cloud computing, has 

led to an interest in partitioning applications over a set of 

public and private clouds in order to meet a range of non-

functional requirements including performance (for example 

where private cloud resources alone are insufficient), 

dependability (e.g. To allow the application to continue to 

operate even if one cloud fails) and security (for example to 

ensure that sensitive data is restricted to sufficiently secure 

clouds and networks). This paper describes a novel 

deployment planning algorithm to partition complex 

workflow-based applications over federated clouds, while 

meeting security requirements. The security issues are based 

on our previous work which extends the Bell-La Padula 

model to encompass cloud computing. Selecting the cheapest 

option for partitioning a workflow over a set of resources has 

been shown to be an NP-hard problem, which can take 

impractically long for partitioning large workflows over 

multiple clouds. We therefore introduce a novel adaptive 

partitioning algorithm to handle these large workflow 

applications, which significantly reduces the time required to 

choose a sufficiently good partitioning option. This is based 

on generating an initial partitioning, and then adapting it to 

see if a better solution can be found by bringing together on 

the same node services with significant communication costs. 

The algorithm has been implemented and evaluated by using 

both randomly generated and real world scientific workflows. 

The experiment results show that our algorithm is thousand 

times quicker than the exhaustive algorithm presented in our 

previous work. Yet, on average it generates only 25% more 

costly solutions. We also compared this algorithm with two 

other methods commonly used to partition workflows over a 

set of clouds. 
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C. Survey on interoperability, security, trust, privacy 

standardization of cloud computing, C. Saravanakumar ; C. 

Arun 

Cloud computing is a service oriented concept which offers 

everything as a service. These services are deployed at the 

server with necessary credentials in order to provide reliable 

services to the customer. The customer always wants to 

process and store the data in the cloud with an efficient access 

over different location. The security is the key parameter to 

secure the customer's data. The cloud computing security 

issues are addressed in various standards and techniques 

which lacks in providing a complete solution. The privacy 

issues in the cloud access are handled and assessed by using 

privacy protocols and assessment techniques which are also 

addressed. The trust issues in cloud computing has been 

addressed with different models. An inter-cloud and intra-

cloud standard of cloud interoperability has been identified in 

order to highlight the challenges exist during the cloud 

interaction. The cloud resources are deployed over cloud 

environment with different models also faces a problem. This 

paper focuses on a recent survey related to the cloud 

interoperability, security, privacy and trust based on 

standards and guidelines have been analyzed. The overall 

focus on this paper is to establish an interoperability among 

different cloud service providers for effective interaction by 

maximizing the QoS of cloud computing. 

III. PROPOSED ALGORITHM 

A. Multi Prime RSA Algorithm 

Multi-top RSA is a segregated version of RSA cryptosystem. 

In Multi-make arrangements involves greater than two top 

numbers and the disentangling will be quickened by way of 

the use of Chinese ultimate phase principle. Multi-prime RSA 

is constructed from 3 stages  

 Key Generation  

 Encryption  

 Decryption 

 For any complete range, r>= 2, r-prime RSA 

comprises of the accompanying three calculations.  

1) Key Generation: 

 Let N be the result of r, haphazardly picked specific 

primesp1…..Pr. Figure Euler's Totient potential of N:φ(N) 

=πi=1 r (pi-1). Pick an integer,1 < e <φ(N), such that 

gcd(e,φ(N)) =1. The in shape (N; e) is fashionable society 

key. Figure the complete range d € ZN such that ed ≡ 1 mod 

φ(N), where d is the private key.  

2) Encryption:  

For any message M € ZN, the figure content is registered as C 

≡ me mod N.  

3) Decryption:  

Decoding is completed utilizing the Chinese leftover element 

hypothesis. Let ≡d mod (pi-1). To decode the discern content 

material C, possible first register s Mi≡ ' Cdi  mod pi for each 

i,1<= i<=• r, at that point consolidates the Mi 's utilizing the 

CRT to get M ≡Cd mod N. 

IV. RESULTS & ANALYSIS 

A. Home Page: 

 

B. DataOwner Registration: 

 

C. DataOwner Login: 

 

D. Upload File: 
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E. View Upload File Details: 

 

F. User Registration: 

 

G. User Login Form: 

 

H. User View File Details: 

 

I. User Request File: 

 

V. CONCLUSION 

Security is the major concern in all the emerging technology 

because users often work with sensitive data. The federated 

cloud computing is an emerging technology, but to better use 

of technology we need to block the security holes. The 

storage service can keep their data secret only if they are 

having proper security policies. To achieve this we 

implemented this technique. Encryption plays a vital tool in 

preventing threats to preserve the data integrity. In future, we 

will try to concentrate on more Confidentiality issues in 

federated cloud computing. 
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