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Abstract— With the increasing popularity of the Online 

Social Networking sites, Users will find it difficult to 

maintain different user id and password for different online 

accounts. So our proposed system will help such users or 

customer to have a single user id and password so it will be 

easier for the user to remember only one credentials. Thus, 

the are other benefits of our system is that no fraud sign in 

will be done by the attackers as better authentication than 

previous systems, will be provided by the proposed system 

which will help user to keep their data and account safe. After 

every login the user will get notification to their mobile 

number or on Gmail mail-id. Better and efficient encryption 

algorithm will be used to encrypt the users private data which 

will increase the security of the personal data. Admin will 

also be able to monitor accounts of the different users on 

OSN. Thus, it requires less time to create account on other 

sites by providing minimal details. It also promotes the idea 

of single user having single user id that is Single-Sign-On 

(SSO) feature which is the property of Access Control. Thus, 

it will help from the unauthorized usage of online account for 

their purpose. 
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I. INTRODUCTION 

Since the popularity of Internet is increasing exponentially 

every day, various works are done via Internet like making 

payment, storing crucial information and providing various 

services to the consumers. For these purposes, Security is 

must as user data need to be secured and data integrity must 

be kept. These fundamentals too need to be implemented for 

hosting a Web-Based Application or a Website. 

Single sign-on (SSO) is an important component of 

identity federation, but it is not the same as identity 

federation. 

Identity federation involves a large set of user-to-

user, user-to-application and application-to-application use 

cases at the browser tier, as well as the service-oriented 

architecture tier. 

In order for FIM to be effective, the partners must 

have a sense of mutual trust. Authorization messages between 

partners in an FIM system can be transmitted using Security 

Assertion Markup Language (SAML) or a similar XML 

standard that enables a user to log on once for affiliated but 

separate websites or networks.  

This paper include the following section. Section 2 

is brief about the literature-survey, Section 3 describes the 

proposed system architecture, Section 4 comparative study of 

algorithms and last Section includes requirement analysis and 

summary.  

II. LITERATURE SURVEY 

 FIM4R Authors (GEANT Association, Amsterdam, T-the 

Netherlands), 2018 

The authors of this research paper represent research 

communities, Research Services, Infrastructures, 

Interfederations and Identity Federations. The conferences 

and meetings were taken in Europe, Asia and North America. 

The research paper expresses general requirements of 

Communities for authentication and authorisation seeking to 

leverage Identity Federation. This research focuses on 

managing Id’s of user and giving users proper interface. And 

rights for an organization in managing user accounts and 

responsibilities of organization in giving services to user. 

recommendations are made to stakeholders to guide the 

future evolution of Federated Identity Management in a 

direction that better satisfies research use cases. 

 A Federated Cloud Identity Broker-Model for Enhanced 

Privacy via Proxy Re-Encryption - By Bernd Zwattendorfer, 

Daniel Slamanig, Klaus Stranacher, Felix Hörandner, 

November, 2016 

The paper was published in November 2016 and it talks about 

implementation of Federated Identity Management on Cloud-

Based Environment. The paper talks about different 

techniques to implement security and giving access to other 

web-based network. Basically, there must be mutual trust 

between different parties involved in the transaction i.e., all 

the parties involved in transaction must trust each other, 

otherwise there cannot be Federated Identity Management. 

Reliable and secure user identification and authentication are 

key enablers for regulating access to protected online 

services. Since, the paper is based on Cloud, it uses Federated 

Cloud Identity Broker Model in which a server will act as a 

broker between various service and identity providers, which 

can lead to one-point failure situation. The Model also uses 

Digital Signature and Proxy Re-Encryption for implementing 

security. 

 Federated Identity Management Challenges - By Jostein 

Jensen, 2012  

The research paper which talks about the challenges faced 

during the deployment of the Federated Identity Management 

System is discussed in the conference at Norwegian 

University of Science and Technology, Trondheim, Norway 

by Jostein Jensen. FIDM (Federated Identity Management 

System) provides better security when more than one 

organisation shares there database. These feature also leads 

to improve the privacy of the user as well as have more secure 

way to accessed the data. These paper reports the challenges 

which will raised at the time of deploying such as its 

investment cost, Security, Interoperability, Liability, Privacy 

and much more. These topic indeed help us to have a deep 

research and also raised a good opportunity to acquired more 
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knowledge about this feature which will help us to build our 

proposed system. 

 A Federated Identity Management System with 

Centralized Trust and Unified Single Sign-On -By Jian Jiang, 

Tao Lin, HongZhang, Fenglin Qin,Haixin Duan,2011 

These conferences taken in Network Center, Tsinghua 

University and Shandong University China. This research 

paper expressed IDPS (Identity provider and Service 

provider) it manages local user identities and profiles. Before 

communicating with two parties they need to share their 

metadata with each other recipient can use public key 

included in the sender’s metadata to verify the integrity of 

received message that signed by private key. TSP(Trust 

Service Provider) can automatically establish trust 

relationship between federation parties need to register 

metadata to obtain public key from TSP automatically help 

communicating parties to establish the trust .Indirect 

authentication exchange, to unify network access 

authentication with application level Single Sign On (SSO). 

III. PROPOSED SYSTEM ARCHITECTURE 

The Federated Identity Management System was basically 

deployed for cloud computing, where different organisation 

will collaborate and have the common database to store. So, 

each member has its own private user_id and password to get 

access to that common database without disturbing the other 

user’s privacy. Our plan has to bring this feature on OSN 

which is now at a peak. So now user will able use a single id 

and password for creating accounts and it will improves the 

security of the user. Thus it does not affect the privacy of the 

user and it will also save the storage space as the single user 

does not have to remember different account details which 

will make it easier for the user.      

 
Fig. 1: Proposed system architecture 

 Implementation Details 

 Sign-up Module 

After entering to the homepage of the main website, user will 

have 2 options i.e. login and signup. If user is not registered, 

then user can choose the signup option. After choosing to 

signup, user can either register to the main site or user can 

register using FIDM site.If user selects to sign up using 

FIDM, user will be redirected to the login page and while 

redirecting in the background, there will be verification 

whether the FIDM site is secured, authenticated. In order to 

do that, whether the FIDM is authenticated with 

Authentication Server will be checked. 

 Main Site Module 

If user wishes to register to the main site then user is 

redirected to this module. In this module user is asked to enter 

all the required details i.e. name, email_id, phone_no, etc. 

after entering all the details user account is created. And the 

data is stored at the local site. If user opt for local signup, 

username and password will be hashed, in order, to store the 

data in Database. For hashing, MD5 will be used. 

 FIDM Site Module 

If user chooses to signup with FIDM site then user is 

redirected to the FIDM site. Here user is required to enter 

login credentials of the FIDM site that user already has. After 

verifying user credentials user account is created to the main 

site by taking the details from FIDM site securely. In order to 

access FIDM Database, symmetric encryption will be used. 

For sharing private key, Diffie-Hellman Algorithm will be 

used. In order to reduce Man-in-the-Middle attack, 

HMAC(hash-based message authentication code) can be used 

for securing private key. 

IV. COMPARATIVE STUDY OF ALGORITHMS 

 Digital Signature 

This technique is implemented in paper that was published in 

Nov, 2016. Since, its efficiency is higher than all the 

algorithm tries, we are choosing this algorithm. This 

technique is used to provide authenticity of the following 

website. A digital signature scheme (DSS) is a triple (K, S, 

and V) of poly-time algorithms, whereas K is a probabilistic 

key generation algorithm that takes a security parameter κ and 

outputs a private and public key pair (sk, pk). The 

probabilistic signing algorithm S takes as input a message M 

∈ {0, 1} ∗ and a private key sk, and outputs a signature σ. The 

verification algorithm V takes as input a signature σ, a 

message M ∈ {0, 1} ∗ and a public key pk, and outputs a 

single bit b ∈ {true, false} indicating whether σ is a valid 

signature for M. 
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 Encryption Algorithms 

Encryption Algorithm is used to encrypt the data and store, 

so that the data wouldn’t be stolen. Since, Encryption is main 

part of our data storage, we can’t decide any technique 

promptly, we have to compare all the algorithms and decide 

“what’s best for the system?”. Symmetric Encryption is the 

simpler than Asymmetric Encryption in implementation. 

Symmetric is faster as compared to Asymmetric in encryption 

and decryption process. The table below gives the pros and 

cons of both Encryption types. 

Factor Symmetric Encryption Asymmetric Encryption 

Number of 

Cryptographic 

Keys 

Symmetric encryption incorporates only one key for 

encryption as well as decryption. 

Asymmetric Encryption consists of two 

cryptographic keys. These keys are 

regarded as Public Key and Private Key. 

Complexity 

Symmetric encryption is a simple technique compared to 

asymmetric encryption as only one key is employed to 

carry out both the operations 

Contribution from separate keys for 

encryption and decryption makes it a 

rather complex process 

Swiftness of 

Execution 

Due to its simplistic nature, both the operations can be 

carried out pretty quickly. 

Because of encryption and decryption by 

two separate keys and the process of 

comparing them make it a tad slow 

procedure. 

Algorithms 

Employed 
RC4,AES,DES,3DES,QUAD 

RSA, Diffie-Hellman, ECC ,Elgamal, 

DSA 

Table 1: Comparing Symmetric and Asymmetric Encryption

Since, in comparison Symmetric is simpler, faster, 

and easy to decrypt. Symmetric is recommended for data 

encryption and Diffie-Hellman Algorithm is used for private 

key exchange. Since, Diffie-Hellman is easy to implement, 

less susceptible to attacks i.e.; more secure, it can be used for 

Key Exchanging. 

 BlowFish Algorithm 

Blowfish is an algorithm that symmetric cipher splits 

messages into blocks of 64 bits and encrypts them 

individually. Blowfish is usually used in e-commerce 

platforms for securing payments to password management 

tools, where it used to protect passwords. 

Blowfish has a 64-bit block size and a variable key 

length from 32 bits up to 448 bits. It is a 16-round Feistel 

cipher and uses large key-dependent S-boxes. 

 RC5 Algorithm 

The RC5 encryption algorithm is a fast, symmetric block 

cipher suitable for hardware or software implementations. A 

novel feature of RC5 is the heavy use of data-dependent 

rotations. RC5 has a variable-length secret key, providing 

flexibility in its security level. 

RC5 is a parameterized algorithm, and a particular RC5 

algorithm is designated as RC5-w/r/b. The parameters are as 

follows: 

 w is the word size, in bits. The standard value is 32 bits; 

allowable values are 16, 32, and 64. RC5 encrypts two-

word blocks: plaintext and ciphertext blocks are each 2w 

bits long. 

 r is the number of rounds. Allowable values are 0, 1_255. 

 The number of bytes in the secret key K. Allowable 

values of b are 0, 1_255. 

RC5 uses an "expanded key table," S, derived from 

the user's supplied secret key K. The size t of table S depends 

on the number r of rounds: S has t=2(r+1) words. 

RC5 is not intended to be secure for all possible 

parameter values. On the other hand, choosing the maximum 

parameter values would be overkill for most applications.[6] 

 RC6 Algorithm 

In cryptography, RC6 (Rivest cipher 6) is a symmetric key 

block cipher derived from RC5. The algorithm was one of the 

five finalists, and also was submitted to the NESSIE and 

CRYPTREC projects. RC6 proper has a block size of 128 bits 

and supports key sizes of 128, 192, and 256 bits up to 2040-

bits, but, like RC5, it may be parameterised to support a wide 

variety of word-lengths, key sizes, and number of rounds. 

 DES Algorithm 

The Data Encryption Standard (DES) is a symmetric-key 

encryption algorithm. DES is a block cipher--meaning it 

operates on plaintext blocks of a given size (64-bits) and 

returns ciphertext blocks of the same size. Thus DES results 

in a permutation among the 2^64 (read this as: "2 to the 64th 

power") possible arrangements of 64 bits, each of which may 

be either 0 or 1. Each block of 64 bits is divided into two 

blocks of 32 bits each, a left half block L and a right half R. 

(This division is only used in certain operations.) 

 DES operates on the 64-bit blocks using key sizes of 

56- bits. The keys are actually stored as being 64 bits long, 

but every 8th bit in the key is not used (i.e. bits numbered 8, 

16, 24, 32, 40, 48, 56, and 64). However, we will nevertheless 

number the bits from 1 to 64, going left to right, in the 

following calculations. But, as you will see, the eight bits just 

mentioned get eliminated when we create subkeys.[5] 

 AES Algorithm 

The Advanced Encryption Standard (AES), also known by its 

original name Rijndael, is a specification for the encryption 

of electronic data established by the U.S. National Institute of 

Standards and Technology (NIST) in 2001. 

AES is based on a design principle known as a 

substitution–permutation network, and is efficient in both 

software and hardware. Unlike its predecessor DES, AES 

does not use a Feistel network. AES is a variant of Rijndael 

which has a fixed block size of 128 bits, and a key size of 128, 

192, or 256 bits. 

The key size used for an AES cipher specifies the number of 

transformation rounds that convert the input, called the 

plaintext, into the final output, called the ciphertext. The 

number of rounds are as follows: 

 10 rounds for 128-bit keys. 

 12 rounds for 192-bit keys. 

 14 rounds for 256-bit keys. 

Each round consists of several processing steps, 

including one that depends on the encryption key itself. A set 
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of reverse rounds are applied to transform ciphertext back 

into the original plaintext using the same encryption key. 

 
Fig. 2: Block Diagram of AES Algorithm[7] 

Of all the encryption techniques compared, AES is 

the most efficient, secured, faster and it adjust itself on basis 

of size of secret key selected. Also, it was selected for 

standardization by NIST as it only had 10 negative results in 

comparison to 86 positive results, which makes it most 

efficient among all. And for sharing private key, Diffie-

Hellman is selected as it’s secured, faster. 

V. REQUIREMENT DETAILS 

 Software 

FRONT END PHP, HTML5, JS, CSS3 
BACKEND MySQL,apache 

OPERATING 

SYSTEM 

Browser-based application i.e., 

Windows,Linux. 
Table 4.1: Software details 

 Hardware 

RAM 4GB 

HARD DISK 128 GB 

CACHE MEMORY 512KB 

Table 4.2: Hardware details 

VI. SUMMARY 

This report presents the overall summary about the proposed 

system “OSN Based Federated Identity Management 

System”. There are various technique that are been used for 

the encryption such as Digital Signature and Proxy Re-

encryption technique is also explained. This report is also 

deal about the different challenges faced while deploying the 

federated identity management system. There are different 

diagram like activity, architecture models which will help to 

understand the proposed system in better way. The paper 

deals a lot about the proposed system what are the technique 

going to be used, and how it going to work etc. 
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