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Abstract— Sources and all the visitors’ from external from 

outside to inside. The Severe digital inflows assaults these 

days will by and large shut down the manage frameworks the 

whole thing being equal and drawn out utilization of this 

outcome in digital warfare. Wish of latest safety framework 

is required in these days protection management which is 

called as corporation safety management ESM which is an 

integrated procedure framework includes firewall, web 

conference and so forth. The present protection management 

framework has the ability to shield the knowledge protection 

framework proposes that perception of protection via 

determining the connection between safety and 

understanding occasions from the method framework. This 

process is completed with the aid of giant know-how. It 

likewise applies Distribution headquartered innovation by 

means of the protection log framework. These assaults 

incorporate dynamic assaults, aloof assaults, and SQL 

infusion assaults. 
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I. INTRODUCTION 

The advanced persistent hazard presented new arrangements 

in the computer code by way of more than a few procedures 

for assaulting which is truly utilized as an assault weapon 

earlier than. Counter assaulting the Apt finally ends up 

difficult because it accomplishes the objective by utilizing the 

whole possible in the wake of verifying knowledge of the 

objective. Beforehand, a digital assault was once an irregular 

method for assaulting, yet nowadays it rose as a symbol of 

assaulting. As of late programmers choose lengthy haul 

assault-style by means of participating to know shortcoming 

of the target and in addition, an ever-growing number of 

corporations are increasing step-by-step with these Apt 

assaults like Hyundai. It's primary to have a protection 

management framework which contains into framework 

security like Firewall and conventions and to hold the 

circulation of information to robberies. Present security 

framework gathers logs and spares it in database framework 

and current on screen in the wake of breaking down the 

spared knowledge. It sends a quick message toward the 

conclusion to the administrator if there is any limitation. Be 

that as it is going to, the reward safety framework simply 

squares digital assault from outside given that it has organized 

centered assault process. It just gathers log state of 

frameworks and party condition independently that are 

happened by way of and by way of. It accentuation to depict 

and improve the applying. Consequently, the protection log 

examination utilizing colossal information builds the 

dimension of security and tells the director who the aggressor 

is. In this exploration, I would need to portray and make 

reference to and break down the colossal measure of a 

constitution - unstructured knowledge by means of 

disseminated sparing innovation through protection log 

examination utilizing colossal information Analytics. I could 

likewise want to endorse that ongoing observing by means of 

conveyance headquartered watching. I believe that this kind 

of safety framework acquires new change dealing with the log 

examination and to preserve know-how.                   

II. RELATED WORK  

A. Designing PhelkStat: Big Data Analytics for System 

Event Logs 

With wider adoption of micro-service based architectures in 

a cloud and distributed systems, logging and monitoring costs 

have become increasingly relevant topics of research. There 

are a large number of log analysis tools such as the ELK 

(ElasticSearch, Logstash, and Kibana) stack, Apache Spark, 

Sumo Logic, and Loggly, among many others. These tools 

have been deployed to perform anomaly detection, diagnose 

threats, optimize performance, and troubleshoot systems. 

Due to the real-time and distributed nature of logging, there 

will always be a need to optimize the performance of these 

tools; this performance can be quantified in terms of 

computing, storage, and network utilization. As part of the 

Information Technology Security Lab at Virginia Tech, we 

have the unique ability to leverage production data from the 

university network for research and testing. We analyzed the 

workload variations from two production systems at Virginia 

Tech, finding that the maximum workload is about four times 

the average workload. Therefore, a static configuration can 

lead to inefficient use of resources. To address this, we 

propose PhelkStat: a tool to evaluate the temporal and spatial 

attributes of system workloads, using clustering algorithms to 

categorize the current workload. Using PhelkStat, system 

parameters can be automatically tweaked based on the 

workload. This paper reviews publicly available system event 

log datasets from supercomputing clusters and presents a 

statistical analysis of these datasets. We also show a 

correlation between these attributes and the runtime 

performance. 

B. Best Security Information and Event Management 

(SIEM) Software as Reviewed by Customers 

Security Information and Event Management - The security 

information and event management (SIEM) market is defined 

by the customer's need to analyze event data in real time for 

the early detection of targeted attacks and data breaches, and 

to collect, store, analyze, investigate and report on event data 

for incident response, forensics and regulatory compliance. 

SIEM tools aggregate event data produced by security 

devices, network infrastructure, systems, and applications. 

The primary data source is log data, but SIEM tools can also 

process other forms of data, such as NetFlow and network 

packets, or contextual information about users, assets, threats, 

and vulnerabilities that can be found inside or outside the 

enterprise and that can be useful to enrich logs and raw data. 

All these data are normalized so that events, data and 



Log Analysis for Security in Big Data 

 (IJSRD/Vol. 7/Issue 01/2019/265) 

 

 All rights reserved by www.ijsrd.com 1009 

contextual information from disparate sources can be 

correlated and analyzed for specific purposes, such as threat 

management, network security event monitoring (SEM), user 

activity monitoring and compliance reporting. 

C. Big Data Analyses Reveal Patterns and Drivers of the 

Movements of Southern Elephant Seals 

The growing number of large databases of animal tracking 

provides an opportunity for analyses of movement patterns at 

the scales of populations and even species. We used 

analytical approaches, developed to cope with “big data”, that 

require no ‘a priori’ assumptions about the behavior of the 

target agents, to analyze a pooled tracking dataset of 272 

elephant seals (Mirounga leonina) in the Southern Ocean, that 

was comprised of >500,000 location estimates collected over 

more than a decade. Our analyses showed that the 

displacements of these seals were described by a truncated 

power law distribution across several spatial and temporal 

scales, with a clear signature of directed movement. This 

pattern was evident when analyzing the aggregated tracks 

despite a wide diversity of individual trajectories. We also 

identified marine provinces that described the migratory and 

foraging habitats of these seals. Our analysis provides 

evidence for the presence of intrinsic drivers of movement, 

such as memory, that cannot be detected using common 

models of movement behavior. These results highlight the 

potential for “big data” techniques to provide new insights 

into movement behavior when applied to large datasets of 

animal tracking. 

III. ALGORITHM 

Types of attacks  

1) Active attacks  

2) Passive attacks  

3) SQL injection attack 

A. Active attacks:  

An active attack makes an attempt to change system resources 

or impact their operations. The active attack involves some 

modification of the information stream or creation of false 

statement. 

1) Denial of Service: 

It prevents the traditional use of communication facilities. 

This attack might have a selected target. As an example, an 

entity might suppress all messages directed to a specific 

destination. Another type of service denial is that the 

disruption of a complete network with by disabling the 

network or by overloading it by messages thus on degrades 

performance. 

B. Passive Attacks 

A Passive attack makes an attempt to be told or creative use 

of knowledge from the system however doesn't have an effect 

on system resources. Passive Attacks square measure within 

the nature of eavesdropping on or observance of transmission. 

The goal of the opponent is to get info is being transmitted. 

1) Traffic Analysis: 

Suppose that we have a tendency to have some way of 

masking (encryption) of knowledge, so the assailant even 

though captured the message couldn't extract any info from 

the message. The opponent may verify the placement and 

identity of human action host and will observe the frequency 

and length of messages being changed. This info may well be 

helpful in dead reckoning the character of the communication 

that was happening. 

C. SQL Injection Attack 

SQL injection has become a typical issue with database-

driven websites. It happens once an offender executes a SQL 

question to the information via the input file from the shopper 

to a server. SQL commands are inserted into data-plane input 

(for example, rather than the login or password) so as to run 

predefined SQL commands. A successful SQL injection 

exploit will scan sensitive information from the database, 

modify (insert, update or delete) information data, execute 

administration operations (such as shutdown) on the 

information, recover the content of a given file, and, in some 

cases, issue commands to the package. 

 It is vital to own a security management system 

which has in system security like Firewall and protocols and 

to forestall the flow of information to thefts. Current security 

system collects logs and saves it in an information system and 

present condition on the screen when analyzing the saved 

information. It sends a right away message at the top to the 

manager if there's any drawback. However, this security 

system only blocks cyber-attack from outside as a result of its 

network-based mostly attack methodology. It only collects 

log condition of systems and event condition singly that are 

occurred presently. It stresses to explain and enhance the 

applying. Hence the safety log analysis using huge 

information will increase the amount of security and notifies 

the manager who the assailant is. During this analysis, I’d 

prefer to describe and mention and analyze the large quantity 

of structure - unstructured information by distributed saving 

technology through security log analysis victimization huge 

information Analytics. I would conjointly prefer to counsel 

that real-time observance by distribution based mostly 

looking out. I think that this sort of security system brings a 

new amendment in managing the log analysis and to protect 

information 

IV. RESULTS  
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V. CONCLUSION 

Now we have designed and ready information and processed 

it consequently headquartered on information evaluation 

utilizing large knowledge. As the next significant thing is 

knowledge shielding saving massive data emphasis develop-

capacity and availability of security logs. For the duration of 

this study certain field of information, science is viewed and 

researched. This strategies of data analyzing can be applied 

to all areas of enormous data like Robotics, manufacturing. 

This mechanism is completed with huge information. 
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