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Abstract— Generally most of the surveillance systems 

provide only live feed, so in order to find any suspicious 

activity one needs to go through the entire feed. So, to 

overcome this, we have created a surveillance system using 

raspberry pi which identifies humans using image processing 

and sends it to our e-mail using SMTP protocol. We find this 

opulent technology particularly to be useful in safe lockers or 

in restricted area entrances. So we have included a locking 

mechanism which can be controlled only by the authorized 

person from anywhere in the world. When the raspi-camera 

identifies a human it takes a picture and sends it to the e-mail, 

then once we see the picture we can act accordingly. E-speak 

(a python library) is used to convey the message via a speaker. 

The whole setup needs only 10Watts of power supply from a 

power bank thus making it portable. Most of the biometric 

security devices can be easily manipulated thus making them 

unreliable. Our novel project can overcome this heist, since 

we have the full control on whom to allow and whom to 

restrict.     
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I. INTRODUCTION 

This project is based on IOT platform. Most of the modern 

age Security systems use biometric       authentication which 

can be easily manipulated, our project has manual control 

over authentication.  

The main components in this project are Raspberry 

pi, Raspi-Camera, Servo motor, latch and Speaker. For this 

project we have used raspberry pi, since it runs on linux based 

OS and it has GPIO pins for added functionality. Raspi-

camera is used for surveillance purpose. Using a python 

library called openCV (Open source Computer Vision) which 

is based on Machine learning, we can detect the presence of 

humans and capture their image and send it to our e-mail via 

SMTP (Simple Mail Transfer Protocol). Servo motor is used 

to lock and unlock the latch. E-speak, a python library is used 

as an intruder alert system. A python based web-server i.e. 

flask, is used control the GPIO pins connected to the latch. 

A. Hardware Specifications: 

1) Raspberry Pi:  

A raspberry pi is a wallet sized single board computer which 

is affordable and highly efficient in terms of performance. It 

runs on a linux based OS called Raspbian which is user 

friendly. Moreover raspberry pi has inbuilt 40 GPIO pins 

(General Purpose Input Output) which can be connected to 

various modules. It also has inbuilt Wi-Fi and Bluetooth 

receiver. There are 4 usb ports, LAN port, HDMI port, 3.5mm 

audio-video jack and camera slot for added functionality. It is 

manufactured by Raspberry Pi foundation in UK.  

a) Technical Specifications: 

 BroadcomBCM2837-64bit-ARM Cortex A-53 Quad 

Core Processor powered Single Board Computer running 

at 1.2GHz. 

 1GB RAM. 

 One BCM43143 Wi-Fi on-board. 

 One Bluetooth Low Energy (BLE) on-board. 

 40pin extended GPIO. 

 Four USB ports. 

 4 pole Stereo output and Composite video port. 

 Full size HDMI. 

 CSI camera port used to connect the Raspberry Pi 

 camera. 

 DSI display port used to connect the Raspberry Pi 

 display. 

 Micro-SD port used for storing data and to load the 

 operating system. 

 One status LED. 

 One chip antenna. 

 Micro USB power port (supports up to 2.4Amps).                                                                                                                                    

2) Keyboard and Mouse (Input Devices):  

Keyboard and mouse are used as input devices to the 

raspberry pi. They are connected to the raspberry pi via usb 

port. Onscreen keyboard is also available in the raspberry pi. 

3) Display (Output Device):  

A standard monitor with hdmi port is used as an output device 

for the raspberry pi. Another alternative to this is by using a 

SSH (Secure Shell) connection to the raspberry pi via a 

ethernet cable connected to the laptop. 

4) Power Supply Required:   

The Raspberry pi needs about 700mA and +5Vdc of 

minimum supply. This can be easily obtained by using a 

modern day power bank which supplies about 10Watts of 

power. This is connected to the raspberry pi via a micro USB 

connector. 

5) Internet Connectivity:   

The Raspberry pi can be directly connected to the Wi-Fi since 

it has inbuilt Wi-Fi reciever. It can also be connected to the 

internet by a modem via a RJ45 ethernet cable.  

 
Fig. 1: Raspberry Pi Board 

6) Connecting Cables:   

USB cable for power supply, HDMI cable connected to the 

display, RJ45 ethernet cable. 

7) Camera:   

The camera used in our project is Raspi-Camera which is 

available as an accessory with the Raspberry pi. The camera 

is available in various megapixels. 
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8) Servo Motor:   

The sg90 servo motor is use to open and close the latch which 

controls the locking system. The operating range of the servo 

motor is 5Volts and the turning radius of the servo is 180 

degrees. 

B. Software Specifications: 

1) Linux:  

Linux is a computer operating system which is available as 

an open source software. A varient of linux called Debian is 

used as the operating system for raspberry pi. Most of the 

operations in linux is carried out using terminal command 

window. 

2) Python:  

Python is a versatile scripting language which can be used for 

web and software development. It is an object oriented 

programming language and has many advantages over other 

languages. Many unique and opulent libraries are available in 

python. 

3) openCV:  

Open source Computer Vision is a python library which 

supports machine learning frameworks. It is generally used 

for applications like facial recognition, object detection, 

motion tracking, gesture recognition etc. 

4) HTML and CSS:  

HTML and CSS are used in developing a web page for the 

locking system.  

5) Flask Web Server:  

Flask web server is an inbuilt python library used for web 

development. The code for running this webserver is 

developed using python.  

II. PROPOSED SYSTEM 

The main objective is to design and execute a cost effective 

and open source surveillance and locking system. The use of 

Internet of Things (IoT) has provided great flexibility in 

connecting various modules and controlling the same through 

a webpage. In this project, a raspi-cam is connected to the CSI 

Camera ports present on the Raspberry Pi board. A servo 

motor is connected to GPIO pins of Raspberry Pi for 

controlling of the door. A particular IP-address is allotted by 

the router which is interfaced with the Raspberry Pi through 

an Wireless network. Through a python library called 

OpenCV we can train the module to identify humans. 

The IP address of the raspberry pi is used to access 

the live feed from the camera. Through port forwarding the 

live feed can be accessed from anywhere in the world. If a 

human’s face is detected the camera captures the picture and 

sends it to the authorized e-mail via SMTP protocol. A python 

web library known as ‘flask’ is used to design a web control 

server through which the servo motor is controlled. The servo 

motor is connected to the locking system which locks and 

unlocks the locker/door. If a suspicious person comes near the 

system an alert system is used to alert the surroundings by 

using E-speak. 

A. Procedure for Initializing: 

 First install Raspbian OS into SD card, it is chosen 

because it is one of the most advanced OS for the 

Raspberry with loads of help and tutorials on the web. 

 Prepare the SD card to be able to run Raspbian OS on 

Raspberry Pi. 

 Partition the SD card and convert it into FAT-32 format 

using G-parted software on Linux based host system. 

Open the web browser and download the image file 

(Pi.img) of Raspbian OS. 

 Insert the SD card on the memory slot present on the 

Raspberry pi board and attach the necessary peripherals 

to the Raspberry Pi board such as keyboard, mouse, 

monitor, camera and servo motor. Upon power-up, the 

Raspbian OS will be loaded. 

 Install OpenCV library by typing the necessary 

commands in the terminal window. 

 Reboot the system to complete the installation. 

 To create a flask webserver, navigate to the terminal and 

use pip command to install the flask webserver. The 

webserver can be accessed by entering the IP address of 

the raspberry pi. 

B. Procedure for Project Setup: 

 Run the python program for the flask webserver and also 

the surveillance system. 

 Type the IP address of the Raspberry pi along with the 

initializing port 5000 (eg: 192.168.1.2:5000) in the web 

browser. 

 A pop-up window appears in which the username and the 

password is entered. 

 Then the live feed of the raspi- cam can be viewed in the 

browser. 

 To initiate the locking system we need to enter into the 

flask webserver by typing in the IP address without any 

port number (eg: 192.168.1.2) in the web browser. 
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Fig. 2: Process Flowchart 

C. Block Diagram: 

 
Fig. 3: Block diagram of the system 

The block diagram explains various modules which are 

connected to the raspberry pi 3. The main elements of the 

block diagram are raspberry pi, display, camera, keyboard 

and mouse, servo and latch, wifi router or hotspot and a 

device which has internet browser. The block diagram also 

shows the ports in which the modules are connected. The 

display is connected to the HDMI port. The keyboard and 

mouse are connected to the USB port. The servo is connected 

to the GPIO pins of the Raspberry pi. 

III. EXPERIMENTAL SETUP AND RESULTS 

A. Experimental Setup 

 
Fig. 4: Experimental Setup 

As the fig. 4. shows the experimental setup, the raspberry pi 

is placed inside the safe locker. There is a slit on the top for 

the camera. The latch is is connected to the servo which opens 

and closes according to the input given by the authorized 

person. A speaker is attached to the raspberry pi which is used 

as intruder alert system.  

B. Experimental Result 

1) LAN and WLAN Output: 

a) Accessing the live feed:  

For LAN output, get connected to the router by using an 

Ethernet cable. Open any web browser on the host system 

such as desktop, type the IP address along with the port 

number of Raspberry Pi and press enter. A LOGIN form will 

appear as shown in Fig.5. Enter the predefined username and 

password and click login button. For WLAN output, first get 

connected to router wirelessly by typing correct Wi-Fi 

password on a portable device such as smart phone. After 

following these steps we can see the live feed from the 

raspberry pi as and also we can get notified when any person 

is found in front of the camera via an e-mail. 

b) Controlling the locking system:  

To control the locking system we need to access the flask 

webserver by entering in the IP address of the Raspberry pi. 

As shown in Fig .6. the webpage appears. There will be two 

options, one will be for the lock open and close function and 

the other will be for the intruder alert system. Once we get 

notified by the e-mail we can open the locking system or 

activate the intruder alert system. 
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Fig. 5: Raspi-cam live feed login form 

 
Fig. 6: Flask webserver to control the locking system 

IV. CONCLUSIONS 

In this paper, various concepts of Linux, Python, IoT, 

OpenCV, Flask webserver and Raspberry Pi has been 

incorporated and successfully implement in the system. The 

presence of every module has been reasoned out and placed 

carefully thus contributing to the best working of the unit. The 

system is suitable for real-time safe lockers monitoring and 

in classified or restricted area monitoring. The system may be 

employed in many places like banks, labs, offices etc that 

dramatically cut back the hazard of unauthorized entry. Proof 

may be given to the safety department if any theft issue 

happens. Further, this system can be extended by interfacing 

various sensors and also using face recognition technique to 

provide more efficient surveillance to the proposed system. 
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