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Abstract— In the proposed work the theme is separable data 

hiding into encrypted compressed image without any error 

and without degrading the quality of natural image. In the first 

phase, the original image is encrypted using standard image 

encryption technique. Then, a data-hider uses vector 

quantization algorithm to embed secrete data. In the second 

phase, with an encrypted image containing embedded data, if 

a receiver has the data-hiding key, he can extract the only 

embedded data though he does not know the image content. 

If the receiver has encryption key, he can decrypt the received 

encrypted image to obtain an original image, but cannot 

extract the embedded data. If the receiver has both the data-

hiding key and the encryption key, he can extract the 

embedded data as well as recover the original image without 

any error. 
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I. INTRODUCTION 

Encryption and Steganography are the two widely used 

techniques to provide security for the transformation of 

hidden data. In some cases a combination of these two 

techniques can be used to increase the data security. In 

Encryption the message is changed into unintelligent format 

such that no data can be disclosed if it is received by an 

attacker. Whereas in steganography, the secret data is 

embedded into a container like image, audio file, video etc. 

When secret data is embedded into an   image often called 

cover image, and then sent to the secret message is embedded 

into cover image then it is called a stego-image. The stego 

image should not be distinguishable from the cover image, so 

the attacker cannot discovers any hidden message. 

Encryption is an effective and popular means of privacy 

protection. In order to securely share a secret image with 

other person. A content owner may encrypt the image before 

transmission and a channel administrator hopes to append 

some addition message, such as the origin information, image 

notation or authentication data, within the encrypted image 

though he does not know the original image content. It may 

be also hopeful that the original content can be recovered 

without any error after decryption and retrieve of additional 

message at receiver side. To ensure original content can be 

recovered without any error we have to check PSNR (Peak 

Signal to Noise Ratio) value and also decrease the bit error 

rate of distortion. 

II. LITERATURE SURVEY 

A. The data embedding using difference expansion 

C.-C. Chang, C.-C. Lin, and Y.-H. Chen discusses [7] Data 

embedding technique embeds invisible data (which is called 

a payload) into a digital image in a reversible fashion. As a 

basic requirement, the degradation on the image after data 

embedding should be low to recover quality image. An 

intriguing feature of reversible data embedding is the 

reversibility, that is, one can remove the embedded data to 

restore the original image. From the information hiding point 

of view, reversible data embedding hides some information 

in a digital image in such a way that an authorized party could 

decode the hidden information and also restore the image to 

its original, pristine state. 

 Though imperceptible, embedding some data will 

inevitably change the original content. Even a very slight 

change in pixel values may not be desirable, especially in 

sensitive imagery, such as military data and medical data. In 

such a scenario, every bit of information is important. Any 

change will affect the intelligence of the image, and the 

access to the original, raw data is always required. 

B. Reversible Data Hiding 

Z. Ni, Y.-Q. Shi, N. Ansari, and W. Su discuss [3] in 

reversible data hiding technique, it recovers the original 

image without any distortion from the encrypted image and 

after it extracts the data. The algorithm utilizes the zero or the 

minimum points of the histogram of an image and slightly 

modifies the pixel grayscale values to embed data into the 

image.  

 Data hiding [7] is referred to as a process to hide data 

(representing some information) into cover media. That is, 

the data hiding process links two sets of data, a set of the 

embedded data and another set of the cover media data. In 

most cases of data hiding, the cover media will experience 

some distortion due to data hiding and cannot be inverted 

back to the original media. That is, some permanent distortion 

has occurred to the cover media even after the hidden data 

have been extracted out. In most cases of data hiding, the 

cover media will experience some distortion due to data 

hiding and cannot be inverted back to the original media. That 

is, some permanent distortion has occurred to the cover media 

even after the hidden data have been extracted out.  

 The proposed work in this paper, new reversible data 

embedding technique, which can embed a large amount of 

data (5–80 kb for a 512 512 8 grayscale image) while keeping 

a very high visual quality for all natural images. It utilizes the 

zero or the minimum point of the histogram and slightly 

modifies the pixel grayscale values to embed data. 

C. Reversible Data Hiding in Encrypted Image 

X. Zhang proposed work [2] which ensures reversible data 

hiding scheme for encrypted image. After encrypting the 

entire data of an image by a stream cipher, the additional data 

can be embedded into the image by modifying a small 

proportion of encrypted data. With an encrypted image 

containing additional data, one may firstly decrypt it using the 

encryption key, and the decrypted version is similar to the 

original image. According to the data-hiding key, with the aid 

of spatial correlation in natural image, the embedded data can 

be successfully extracted and the original image can be 

perfectly recovered This work proposes a novel reversible 
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data hiding scheme for encrypted image, which is made up of 

image encryption, data embedding and data-

extraction/image-recovery phases. The data of original cover 

are entirely encrypted, and the additional message is 

embedded by modifying a part of encrypted data. At receiver 

side, with the aid of spatial correlation in natural image, the 

embedded data are successfully extracted while the original 

image is perfectly recovered. 

III. PROPOSED WORK 

There are many image compression methods have been 

proposed to reduce the image bit size but provide good 

quality. The proposed technique is based on Vector 

Quantization (VQ).The image is encrypted using blowfish 

encryption technique. Then that encrypted image is 

compressed and secret data is embedded into it. This image is 

called as Stego image. 

IV. METHODOLOGY 

The proposed work is defined to develop a system to extract 

the hidden data from compressed stego image without 

disturbing original image content, with low error rate and 

high PSNR (Peak Signal to Noise Ratio) value. When user 

decompresses image and if user has data hiding key then he 

can extract data. 

The methodology will work in following manner 

1) Encryption  of  cover  image  

2) Compression  of  encrypted to  get additional space to 

embed data 

3) Encrypt the secrete data and embed into Compressed 

image 

4) If receiver has only data hiding key then he only extracts 

secret data. 

5) If receiver has only Decryption key then he only decrypt 

image. 

6) If receiver has both the keys he can extract data as well 

as image. 

 
Fig. 01: Block diagram of proposed work 

A. Image Encryption 

In the proposed work the encryption process can be 

symmetric, asymmetric or hybrid and can be applied to 

blocks or streams. Several asymmetric algorithms use long 

keys to ensure the confidentiality because a part of the key is 

known. These algorithms are not appropriate enough to be 

applied to images because they require a high computational 

complexity.  

 Data Encryption Standard (DES), International Data 

Encryption Algorithm (IDEA), and the algorithm developed 

by Rivest, Shamir and Adleman (RSA) are some of the block 

cipher techniques. However, these encryption schemes 

appear not to be ideal for image applications, due to some 

intrinsic features of images such as bulk data capacity and 

high redundancy, which are troublesome for traditional 

encryption. Moreover, these encryption schemes require 

extra operations on compressed image data, thereby 

demanding long computational time and high computing 

power. In real-time communications, because of their low 

encryption and decryption speeds, they may introduce 

significant latency 

 Blowfish is a symmetric block cipher that can be 

effectively used for encryption and safeguarding of data. It 

takes a variable-length key, from 32 bits to 448 bits, making 

it ideal for securing data. Blowfish has an advantage over 

other algorithms in terms of throughput. 

 It encrypts 10167 bytes per second as compared to 

DES=7988, 3DES=2663, AES=5320 

 Blowfish Algorithm is a Feistel Network, iterating a 

simple encryption function 16 times. The block size is 64 bits, 

and the key can be any length up to 448 bits. 

 
Fig. 2: Blowfish Algorithm 

The function F given in algorithm can be visualize as follows, 

 
Fig. 03: Design of S-Boxes 
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For computing the P and S arrays and only briefly summarize 

the procedure as follows:  

 P is an array of eighteen 32-bit integers.      

 S is a two-dimensional array of 32-bit integer of 

dimension 4x256.      

 Both arrays are initialized with constants, which happen 

to be the hexadecimal digits of π (a pretty decent random 

number source).      

 The key is divided up into 32-bit blocks and XORed with 

the initial elements of the P and S arrays. The results are 

written back into the array.      

 A message of all zeros is encrypted; the results of 

the encryption are written back to the P and S arrays. The P 

and S arrays are now ready for use. 

Data Embedding Phase 

B. Data Encoding  

Without loss of the generality, we assume the cover image C 

is an m×n gray-level image and the gray-level is 256. The 

image represents as  

C = {c
ij 

| 0 ≦ i < m, 0 ≦ j < n, c
ij 
∈ [0,255] }, 

The data D, which is embedded in C, represents as  

D= {d
i 
| 0 ≦ i < g, d

i 
∈ [0,1] } 

[Part 1 Codebook generation]  

1) Step-E1: Divide the encrypted cover image C into 

(m×n)/(8×8) blocks. Each block B
i 
is   

an 8×8 pixels block.  

2) Step-E2: Train a 512-codewords codebook W
512 

based on 

the cover image C by using   

the VQ-LBG algorithm. 

3) Step-E3: Transform the cover image C and its codebook 

W
512 

of Step-E2 by the DCT   

function.  

4) Step-E4: Sort the 512-codewords codebook W
512 

by 

increasing progressively based on   

the DC value of each codeword.  

5) Step-E5: Divide the 512-codewords codebook into two 

256-codewords sub codebooks  as the following steps. 

One is called 0-subcodebook W0
256

, another is called      

                1- subcodebook W1
256

.  

1) Step-E5-1: Select the first unselected codeword V
0i 

from W
512 

and mark it as “selected”. 

2) Step-E5-2：Find an unselected codeword V
1i 

which 

is the most similar to V
0i 

in W
512

. We use a modified 

Euclidean distance function to evaluate the 

similarity of two codewords.  

3) Step-E5-3：Put the V
0 i 

to W0
256 

and put the V
1i 

to 

W1
256 

sequentially.  

[Part 2 Data embedding]  

6) Step-E6：Randomly select a seed number S.  

7) Step-E7：Generate g different numbers named A = {a1, 

a
2
… a

g
}based on the seed S, where 1 ≤ a

i 
≤ (m×n)/(8×8) 

and rearrange the encryption hiding data.  

8) Step-E8：Construct the stego-image C′ based on W0
256

, 

W1
256

, cover image C and embedded data D. C′ is the 

stego-image that look like C and embedded the data D.  

 According to the value of each data bit d
i
, generate 

the block B′a
i 
of C′ based on the Ba

i 
of C as follows: If the 

embedded data d
i 
= 0, then we select the codeword in the 

W0
256 

as the B′a
i 
by modified Euclidean distance, which is the 

most similar to the block Ba
i 

of the cover image; if the 

embedded data d
i 
= 1, then we select the codeword in the 

W1
256 

as the B′a
i 
by modified Euclidean distance, which is the 

most similar to the block Ba
i 
of the cover image.  

9) Step-E9：Organize each B′a
i 
(i=1, 2… g) to construct 

the stego-image C′. 

C. Data Decoding  

Assume the stego-images C′ = {c′
ij 

| 0≤i< m, 0≤j< n , c′
ij 
∈ 

[0,255] }. The receiver extracts the embedded data from C′ as 

the following steps.  

1) Step-D1：Generate the set A based on the seed S as Step-

E7.  

2) Step-D2：Divide the stego-image into 8×8 pixels 

blocks.  

3) Step-D3：Extract each data bit d
i 

from its 

correspondence block Ba
i 
in stego-image by comparing 

the block Ba
i 

with all the codewords in the 0 sub-

codebook. If we find one codeword in the W0
256 

which is 

same the block Ba
i
, the embedded value d′

i 
= 0; otherwise 

the embedded value d′
i 
= 1.  

4) Step-D4：Integrate all the bits d′
i 
extracted by Step-D3 

to generate the embedded data D′.  

5) Step-D5：According to the seed number S, rearrange the 

generation embedded data D′. Then,  

 decrypt the rearrangement data to get the hidden 

data D. 

 
Fig. 04: The schematic diagram of VQ Encoding and 

Decoding process 

V. EXPERIMENTAL RESULTS 

To show experimental results we have taken some sample 

images and performed encryption and compression operation 

on the given input. While performing compression operation 
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we have tested it for different size of vectors for compression 

algorithm. 

Image 

Origin

al size 

of 

image 

in kb 

Size 

after 

encrypti

on 

Image size after 

performing compression 

operation for various 

vector size in kb 

64 

bit 

128 

bit 

256 

bit 

512 

bit 

Sampl

e 1 
12.30 12.60 

09.6

2 

11.8

0 

11.8

0 

11.8

0 

Sampl

e 2 
04.29 12.50 

11.8

0 

11.8

0 

11.8

0 

11.8

0 

Sampl

e 3 
10.00 10.90 

09.9

7 

09.9

8 

09.9

7 

09.9

0 

Sampl

e 4 
10.70 10.20 

09.4

0 

09.5

3 

09.4

7 

09.4

6 

Sampl

e 5 
6.42 11.50 

10.7

0 

10.7

0 

10.7

0 

10.7

0 

Table 01: Compression of encrypted image on various 

vector sizes 

 
Fig. 05: Image compression on different vector size 

 To measure the distortion in decrypted image we 

have used PSNR as quality metrics.  Typical values for the 

PSNR in lossy image are between 30 and 50 dB. PSNR (Peak 

signal to noise ratio) can be calculated using following 

standard formula 

PSNR=10 log10 ((255*255*255)/MSE 

 Where MSE is mean square error calculated using 

the square of difference between original image and 

recovered image divided by image size & by three. 

Image 

PSNR values for Decrypted image for different 

vector size of compression algorithm 

64 bit 128 bit 256 bit 512 bit 

Sample 

1 
37.0183 37.0183 37.0183 37.0183 

Sample 

2 
36.892 44.659 44.650 44.659 

Sample 

3 
36.667 36.667 36.667 36.667 

Sample 

4 
35.920 35.920 35.920 35.920 

Sample 

5 
40.689 40.689 40.689 40.689 

Table 2: PSNR values in dB for decrypted recovered image 

 
Fig. 06: PSNR value after decrypting the image 

VI. CONCLUSION 

As seen in the experimental results, stated above, carried out 

for proposed work we can conclude that, the symmetric block 

cipher encryption algorithm, Blowfish, encrypts the given 

color image and has standard average encryption speed 

10,167 bytes/sec. The VQ algorithm used for data embedding 

which also compresses the image as shown in result  in table  

01. The decrypted recovered image maintains the standard 

image quality in dB as shown in result table 02. 
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