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Abstract— The Caesar Cipher set of rules for cryptography is 

one of the oldest algorithms. Now a great deal newer 

algorithms have arrived which might be plenty greater at 

ease, however in terms of velocity of execution Caesar cipher 

set of rules remains the quickest as a result of its simplicity. 

However the algorithm is extraordinarily smooth to crack. 

This is because on this set of rules each individual of a 

message is usually replaced by means of the equal constant 

individual that has been predetermined. To enhance the 

algorithm and enhance it's safety feature, some adjustments 

may be brought. This paper proposes an enhancement to the 

present algorithm by using making use first of a easy Diffie-

Hellman key trade scenario to achieve a mystery key and later 

using simple arithmetic to make sure the encryption of 

statistics is tons extra safer. as soon as a personal shared key 

is obtained through utilising the Diffie-Hellman method, the 

secret is concern to the mod operation with 26 to gain a price 

much less than or identical to 26, then the contemporary 

person is taken and to this the key value acquired is brought 

to achieve a new character. For any individual within the 'x' 

function the secret is genuinely first accelerated with 'x' after 

which mod is executed to obtain the encrypted man or 

woman. So 2d man or woman of the message is expanded 

with 2, 1/3 person with three and so on. This enhances the 

safety and also does now not boom the time of execution 

through a big margin.   
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I. INTRODUCTION 

Data Privateness and security currently make up one of the 

maximum crucial capabilities of someone's existence. One 

can't talk securely anymore. There may be always some 

eavesdropper or a risk of leak of information. Cryptography 

deals with assisting to make information greater comfortable. 

Cryptography in conjunction with safety of records from theft 

or alteration, can also be used for user authentication[1]. The 

contemporary day cryptographic methods are of two sorts: 

symmetric key cryptography and public key cryptography. 

Symmetric key cryptography, is the approach where the equal 

secret's used for both the encryption section and the 

decryption section. Public key cryptography is the approach 

in which only one key is used for encryption technique and 

another specific key is used for the decryption manner. The 

main benefit of symmetric key cryptography is that it will 

become much less difficult to attend to the important thing 

relative to public key technique. Due to the fact most effective 

one Secret's used for each encryption as properly as for 

decryption motive it turns into easy to hold it. The important 

thing however must at no cost be revealed to the outside 

global as it's far the maximum essential characteristic of this 

kind of cryptography. The Caesar cipher is one of the handiest 

and one of the earliest recognized ciphers. It is a sort of 

substitution cipher, wherein every letter within the plaintext 

is made to shift by means of a sure wide variety of locations 

down the collection of the alphabet. For example, a shift of 

the two might mean A might then be replaced by using the 

letter C, B might get replaced with the aid of the letter D, 

make and so on. This method is named after Julius Caesar, 

the king, who it is claimed used this approach to speak with 

his generals. More complex encryption schemes were 

evolved in current instances such as the vigenère cipher[2] 

which employs the Caesar cipher as just one a part of the 

complete encryption technique. The widely known 

ROT13[3] 'encryption' is not as it might then be replaced by 

using the letter C, B might get replaced with the aid of the 

letter D, make and so on. This method is named after Julius 

Caesar, the king, who it is claimed used this approach to 

speak with his generals. More complex encryption schemes 

were evolved in current instances such as the vigenère 

cipher[2] which employs the Caesar cipher as just one a part 

of the complete encryption technique. The widely known 

ROT13[3] 'encryption' is not anything however a Caesar 

cipher with an offset of 13. The trouble with the. Caesar 

cipher is that it gives no verbal exchange security, and it is 

able to be without problems broken. To skip an encrypted 

message from one person to any other character, it's far first 

important that each the parties have the 'key' for the cipher in 

order that the sender might also then encrypt records the 

usage of this key and the receiver may additionally decrypt it 

once more the use of the precise same key. For the caesar 

cipher, the secret is nothing however the wide variety of 

characters to shift the cipher alphabet. Following is an 

instance, of ways the Caesar cipher works. it's miles carried 

out the usage of a key of the price 1. Plaintext: This isn't 

always me. Cipher: Uijt jt opu nf. It is simple to look, how 

each individual within the plaintext is clearly shifted up the 

alphabet. Decryption is simply as smooth, via the usage of an 

offset of -1. Cipher: Mjgf jt bnbajoh. Plaintext form: 

existence is fantastic. manifestly if an exceptional key is used, 

then the cipher alphabet could be shifted a different amount. 

As can be visible the simplicity of the set of rules makes it at 

risk of assaults, for the reason that there may be are repetitions 

and it turns into smooth to decrypt the encrypted information. 

Diffie-Helman[4] is a way of generating a shared mystery 

between two events, in such a manner that the secret cannot 

be visible through simply observing the communique. This is 

specifically useful due to the fact you could use then this 

technique to create an encryption key with someone, and then 

begin encrypting your site visitors with that same key. Or 

even if the visitors is recorded and later analyzed, there's 

really no manner to discern out what the key changed into, 

despite the fact that the exchanges that created it might also 

have been seen. however even though it makes use of the 

equal important standards as public key cryptography, it isn't 

asymmetric cryptography due to the fact not anything is being 

encrypted or decrypted for the duration of the alternate of key. 

it is, despite the fact that, an essential Building block, and 

became in truth the muse upon which uneven cryptography 

was later built. 
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II. BACKGROUND 

 Before attending to the proposed set of rules, allow us to have 

a look at a number of the latest traits in cryptographic 

algorithms. In [5] the authors provided a brand new 

symmetric key algorithm the usage of the extended MSA 

technique referred to as the DJSA symmetric key set of rules. 

The gain of the algorithm is that it is almost impossible to 

break the decrypted records without its key matrix being 

compromised. In phrases of the advancement or enhancement 

of the Caesar's cipher set of rules, nothing a whole lot has 

been finished. Most new algorithms contain the trade of 

existing algorithms via including performance. In [6] the 

authors, proposed a set of rules based on Modulo 37. This set 

of rules uses two keys namely k1=fine range, k2=negative 

number. Subsequent they discover the inverse of both keys 

using modulo 37, giving 'K1’, K2’. The usage of these keys 

encryption is finished. In [7] the author first generates the 

ASCII cost of the individual after which converts that into 

binary. The eight digit binary wide variety is then reversed. 

Any 4 digit wide variety is then taken as a divisor. The 

reversed wide variety is split by the 4 digit variety. The the 

rest is stored within the first three digits & the quotient in the 

following 5 digits. If any of these are less than three and five 

digits respectively we need to add required quantity of 0s 

(zeros) in the left hand aspect. Example recall letter T and 

taking divisor as one thousand we get the encrypted person as 

E. Many such algorithms have been proposed. Primarily 

editing the prevailing algorithms. However the proposed set 

of rules could continually take extra time in phrases of 

execution. That is understandable as to increase protection of 

statistics greater and extra complicated algorithms are being 

advanced. The modifications that have been advanced are 

basically completed to enhance the security of the prevailing 

algorithm, but every change is being accomplished on the 

compromise of the velocity of execution. In phrases of the 

maximum popular encryption algorithms presently are RSA, 

AES, DES and blowfish algorithms. Additionally a modern 

enhancement of DES called the 3-DES algorithm exists as 

properly. RSA[eight] is an set of rules used by current 

computer systems to encrypt and decrypt messages. It’s miles 

an uneven cryptographic algorithm. Uneven approach that 

there are two exclusive keys. This is also known as public key 

cryptography, due to the fact one of them can be given to 

every person. The DES (statistics Encryption general) 

algorithm is certainly one of the most broadly used encryption 

algorithm within the world[9]. For decades, and among many 

people, "secret code making" and DES were synonymous. 

three-DES[10] is just like the standard DES algorithm, it's 

miles certainly the DES set of rules applied using three 

specific keys to beautify the security stage of the set of rules. 

The authentic DES cipher's key length of fifty six bits 

changed into normally enough whilst that set of rules changed 

into designed, but the availability of increasing computational 

strength made bruteforce assaults feasible. Triple DES gives 

a fairly easy approach of increasing the key size of DES to 

guard against such attacks, without the need to layout a totally 

new block cipher set of rules. AES is an iterative[11] as 

opposed to Feistel cipher. it's miles based totally on 

‘substitution–permutation network’. It comprises of a 

collection of connected operations, a number of which 

involve changing inputs by particular outputs (substitutions) 

and others involve shuffling bits around (permutations).  

III. PROPOSED ALGORITHM 

set of rules First a key alternate happens between the two 

customers, say A and B. This key exchange is a slight 

amendment of the Diffie- Hellman technique. Following are 

the steps observed.     

1) Step 1: start                             

2) Step 2: pick two one-of-a-kind personal keys for A and 

B and a shared secret key for each A and B  

3) Step 3: ship the value of private key increased with 

shared key from A to B and similarly from B to A  

4) Step 4: Multiply the obtained fee with the personal key 

to obtain a key called the shared crypto key, permit this 

price be called 'z'               

5) Step 5: forestall 

IV. EXPERIMENTAL ANALYSIS AND RESULTS 

As can be seen, the set of rules is similar to the Diffie-

Hellman method, however the numbers do no longer ought to 

be top in nature and the important thing change is much extra 

easier. bear in mind an instance, let's count on there are  users 

A and B. let's say that they share a public key's present it is 

price is 10. All keys do no longer should be top, as changed 

into the case of Diffie-Hellman. The truth that the numbers 

aren't prime makes it even harder to factorise out the non-

public keys for any intruder. Now don't forget A has a 

personal key of 14. So A sends the value 140 (personal 

increased with shared) to B over the insecure channel. Now 

B also has a personal key, allow us to say 16. So B sends a 

hundred and sixty to A. Now A receives the fee of shared 

crypto key as a hundred and forty elevated with sixteen that 

is 2240. B concurrently calculates the important thing cost as 

160 elevated with 14 that's the equal, 2240. So now we can 

claim that 2240 is the shared crypto key. Now that the most 

crucial a part of the algorithm is done, the change of keys, 

allow us to take a look at how the use of this key we adjust 

the prevailing set of rules of Caesar Cipher. Allow us to retain 

with the example above, the shared key's 2240. Say we want 

to encrypt the word "hi". So first we perform a mod operation 

of 2240 with 26. We get an output of four. So the letter 'h' is 

replaced through moving four within the collection of 

alphabet. For this reason 'h' is replaced by means of 'i'. Next 

we divide the key through the price we formerly acquired i.e 

4 and upload the quotient of this department to the key again. 

So quotient of 2240 divided through 4 is 560. Including 2240 

with 560 we get 2800. 2800 mod 26 gives us 18. So 'i' is 

changed with 'a'. So the encrypted word will become 

"ia".there may be one exception which needs to be handled. 

If the important thing mod 26 is 0 we upload 1 to the 

important thing. Every other exception to be taken into 

consideration is the use of a blank area. in this set of rules if 

a blank space is encountered it is changed via the preceding 

value of the mod characteristic as that range in the collection 

of the alphabet. So if after "hi" there may be a space, the use 

of above example the gap is replaced through 18th individual 

inside the alphabet that's 'r'. Now let us look at the set of rules 

little by little to get a higher information.   

1) Step 1: start                             
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2) Step 2: Key trade takes area and shared crypto key say 'z' 

is acquired                     

3) Step 3: For first character shift by way of z mod 26, save 

k = z mod 26                     

4) Step 4: Now for 2nd man or woman onwards repeat the 

following till the quit if man or woman is space replace 

with the aid of kth character of alphabet else store x = z / 

ok then discover m = z + x and store okay = m mod 26 

and shift person with the aid of okay       

5) Step 5: forestall discern 1 explains the total work float of 

the algorithm.  

Experimental analysis and outcomes to determine 

how green, the set of rules will be, it is tested towards of the 

maximum common encryption algorithms, the AES and DES 

algorithms. Desk I suggests the time wished for execution for 

all 3 algorithms in phrases of the encryption component for 

files of different sizes. 

V. CONCLUSION 

A cryptographic algorithm is taken into consideration green 

sufficient best while it has sufficient assure given in phrases 

of security of some records. However whilst protection does 

it count number, the time of execution is also similarly 

essential since it have to not take too a whole lot time to 

execute a particular set of rules. The proposed set of rules as 

may be visible from the effects, gives tons higher 

consequences than the ones which have are most extensively 

used. also it's far an improve of the standard Caesar cipher 

with the aid of presenting extra safety and additionally 

making sure person such as blank area is also hidden. It keeps 

the essence of the Caesar cipher set of rules within the sense 

that it guarantees quick encryption and offers more protection 

that is a brought bonus. 
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