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Abstract— Recent years witness the development of cloud 

computing technology. With the explosive growth of 

unstructured data, cloud storage technology gets more 

attention and better development. However, in current storage 

schema, user’s data is totally stored in cloud servers. In other 

words, users lose their right of control on data and face 

privacy leakage risk. Traditional privacy protection schemes 

are usually based on encryption technology, but these kinds 

of methods cannot effectively resist attack from the inside of 

cloud server. In order to solve this problem, we propose a 

three-layer storage framework based on fog computing. 
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I. INTRODUCTION 

The growth of cloud computing satisfy enterprise, what's 

more, company to outsource their data to outsider cloud 

service provider(CSPs), which will build up the capacity 

difficulty of asset bind nearby tools. As of late, some cloud 

storage services, for example, the basic storage service(S3) 

[1] on-line information reinforcement services of Amazon 

and some other cloud based software Google Drive [2], 

Dropbox [3], Mozy [4], Bitcasa [5], and Memopal [6], have 

been created for cloud application. Since the cloud servers 

return an invalid result in some cases, for example, server 

hardware/software failure, human conservation and 

malicious assault new structures of confirmation of 

information honesty and availability are required to checking 

the security and protection of cloud client's information. 

 With the rapid development of network bandwidth, 

the volume of user’s data is rising geometrically [3]. User’s 

requirement cannot be satisfied by the capacity of local 

machine any more. Therefore, people try to find new methods 

to store their data. Pursuing more powerful storage capacity, 

a growing number of users select cloud storage. Storing data 

on a public cloud server is a trend in the future and the cloud 

storage technology will become widespread in a few years. 

Cloud storage is a cloud computing system which provides 

data storage and management service. With a cluster of 

applications, network technology and distributed file system 

technology, cloud storage makes a large number of different 

storage devices work together coordinately [4], [5]. 

Nowadays there are a lot of companies providing a variety of 

cloud storage services, such as Dropbox, Google Drive, 

iCloud, Baidu Cloud, etc. These companies provide large 

capacity of storage and various services related to other 

popular applications, which in turn leads to their success in 

attracting humorous subscribers. However, cloud storage 

service still exists a lot of security problems. The privacy 

problem is particularly significant among those security 

issues. In history, there were some famous cloud storage 

privacy leakage events. For example, Apples iCloud leakage 

event in 2014, numerous Hollywood actresses private photos 

stored in the clouds were stolen 

II. ARCHITECTURE DIAGRAM 

 
Fig. 1: CLOUD STORAGE 

 
Fig. 2: THREE LAYER STORAGE 

III. THREE LAYER STORAGE 

As Fig.2 shows that in order to protect user’s privacy, we 

propose a TLS framework based on fog computing model. 

The TSL framework can give user a certain power of 

management and effectively protect user’s privacy. As 

mentioned, the interior attack is difficult to resist. Traditional 

approaches work well in solving outside attack, but when 

CSP itself has problems, traditional ways are all invalid. 

Different from the traditional approaches, in our scheme, 

user’s data is divided into three different-size parts with 

encoding technology. Each of them will lack a part of key 

information for confidentiality. Combining with the fog 

computing model, the three parts of data will be stored in the 

cloud server, the fog server and user’s local machine 
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according to the order from large to small. By this method, 

the attacker cannot recover the user’s original data even if he 

gets all the data from a certain server. As for the CSP, they 

also cannot get any useful information without the data stored 

in the fog server and local machine because both of the fog 

server and local machine are controlled by users. 

A. Hash-Solomon code 

The Maximal Invalid Ratio can be expressed as m/ k+m . For 

convenience, we just consider two layers situation. Assuming 

that there is x MB data which is prepared to save. After 

encoding, there will be k+m m ∗ x data. We prepare to save 

r% in the lower server. In order to avoid the upper server 

recovers the data, the value of k, m and r must satisfy the 

relationship: m k + m ≤ k + m k ∗ r (1) Through functional 

transformation, the relationship between k m and r can be 

expressed as formula (2). We can see that if the parameter r 

is determined, the parameter k can be expressed by m. So we 

can only consider the ratio and the number of data blocks 

when we use our scheme. k = (m − 2mr) + (2mr − m) 2 − 4m2 

r2 2r (2) The parameter k is the number of blocks after data 

being divided, the parameter m is the number of redundant 

data blocks and the parameter r is the storage ratio of different 

servers. Besides, the fog server includes Computational 

Intelligence which can help the system with calculating the 

results of the values of k and m, because of the nodes in the 

fog server having its own computing power. 

 Cloud storages in cloud data centers can be useful 

for enterprises and individuals to store and access their data 

remotely anywhere anytime without any additional burden. 

By data outsourcing, users can be relieved from the burden of 

local data storage and maintenance. We are proposing a novel 

secure cloud storage system to ensure the protection of 

organizations' data from both the cloud provider and the third 

party auditor and from some users who take advantage of the 

old accounts to access the data stored on the cloud. 

 The proposed system enhances the authentication 

level of security by using two authentication techniques; 

Time- based One Time Password (TOTP) for cloud users 

verification and Automatic Blocker Protocol (ABP) to fully 

protect the system from unauthorized third party auditor. The 

experimental results demonstrate the effectiveness and 

efficiency of the proposed system when auditing shared data 

integrity. The notion of public auditability has been proposed 

in the context of ensuring remotely stored data integrity under 

different system and security models 

IV. RELATED WORK 

A. Cloud computing as evolution of distributed computing—

a case study for Slap OS distributed cloud computing 

platform. 

The cloud computing paradigm has been defined from several 

points of view, the main two directions being either as an 

evolution of the grid and distributed computing paradigm, or, 

on the contrary, as a disruptive revolution in the classical 

paradigms of operating systems, network layers and web 

applications. This paper presents a distributed cloud 

computing platform called Slap OS, which unifies 

technologies and communication protocols into a new 

technology model for offering any application as a service.  

 Both cloud and distributed computing can be 

efficient methods for optimizing resources that are 

aggregated from a grid of standard PCs hosted in homes, 

offices and small data centers. The paper fills a gap in the 

existing distributed computing literature by providing a 

distributed cloud computing model which can be applied for 

deploying various applications. 

B. Resource allocation in a network based cloud computing 

environment: design challenges. 

Cloud computing is a utility computing paradigm that has 

become a solid base for a wide array of enterprise and end- 

user applications. Providers offer varying service portfolios 

that differ in resource configurations and provided services. 

A comprehensive solution for resource allocation is 

fundamental to any cloud computing service provider. Any 

resource allocation model has to consider computational 

resources as well as network resources to accurately reflect 

practical demands.  

 Another aspect that should be considered while 

provisioning resources is energy consumption. This aspect is 

getting more attention from industrial and government 

parties. Calls for the support of green clouds are gaining 

momentum. With that in mind, resource allocation algorithms 

aim to accomplish the task of scheduling virtual machines on 

the servers residing in data centers and consequently 

scheduling network resources while complying with the 

problem constraints. 

C. A Survey on Privacy Preserving Technique to Secure 

Cloud 

There is a danger factor in storing your personal data on 

public cloud; data encryption is a great way to discourage 

people from accessing unauthorized data. If you plan to store 

your data on the public cloud security key will identify them 

as your own work and discourage people from copying them 

or claiming them. As their own and in case of cloud storage 

it makes it very difficult for maintaining storage space and 

also security for that matter. 

V. MODULES 

 
Fig. 1: Flow of operation for the proposed system 
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VI. MODULES: 

1) Admin 

2) Cloud-User 

In this module, Admin is an entity, who has huge amount of 

data to be stored in the cloud, can be either enterprise or 

individual customers. The admin has all the privileges over 

the users and the third party auditors. Admin will outsource 

their data to CSP. Before outsourcing data to the CS, data is 

encrypted by a powerful encryption technique called 

Advanced Encryption System (AES).The organization admin 

generate the keys and metadata and then shares it with the 

TPA and also sends keys & metadata to the CSP when 

auditing is required for his outsourced file. Admin is also 

responsible for creating user account to avoid data access by 

pre-activated accounts. The admin is the only one that can 

activate or not the accounts. There by we can achieve the 

information confidentiality, integrity, and availability. 

 In this module, cloud-user is the users that can 

access (update or retrieve) the data on the cloud and he is 

under the supervision of the organization admin. To achieve 

the information confidentiality, integrity, and availability, the 

user must have an account (Emails and password) to access 

stored data. In this system, more restrictions upon these 

accounts are done by the admin to avoid data access by pre-

activated accounts. Where, the admin is the only one that can 

activate or not the accounts. The activated users' accounts can 

login by using the two stages authentication technique; 

username with password, and the TOTP that is permitted for 

one session between the user and the cloud server. 

VII. CONCLUSION 

In this paper we proposed a novel secure cloud storage system 

is proposed to ensure the protection of organizations' data 

from both the cloud provider and the third party auditor and 

from some users who take advantage of the old accounts to 

access the data stored on the cloud. The proposed system 

increases the authentication level of security by using two 

authentication techniques; Time-based One Time Password 

(TOTP) and Automatic Blocker Protocol (ABP). In the 

proposed system, the data owners control all the privileges to 

be sure that who can access their outsourced data on cloud 

storage servers. To increase security, user authentication is 

verified by two-factor authentication: the first is exercised 

with a username and password while the second is caused by 

the implementation of TOTP. The experimental results 

demonstrate the effectiveness and efficiency of the proposed 

system when auditing shared data integrity. 
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