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Abstract— Data owners can outsource their data in cloud 

servers rather than purchasing their own storage devices. The 

Amount of trust provided by the third party cloud server will 

threaten security of our data as anyone who has access to the 

data server can view our sensitive information. Solution is to 

encrypt the data before outsourcing it. Searching on 

encrypted domain is a prominent research problem. Usually 

a search request will prompt the server to upload the entire 

file to the user and user has to decrypt the whole data at its 

local host. This is not   an efficient solution for remote storage 

as it needs decrypting   the entire data for retrieving a small 

part from it. Searchable encryption algorithms can be used to 

search on the cipher text. When a search request arrives then 

the cloud server attempts to search on the encrypted domain 

making a simpler solution. This paper introduces a new 

technique to search on the encrypted domain. 
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I. INTRODUCTION 

Due to the increased popularity of mobile devices such    as 

smart phones, laptops .., are used by many people for various 

computing purposes. The ad- vantage of mobile cloud 

computing makes it possible to access information stored 

anywhere in the world with an Internet connection. There are 

powerful computing platforms available in the remotely 

placed servers, the mobile cloud enables the users of smart 

phones    to access the data through a wireless connection. 

Mobile commerce, mobile learning, mobile health care are 

widely used mobile applications, in this situations the data 

that the user wants are stored in the remote server placed 

somewhere around the world. The users only want to 

authenticate their self to the server and then they can start 

accessing the data. Thus the mobile applications reduces the 

computing capability in accessing    information.  

Cloud computing is a widely accepted technique for 

many purposes such as data storage, website hosting, 

application running etc. Storage of large amount of data in a 

private machine incurs extra effort for the data management 

and maintenance. 

So data owners now a   day’s stores the large amount 

of data in cloud by availing storage as a service rather than 

purchasing their own storage devices. Data sharing is fast and 

convenient in cloud. If the data user uploads the data directly 

into the cloud then any user having access to the storage 

device can view our data. So it is not possible to use storage 

as a service if our data is sensitive as it threatens the 

confidentiality and Integrity. The solution to this problem is 

to encrypt the data before storing it in the cloud.  

Suppose user A has a set of documents with him and 

he wants these set of documents to be stored in the cloud so 

that his friends or some other authorized users can use it. But 

most of his data is sensitive so he cannot outsource it directly 

to the cloud as it is. He encrypts the data and then outsources 

to the cloud. Suppose an authorized user wants a small 

portion of the data only then he needs to search, in order to 

achieve this we need to design a scheme so that it should give 

the required encrypted data and it should not reveal any other 

data. 

Encryption may be a powerful technique for 

safeguarding confidential information keep on Associate in 

Nursing un- trusty server, like in cloud computing. Encoding 

may be a technique for remodeling info in such the way that 

it becomes unclear. So, even though somebody is in a position 

to achieve access to non-public information, they seemingly 

won’t be ready to do something with the information unless 

they need sophisticated, overpriced code or the initial 

information key. 

Since the data in the cloud is encrypted, legitimate 

users should decrypt it before using the data. In the naive 

approach the user takes the entire data from the server and 

decrypts the data at his local machine for using it, but this is 

not practical when the data is too large and the user only 

wants a subset     of the whole data stored in the cloud. In such 

a situation, searching the required data in the server and 

making that data only available to the data user is a good 

solution 

Searching is done by the cloud Server. Only required 

data is given tothe device with less computational capability, 

so Smart Phones only have to decrypt the required 

information. Searching on encrypted data is not an easy task, 

searchable encryption techniques make the user to search on 

cipher text. 

II. RELATED WORK 

Searchable encryption allows users to search on encrypted 

data stored in cloud servers, searching on encrypted domain 

is a difficult task, some of the existing approaches are 

discussed below. 

Inverted index based approach [1] allows search on 

cipher text by keeping an inverted index of all the keywords 

in the document. Data owner first creates a public key private 

key pair, an invertible matrix and random permutations. For 

each keyword and document the data owner creates an 

inverted index and then represents each keyword as a 

polynomial in terms of the document tag. The index is created 

by encrypting the coefficients of the polynomial created 

before using the public key. Data owner encrypts dictionary 

matrix consisting of all the keywords in the document, 

outsources both these     to the cloud server. All the authorized 

users will be having a trapdoor given by the data owner for 

searching, keywords in the query also converts to a 

polynomial form based on the key word tags, when a query 

reaches the server it checks the trap door for authorization and 

then compares it with the encrypted index, if a match is found 
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then it will retrieve the encrypted content back to the data 

user, he then needs the help of data owner to decrypt the 

content. Advantage of this method is    that the cloud server 

can’t infer anything about the content of the data as 

everything is in polynomial form. Computational overhead is 

the disadvantage. 

[2] [DS-PEKS], two servers are used. First a key 

generation algorithm generates key pairs for front and back 

servers.  The keywords are encrypted using the public keys of 

front server and back server respectively. Up on receiving the 

query from the receiver, the front server preprocesses the trap 

door and all the cipher texts using its private key, and then 

sends some internal testing states back to the back server with 

the corresponding trap door and hidden cipher text. The back 

server can now decide what all documents are required by the 

receiver and using its private key it processes the internal 

testing states given by the front server. After successful 

processing the back server retrieves required cipher text. The 

advantage is that this method prevents keyword guessing 

attack by the malicious server. 

In [3] all the keywords are associated with a linked 

list constructed like a node consisting of identifier of the files 

where the key word appears and a state visibility parameter 

to indicate whether the file is public or private. For more 

privacy each node is randomly stored in an array and 

encrypted using different keys. They also keep an access 

control list to check whether the request made by the user has 

the right to access the file. During authorization phase the 

data owner provides a private key for proving his identity to 

the cloud server and two more keys for generating trap door 

and decrypt the cipher text. All users have a unique secret 

key, trap door is unforgeable are the advantages. 

In [4] four parties are involved, data owner, data 

user, cloud server, a trusted third party. The data owner 

chooses keywords from his collection of plain text documents 

to be outsourced for the index creation. In the index, each 

keyword has a pruning code and a secret code. After 

encrypting the data and index, both outsources to the cloud 

server. Unless a valid trapdoor index will not retrieve 

anything. After getting the query the server searches in the 

index for a match by comparing the pruning code of all the 

keywords, a candidate list is created with the result and it 

sends to the trusted third party. The trusted third party 

compares the trap door with the secret code of each keyword 

in the list for finding an exact match, once match is found the 

third party sends the cipher text corresponding to the query 

back to the server. The advantage is that it preserves the 

privacy of the trap door, but third party trusting is the 

disadvantage. 

In [5] they provide an easy search of query by 

introducing a compression function, this function divides the 

keywords in to different sets. Each key word in the document 

belongs to different sets, the set index is returned by the 

compression function corresponding to each keyword. Up on 

receiving a query the server finds the set index using the 

compression function and checks only in that set for a match 

instead of checking the entire key words in the index. More 

functional but less effective 

III. APPROACH AND METHODOLOGY 

The entities in proposed system are data owner, cloud storage 

server and clients. Owner encrypts the data and stores the data 

in storage server. The data owner outsources the data in the 

server after encryption.  The user of the data has   to access 

the data from the server, but it is in an encrypted form, most 

probably he may not require the entire data, so he needs to 

perform a search on the encrypted data. Searching on 

encrypted data is a difficult task, in this paper we introduce     

a new technique in which the data owner not only keeps the 

encrypted data but also stores an efficient searchable index 

with least searching time along with the data to be outsourced 

so that the data user will get the required part of the encrypted 

text. In this approach server handles all computing when a 

query from the user is reached. The server searches the query 

with the index for a match, once a match is found the server 

retrieves the data and giving it back to the user. 

A. Problem Statement: 

Many data owners now a day’s prefer to store their data in 

cloud in an encrypted format, users sometimes need only a 

portion of the encrypted data so they search what they want 

but searching on this is difficult. Efficient searching on the 

encrypted domain and retrieving only the relevant 

information instead of the whole files is the problem 

addressed in this work. 

 
Fig. 1: Proposed model 

IV. SOLUTION APPROACH 

Proposed solution approach contains mainly three    stages. 

 Document Encryption. 

 Index Construction. 

 Searching On Index. 

A. Document Encryption: 

Cloud server allows data to be outsourced at any time and 

from anywhere. But if the data to be outsourced is sensitive 

then the data owner has to convert the data in another form 

which cannot be understood by an unauthorized person. So 

data owner go for encryption before outsourcing the data in 

the cloud storage. The basic function of encryption is 

basically to translate traditional text into cipher text. 

Encryption ensures that data doesn’t get read by the 

unauthorized people, but can also ensure that data isn’t 

altered in transit, and verify the identity of the sender. There 

are two different basic encryption methods: Symmetric Key 

encryption and Public Key encryption. 
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1) Symmetric Key Encryption:  

Symmetric key encryption algorithm uses same cytological 

keys for both encryption and decryption of cipher text. 

 
Fig. 2: Symmetric key encryption 

2) Public Key Encryption:  

Public key encryption algorithm uses pair of keys, one of 

which is a secret key and one of which is public. 

 
Fig. 3: Public key encryption 

These two keys are mathematically linked with each 

other. Any public-key encryption schemes is bound to 

increase the size of the data that it enciphers: if it did not, 

there would be a single cipher text for any given plain text, 

and   thus an adversary could test if the plain text is a certain 

value, simply by enciphering that value (using the public key) 

and comparing to the cipher text. Public-key encryption 

schemes typically increases the cryptogram size. Symmetric 

key algorithms provide large security with less key length. 

One of the popularly used symmetric key algorithm 

is AES. One of the popularly used radially symmetrical key 

algorithmic rule is also AES.  The Advanced encoding 

commonplace or AES could be a symmetrical block cipher 

employed by the U.S. Government to shield classified info 

and is enforced in code And hardware throughout the globe 

to cypher sensitive information. Symmetric key symmetric 

block cipher, 128-bit data, 128/192/256-bit keys, Stronger 

and faster than Triple-DES. Here the data owner encrypting 

the documents using AES algorithm before outsourcing. 

B. Index Construction: 

The second phase of the solution approach is Index       

construction. The index creation is done by the data owner, 

index reduces the searching time for a user when a query is 

given. Here the index is based on frequency of words occur 

in the document collection. We take those many number of 

words having highest weight in the document for index 

creation. But some words called stop words will occur 

everywhere in documents removed from the document 

collection because their weight or frequency adds no value 

for index creation. So the data owner first eliminates 

 
Fig. 4: Paragraph retrieval 

The stop words such as “is, has,” from the data to be 

outsourced. Then finding the weights of the remaining terms 

for the index creation. 

 
Fig. 5: Hash map 

1) Algorithm 1: Algorithm for index creation and out 

sourcing the data  

Input: A document set S= D1 D2. Dn 

Output: Encrypted S and a searchable index for S 

1) Step 1: Encrypt S using a key K 

2) Step 2: for each document Di ε S do 

3) Step 3: Bi[n] ← RemoveStopWords (Di) 

4) Step 4: Ci[n] ← TFIDF (Bi[n]) 

5) Step 5: Read the whole file S and populate 

Ci[n]   with word positions for all values of Ci[n]   > 

threshold 

6) Step 6:  Set Index ← (hash÷ Size)+1 

7) Step 7:   Set position ← last˙ (index) 

8) Step 8:   for each i do 

9) Step 9:   Set Position n˙ ext← Ci[m] 

10) Step 10:  Return Hash Table and encrypted text 

2) Algorithm 2:  Algorithm for Searching 

Input: keyword in the query 

Output: Encrypted output 

1) Step 1: Find the index corresponding to the 

Query   using Index ← (hash÷ Size) +1 

2) Step 2: while Index˙ Next = NULL do 

3) Step 3: if index ˙next ˙key== query keyword then 

4) Step 4: output the corresponding paragraph 

Using the positions else not found; 

3) Term Frequency:  

Usually we give weights for each term in a document based 

on how many times a word occur in the document. The term 

frequency of a term t in a document usually denoted by tft,d 

tft,=(no of occurrence of term ”t” in document ”d”) / (total no 

of terms in d)Term frequency will only tell how important a 

word is in a document this alone is not a good measure to find 

number of words which are scattered in the document 

collection for creating the index. 
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4) Inverse Document frequency:  

Sometimes we some word’s term frequency will be very high 

if it occurs many times in the document collection in that case 

we need to  reduce weight of that word to determine its 

relevance. For example the word auto will appear many times 

if we consider the automobile manufactures records. In such 

cases the weight of term frequency should be reduced for high 

collection frequency. An important measure in such cases is 

to scale down  

The weight, Inverse document frequency is a   good 

measure     in such cases. Inverse document frequency (idf) 

of a term tis denoted by idft 

idft = log [(total number of documents)/(no of  

 documents contain the term t)] 

idft = log [N/dft] 
IDF of a word gives a good idea whether it is 

common   in all documents or rare in all documents. The idf 

of a frequently occurring term or word will be less and that of 

rarely occurring word will be high. 

5) Term frequency-Inverse document frequency (TF-IDF): 

If we combine the term frequency and document   frequency 

together then we will get a composite weight for all the terms 

in the document collection and this is a good measure to find 

the relevance of terms in a document collection for making 

an index for searching query terms. 

tf-idft,d = tft,d ⊗ idft 

TF-IDF value of a term will be less if the term is 

occurs   in many documents. 

After finding the TF-IDF values of all the distinct 

terms in the document collection, we take a set of words 

having less tf-idf value as less number indicates more 

relevance. Since the index is also stored in the server, we 

either need to take the encrypted values of selected words or 

finding the hash value. SHA1 hash of these words are then 

taken for index construction. Index is built as a hash map for 

easy searching. The searching complexity in hash map is O 

(1) in average and best cases but O (n) in worst case. A hash 

map consists    of a key value pair. 

6) Hash Map:   

The index is implemented as a hash map. A Hash Map 

contains values based on the key. It implements the Map 

interface and extends Abstract Map class. It contains only 

unique elements. It may have one null key and multiple null 

values.  It  maintains  no  order Hash Map  maintains  key  

and  value  pairs  and  often denoted 

As Hash Map < Key, V value > or Hash Map < K, 

V >. Hash Map implements Map interface. Hash Map is 

similar to Hash table with two exceptions, Hash Map methods 

are un synchronized and it allows null key and null values 

unlike Hash table. 

7) Key Value Semantics in Hash Map:  

The purpose of a map is to store items based on a key that can 

be used to retrieve the item at a later point. Similar function 

will solely be achieved with a list in the limited case where 

the key happens to be the position in the list. In the hash map 

the key is the SHA1 code of the selected key words having 

less TF-IDF values. The value part is a linked list of positions 

of words in the cipher files. This makes the searching faster. 

Finally the encrypted set of documents and the index is 

outsourced to the server. 

C. Searching 

When the user enter a key word the SHA1 code is generated 

corresponding to the key word and is sent to the server. Server 

searches the key word in the index for a match. If a match 

occurs then the server retrieves the linked list for that key 

word which contains the cipher file name and the positions of 

the word in various files. Now the server knows the positions 

of keywords in the encrypted documents. Server now extract 

the paragraph of cipher text containing the given position by 

searching the cipher text for a new line (line break) above and 

below the position extracted from the list. After finding the 

first new line above and below the specified position it 

retrieves the cipher data in between and sent to user. If user is 

okay with the displayed paragraph he can download that file 

alone or search for another. 

V. RESULT & EXPERIMENTATION 

The proposed technique is implemented in Corei4 processor 

with 2GB RAM using Java Platform as front. The data set we 

used is Mien Kampf the auto biography of Hitler which is one 

of the most read text in the Internet. The data     is of 1MB 

size. After implementing the proposed method we 

successfully execute a program for variety of key words and 

it outputs the real event paragraph in most cases. 

VI. CONCLUSION 

In this paper, a secure, efficient search scheme is proposed, 

which supports the accurate keyword search. We constructed 

special keyword index for searching. Index is maintained as 

a hash map with key and value. Value is a list of positions. 

Hah map returns the content in O (1) time. So the Retrieval is 

fast. 
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