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Abstract— The world is moving at a fast pace, and the credit
goes to ever growing technology. One such concept is
INTERNET OF THINGS (Internet of things) with which
automation is no longer a virtual reality. INTERNET OF
THINGS connects various non-living objects through the
internet and enables them to share information with their
community network to automate processes for humans and
makes their lives easier. The paper presents the future
challenges of Internet Of Things , such as the technical
(connectivity , compatibility and longevity , standards ,
intelligent analysis and actions , security), business (
investment , modest revenue model etc. ), societal ,changing
demands , new devices, expense, customer confidence and
legal challenges ( laws, regulations, procedures, policies etc.
). A section also discusses the various myths that might
hamper the progress of INTERNET OF THINGS, security of
data being the most critical factor of all. An optimistic
approach to people in adopting the unfolding changes brought
by INTERNET OF THINGS will also help in its growth.
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. INTRODUCTION

The Internet of Things (Internet of Things) is a synonym for
the fully interconnected world [1]. It joins all the things with
technology and makes a whole new separate scopes for them
to interact with each other with the help of internet.
INTERNET OF THINGS is not just a concept but can prove
to be a revolutionary in advancing technology to change the
lifestyles of humans altogether [2].

INTERNET OF THINGS is something that will not
leave any physical or theoretical concept unaffected. As it
demands inter communication between objects, everyone
should be able to fetch content from any device at any point
in time from everyone located anywhere and who is a part of
any businesses or services, through any path or network.
Constructively, ‘availability' is a critical factor that affects the
performance of INTERNET OF THINGS [3].
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Fig. 1: Broad Definition of Internet of Things

Let us assume this scenario of driving to a train.
There is a network to which all the things like AC, alarms,
cars, coffee maker, maps, fuel, calendar, indicator etc. are
connected. Now consider your meetings got delayed and will
start 45 minutes. Later in the morning than scheduled, the
system will notify that you might want to sleep 45 minutes.
Late because of the change. The system also indicates the
change in train schedules and fuel levels.

Fig. 2: General Example of Internet of Things

The traffic indications by maps can help avoid you
delays and change routes before engaging in accident scenes,
to reach on time. While all this is happening, it is
communicated to things likes alarm which automatically
snoozes for 5 minutes or more, the car melts the ice that
gathered overnight, and the coffee maker makes coffee after
starting up. [4].

According to a survey done in 2014 — 2015 [5], there
was a grand movement in the understanding and prioritization
of INTERNET OF THINGS among people in just one year.
When asked about their interest in INTERNET OF THINGS
and their engagement with it, some awareness parameters
seemed to have almost doubled their percentage values from
the last year.

Don't know or not amitar Ay o
Haven't considered or assessed yet m23%
Currently assessing the costs and -25%
benefits of deploying 20%
Assessed and decided not to invest for 12%
at least 12 months —8%
Will begin investment within the next rl?%
12 months 8%

Currently implementing or piloting -7%1 ™

Already invested to get the network 9%
ready for the Internet of Things E‘é

m 2015
m 2014

Fig. 3: Survey of understanding and prioritisation of IOT
Technology
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Il. GROWTH OF INTERNET OF THINGS OVER LAST FEW YEARS

The graph below depicts the growth of Internet of Things
over the years. In 1992, only 1,00,000 people were using
INTERNET OF THINGS as a technology. Till 2003, the
number grew to half a billion people. While 2009 marked the
INTERNET OF THINGS inception, 2012 witnessed a sudden
increase in the usage of INTERNET OF THINGS where the
people using INTERNET OF THINGS reached 8.7 billion,
and there was no looking back. The number of users has
grown exponentially over the years reaching 32 billion in
2018. It is expected that the number will broaden to 50.1
billion by 2020. [6]
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Fig. 4: Survey of Growth of Internet of Things over past
years

I1l. FUTURE OF INTERNET OF THINGS

The business risk and uncertainty is always present in any
new technology. In case of Internet of Things, it is observed
that many of the dangers are physically not present somewhat
they are distorted or misstated. While it will take time to
develop the Internet of Things vision fully, the building
blocks to start the process are ready to be used.
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Fig. 5: Future of loT in the year 2015 and 2020

The major requirements are hardware and software
assets that are either available in a small quantity or some are
under in development; it is also a fact that, the security and
confidentiality concerns of Internet Of Things devices are not
properly addressed over past decade. It is a whole and sole
responsibility of stakeholders to collaborate and carry out the
open standards to make Internet of Things reliable, secure and
interoperable. Therefore, allowing secured services to be
delivered seamlessly.

Over the next few years 10T is expected to make
over $21 trillion [8]. However, the problem associated with
this: these ‘things' have myths surrounding them, some of
which are impacting how organizations develop the apps to
support them.

An overview of the Internet of Things Market in
2015 and 2020 is shown. The comparison of the percentage
of total connected devices and the percent of market revenue
of several verticals like Healthcare, Transport & Automotive,
Retail & Banking, and Industrial & Manufacturing.

However, there are some myths [10] that hover
around the certain future of INTERNET OF THINGS. Let us
talk about each of them one by one.

IV. CHALLENGES OF INTERNET OF THINGS

Behind every story there is hidden chain of problems that
needed to be solved. Same is the case of INTERNET OF
THINGS. According to banafa A. et. al. It experiences three
major challenges [15]:

— Technological challenges

— Business challenges

Societal problems

A. Technology

Internet of Things components are implemented using
divergent protocols and technologies. As a result, these
components have intricate configurations and poor design.

Technological challenges can be a reflection of five
parameters [15].

B. Security:

Internet of Things has happened to cause major security
issues that have grabbed the attention of various public and
private sector companies of the world. Adding massive
number of new hubs to the systems and the web will provide
attackers with a larger platform to invade the systems,
particularly as many experience the ill effects of security
holes. Indications suggested that the malware captured
infinite number of Internet of Things gadgets that are being
used in basic applications like smart-home devices and
closed-circuit cameras and deployed them against their own
servers. A further critical move in security will develop from
the way Internet of Things turns out to be involved in our lives

Cameras connected to the internet contributes 30%
to security concerns. Others are being 15% on doors, 12% on
car cameras, 11% on TVs, 7% due to iron, 7% on heating
systems, 8% on smoke systems, 5% and 5% on oven and
lightening each.
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Fig. 6: Concerns of loT

All rights reserved by www.ijsrd.com 630



Future and Challenges of Internet of Things
(IJSRD/Vol. 7/Issue 10/2019/153)

C. Connectivity:

The most significant challenges of the future of Internet of
Things would be to connect several devices, this
communication will end up resisting the currently existing
structure and the technologies associated with it.

D. Compatibility and Longevity:

Unavailability of standardized M2M protocols, Non-unified
cloud services, and varieties in firmware and operating
systems among Internet of Things devices are some of the
other compatibility issues.

E. Intelligent Analysis & Actions:

The final step in the implementation of Internet of Things is
the revelation about the data for analysis. There are certain
parameters that cause intelligent actions to be incorporated in
INTERNET OF THINGS, some of them being lesser device
cost, enhanced device functionality, the machine
"influencing” human actions deep learning tools, machine
actions in unusual scenarios, information security and device
interoperability and privacy [18].

V. CONCLUSION

The paper goes through the various aspects of what future of
INTERNET OF THINGS looks like. While using data
collected from sensors wisely, dependency of INTERNET
OF THINGS on mobile networks, significance of the data
generated from different devices, importance of networks
alongside data centers, need of a secured infrastructure with
remote controls, evolution of interoperability, heterogeneity
and openness are some of the issues that need to be addressed,
security and privacy of data will play a major role in how the
picture of Internet Of Things will look like in the coming
decades. Every aspect including technology, business,
society and law resist the success rate of INTERNET OF
THINGS. Acceptance of technology by people is also
essential as people who are not fond of using gadgets, smart
devices and do not feel comfortable dealing with technology
will have a difficult time working with the complexity
functionality INTERNET OF THINGS will engage them
with. It's high time to deal with the factors that might
significantly bring down the mighty future of INTERNET OF
THINGS.
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