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Abstract— The cyber security solutions are built to handle the 

cyber threats that are raised from various sources. The cyber 

attacks make an impact on the national security through the 

economical damages. The crime-as-a-service (CaaS) is a 

criminal business model that underpins the cybercrime 

underground. The cybercrime underground economy is 

investigated by taking a data analytics approach from a design 

science perspective. The data mining approach is employed 

for analyzing the cybercrime underground. The CaaS and 

Crimeware are defined with different parameters. The 

associated classification model is built for the cyber attack 

and national security impact analysis process. The application 

model is developed with the classification scheme to evaluate 

the cyber attacks and its economical impact on the national 

security problems. The cybercrime underground economy is 

analyzed with large data set obtained from the online hacking 

community. The framework provides useful practical insights 

to practitioners by suggesting guidelines as to how 

governments and organizations in all industries can prepare 

for attacks by the cybercrime underground.  
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I. INTRODUCTION 

Emphasized in both the National Security Strategy and the 

Cyber Security Strategy [8], cybercrime is now a Tier-One 

national threat to the United Kingdom, a threat which must 

be addressed as our lives become ever more embedded in the 

digital economy. Recent cybercrime statistics [7] indicate that 

with hundreds of millions worth of damage, cybercrime 

remains one of the primary threats facing nations, 

corporations and ordinary people. The problem with the 

current cybersecurity practice is that it is too often perceived 

as a technological challenge. Rather, this project argues that 

cybersecurity should be embraced as a broader socio-

technological phenomenon because humans are also central 

to the problem: they are both to protect and to defend against.  

The effects of security become bounded by the pace 

of technological advance because at every incidence of 

technological change exists new unforeseen security 

vulnerabilities are new exploitable opportunities for the 

adversaries. Security practitioners are simply left playing a 

never-ending cat and mouse chase with their malicious 

counterparts.  

The time, space and domain but too often neglected 

are the people committing the crimes: their motivations and 

attitudes, their behaviour and also, the environments allow 

them to thrive. By studying these, security practitioners can 

better assess the risks they face, anticipate rather than reacting 

to attacks and addressing the problem with the right tools. The 

system examines one of the most profound transformations 

of crime brought about by the Internet: online criminal 

networking. The primary focus of this project is on profit 

driven cybercrime also know as carding. The perpetrators are 

known as the carders.  

In collaboration with the Serious Organized Crime 

Agency (SOCA), the system has been granted access to the 

archives of several online criminal social networks, better 

known as carding forums. These forums have previously been 

operating as online black markets for stolen data but have 

since been shut down by law enforcement agencies. They are 

fundamental to the emergence of the global digital 

underground economy we are witnessing today. Therefore, 

this project is presented with a unique opportunity of taking 

an inside look into the lives of the cybercriminals.  The 

system is focused to analyze the cyber criminals and their 

activities using an interdisciplinary approach involving 

network science and criminology.  

II. RELATED WORK 

In the past few years, there have been several studies that have 

analyzed various aspects of fraudulent businesses selling fake 

antivirus products. Researchers from Google described the 

techniques and dynamics used by cybercriminals to drive 

traffic to their sites via landing pages. Other work analyzed 

the distribution and installation methods of rogue security 

software [5]. Various security vendors have reported on 

potential revenue from scareware operations based on the 

number of infections that they observed. Cova et al. presented 

an analysis of the rogue antivirus structure and indirectly tried 

to measure the number of victims and profits based on poorly 

configured web servers used by several fake AV groups. 

They estimated the conversion rate of infections to sales at 

1.36% is slightly lower than the rates that we observed. We 

also found a similar geographic distribution of victims in the 

U.S. and number of domains registered by larger fake AV 

groups. In comparison, our data provides a much more 

complete view of large-scale fake AV operations, with 

information dating back more than two years. We also had 

visibility of refunds and chargeback from fake AV sales, 

which has never been studied before. 

Techniques to identify drive-by-download attacks 

have been proposed that analyze web sites for malicious 

content in a virtual or emulated environment to detect 

exploits. The prevalence of malicious web sites has been 

examined through crawler-based approaches that analyzed 

billions of web pages. Another study analyzed drive-by 

attacks via infiltration and provided insights into the 

compromised web servers used in the attacks as well as the 

security posture of potential victims. 

  The phishing scams include lack of knowledge and 

attentiveness to browser and other security related cues. 

Several approaches have been proposed to detect phishing 

sites such as analyzing page content, layout and other 

anomalies. In addition, studies have analyzed the modus 
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operandi of the criminal operations behind phishing and the 

effectiveness of phishing defenses. 

  The Internet’s underground economy is analyzed 

through advertised prices of web forums and IRC chat rooms. 

Holz et al. studied the drop zones used by botnets to store 

stolen information from victims. Stone-Gross et al. hijacked 

the Torpig botnet and studied the data exfiltrated from 

infected computers and estimated the value of the 

compromised financial information. The underground 

economy of large-scale spam operations was examined. The 

paper analyzed the complexity in orchestrating spam 

campaigns and explored an underground forum used by 

spammers to exchange goods and services. Another type of 

scam, known as One Click Fraud, was studied by Christin et 

al. The fraud works through intimidation threatening 

unsuspecting web site visitors with potential embarrassment 

unless a payment is received for a nonexistent service. The 

authors presented an economic model to determine the 

number of users that must fall victim to the scam in order to 

remain economically viable and estimated losses in the tens 

to hundreds of thousands of U.S. dollars. 

III. DATA ANALYTICS ON CYBERCRIME UNDERGROUND 

ECONOMY 

The threat posed by massive cyber attacks and cybercrimes 

has grown, individuals, organizations and governments have 

struggled to find ways to defend against them. In 2017, 

ransomware known as WannaCry was responsible for nearly 

45,000 attacks in almost 100 countries [1]. The explosive 

impact of cybercrime has put governments under pressure to 

increase their cybersecurity budgets. United States President 

Barack Obama proposed spending over $19 billion on 

cybersecurity as part of his fiscal year 2017 budget, an 

increase of more than 35% since 2016 [2].  

Global cyber attacks are executed by highly 

organized criminal groups and organized or national-level 

crime groups have been behind many recent attacks. 

Typically, criminal groups buy and sell hacking tools and 

services on the cybercrime black market, wherein attackers 

share a range of hacking-related information. This online 

underground market is operated by groups of attackers and it 

in turn supports the underground cybercrime economy [3]. 

The cybercrime underground has thus emerged as a new type 

of organization that both operates black markets and enables 

cybercrime conspiracies to flourish. 

The organized cybercrime requires an online 

network to exist and to conduct its attacks, it is highly 

dependent on closed underground communities. The 

anonymity these closed groups offer means that cybercrime 

networks are structured differently than traditional Mafia-

style hierarchies are vertical, concentrated, rigid and fixed. In 

contrast, cybercrime networks are lateral, diffuse, fluid and 

evolving. Since cyberspace is a network of networks, the 

threat posed by the rise of highly professional network-based 

cybercrime business models, such as Crimeware-as-a-Service 

(CaaS), remains mostly invisible to governments, 

organizations and individuals. 

Even though Information Systems (IS) researchers 

and practitioners are taking an increasing interest in 

cybercrime, due to the critical issues arising from the rapid 

increase in cyber threats, few have attempted to put this new 

interest on a solid foundation or develop suitable 

methodologies. Previous studies have not analyzed the 

underground economy behind cybercrime in depth. 

Furthermore, little is known about CaaS, one of the primary 

business models behind the cybercrime underground. There 

is an overall lack of understanding, both in research and 

practice, of the nature of this underground and the 

mechanisms underlying it. 

The data analytics approach is employed to 

investigate the cybercrime economy from a design science 

perspective. To achieve this goal, we (1) propose a data 

analysis framework for analyzing the cybercrime 

underground to guide researchers and practitioners; (2) define 

CaaS and crimeware to better reflect their features from both 

academic research and business practice perspectives; (3) use 

this to build a classification model for CaaS and crimeware; 

and (4) build an application to demonstrate how the proposed 

framework and classification model could be implemented in 

practice. We then evaluate this application by applying it in a 

case study, namely investigating the cybercrime economy by 

analyzing a large dataset from the online hacking community. 

The system takes a design science research (DSR) 

approach. Design science “creates and evaluates information 

technology artifacts intended to solve identified problems'' 

[6]. DSR involves developing a range of IT artifacts, such as 

decision support systems, models, frameworks, tools, 

methods and applications. Where behavioral science research 

seeks to develop and justify theories that explain or predict 

human or organizational phenomena, DSR seeks to extend 

the boundaries of human and organizational capabilities by 

creating new and innovative artifacts. DSR's contribution is 

to add value to the literature and practice in terms of ``design 

artifacts, design construction knowledge and/or design 

evaluation knowledge,''. The DSR guidelines and contributes 

design artifacts, foundations and methodologies. In 

particular, DSR must demonstrate that design artifacts are 

“implementable'' in the business environment to solve an 

important probe, so we provide an implementable framework 

rather than a conceptual one. We also create a front-end 

application as a case to demonstrate how the proposed 

framework and classification model could be implemented in 

practice. In addition, this study contributes to design theory. 

The DSR should have a creative development of 

constructs, models, methods, or instantiations that extend the 

design science knowledge base. This study therefore adds to 

the knowledge base by providing foundational elements such 

as constructs, a model, a method and instantiations. As for 

methodologies, the creative development and use of 

evaluation methods provide DSR contributions. Accordingly, 

this study uses dynamic analysis to conduct an ex-ante 

evaluation of the classification model. It also conducts an ex-

post evaluation of a front-end application using observational 

methods. From a practical perspective, this study also 

provides practitioners with useful insights by making 

suggestions to guide governments and organizations in all 

industries in solving the problems they face when preparing 

for attacks from the cybercrime underground. 
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IV. DATA MINING FRAMEWORK FOR CYBER CRIME 

ANALYSIS 

The constructs used in DSR are entity representations provide 

the vocabulary and symbols needed to define problems and 

solutions. Accordingly, the design elements used in this study 

are the cybercrime underground, criminal items, 

classifications and front-end system applications and the 

artifacts are based on these constructs. These artifacts are 

evaluated in two stages [9]: ex-ante and ex-post. Because 

DSR should be tentative, this ex-post evaluation is essential 

to the search process used by iterative DSR, which comprises 

search, design, ex-ante evaluation, construction, artifact, ex-

post evaluation and research. Based on this, we propose the 

data analysis framework.  

The cybercrime differs from general crime in many 

ways, we need to conduct a variety of analyses using a large 

dataset. A previous data mining framework for crime, 

dividing crimes harmful to the general public into eight 

categories: traffic violations, sex crime, theft, fraud, arson, 

gang/drug offenses, violent crime and cybercrime.  

 The data mining techniques could be applied to 

crime analysis, it did not consider the specific features of 

cybercrime. Furthermore, it only explained the data mining 

techniques briefly, rather than presenting a broad overview of 

the framework. In contrast, the goal of our data analysis 

framework is to conduct a big-picture investigation of the 

cybercrime underground by covering all phases of data 

analysis from the beginning to the end. This framework 

comprises four steps: (1) defining goals; (2) identifying 

sources; (3) selecting analytical methods; and (4) 

implementing an application. Because this study emphasizes 

the importance of RAT for analyzing the cybercrime 

underground, the proposed RAT-based definitions are critical 

to this framework: Steps 1-4 all contain the RAT elements. 

A. Defining Goals 

The first step is to identify the conceptual scope of the 

analysis. Specifically, this step identifies the analysis context, 

namely the objectives and goals. To gain an in-depth 

understanding of the current CaaS research, we investigated 

the cybercrime underground operates as a closed community. 

Thus, the goal of the proposed framework is to “investigate 

the cybercrime underground economy”. 

B. Identifying Sources 

The second step is to identify the data sources, based on the 

goals defined by Step 1. This step should consider what data 

is needed and where it can be obtained. Since the goal of this 

study is to investigate the cybercrime underground, we 

consider data on the cybercrime underground community. 

We therefore collected such data from the community itself 

and obtained a malware database from a leading global cyber 

security research firm. 

The cyber criminals often change their IP addresses 

and use anti-crawling scripts to conceal their 

communications, we used a self-developed crawler that can 

resolve captchas and anti-crawling scripts to gather the 

necessary data. We collected a total of 2,672,091 posts selling 

CaaS or crimeware, made between August 2008 and October 

2017, from a large hacking community site over 578,000 

members and more than 40 million posts. We also collected 

16,172 user profiles of sellers and potential buyers, based on 

their communication histories, as well as prices and questions 

and answers about the transactions. 

 The black market uses traditional forum threads 

instead of typical e-commerce platforms [4]. For example, 

sellers create threads in marketplace forums to sell items and 

potential buyers comment on these threads. One of the most 

significant challenges was therefore converting this 

unstructured data into structured data. Since the product 

features, prices and descriptions were explained within longer 

texts, we used a variety of text mining techniques to extract 

the important features. The malware database is obtained 

from a cybersecurity firm containing over 53,815 entries 

covering cybercrimes between May 11, 2010 and January 13, 

2014. This unique dataset strengthened our study by 

providing real world evidence from a different viewpoint. 

C. Selecting Analytical Methods 

1) CAAS and Crimeware Classification Model 

A diverse range of items are sold in the cybercrime 

underground, with different degrees of associated risk. For 

this study, we focused mainly on items critical to hacking. We 

first filtered the messages to select only those that carried 

significant risks and then divided them into the categories. To 

determine if a given message is dangerous, our classification 

model checks whether it falls into one of the following five 

categories: Threat, Product/Service, File Extension, Market 

and Exclusion. The simplified example to clarify this rule-

based approach. We used a dictionary consisting of 1,191 

keywords spread across five categories, built using data 

obtained from the cybersecurity research firm, anti-virus 

vendors, Wikipedia and forums. 

To be classified as a dangerous Threat, for example, 

a message must also contain Market-related keywords. 

Messages containing both Threat- and Market-related 

keywords are considered more dangerous than messages with 

only Threat-related keywords. Likewise, messages related to 

the Product/Service, Market and File Extension categories are 

not identified as dangerous if they only contain keywords 

related to one category. In addition, messages containing 

Exclusion-related are not identified as a dangerous. 

  To classify messages correctly, we also use 

keywords related to CaaS and crimeware. This classification 

step is applied after the messages have been filtered as above, 

so many keywords are not needed and the criteria are simpler. 

However, when a message fits into multiple categories, this 

overlap is recorded so as to derive additional insights from 

the later analysis and applications. The types of keyword used 

for the proposed classification model are as follows. 

 Threat: keywords directly related to threats or 

cyberattacks. 

 Product/Service: keywords related to products or 

services. 

 File Extension: keywords related to software or add-ons. 

 Market: keywords related to markets or transactions. 

 Exclusion: keywords that are not related to malware. 

To improve the quality of the training data, we 

referred to the malware database obtained from the 

cybersecurity research firm. Since this database contained 

labeled black market communications by cybersecurity 

professionals, it provided an appropriate guide for building 
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the training dataset. The database was a little out of date, so 

we also referred to more recent data from anti-virus vendors' 

websites. Four undergraduate students with cybersecurity 

backgrounds assisted in validating this data. Before creating 

the training dataset, we presented the participants with a set 

of guidelines and procedures based on the malware dataset. 

After they had fully understood and discussed these, we used 

them to create the training data. When two students disagreed, 

someone from the other group discussed the matter with them 

to help reconcile the disagreement. The inter-rater reliability 

score was 82%. This is above the suggested reliability 

minimum (80%) and so was considered adequate. 

2) Company Name Extraction 

Named entity recognition is an information extraction 

technique that classifies named entities based on a predefined 

dictionary. We used the Open Calais API to recognize 

company and personal names. We use named entity 

recognition to identify the company names mentioned in the 

cybercrime underground, which we consider as potential 

targets. 

D. Implementing an Application 

The organizations emphasize measures they take to prevent 

cybercrime, their overall effectiveness has yet to be 

empirically demonstrated in practice. In the last step of our 

framework, we demonstrate the use of the proposed CaaS and 

crimeware definitions, classification model and analysis 

framework. The resulting application implements all the data 

analysis methods and aims to demonstrate the framework can 

deliver insights to end users. 

V. CONCLUSION 

The cyber attack and its association on national Security is 

analyzed with the data mining approaches. The economical 

impact mainly affects the national security. The DSR 

approach is mainly focused on building and evaluating 

artifacts. Actions are usually considered to be the main focus 

of behavioral science. We have therefore proposed two 

artifacts: a data analysis framework and a classification 

model. We have also conducted an extant evaluation of the 

classification model's accuracy and an ex-post evaluation of 

its implementation using example applications. In line with 

the initiation perspective of DSR, these four applications 

demonstrate the range of potential practical applications 

available to future researchers and practitioners. The analysis 

presents a detailed view on the economical impact and the 

organized cyber criminal activities. 
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