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Abstract— For last couple of year emerging technologies had 

changed our life drastically, especially with advances in smart 

mobile and faster and cheaper internet. As a result of research 

& development activities we have various kinds of sensors 

like Digital Bio sensing Surface, ECG (Electrocardiogram) to 

gather information, smarter equipment like Tablets, any 

Smart Phone Apps to manner and existing them; with these 

we have robust methods of conservation interconnect all 

these device to furnish whole new consumer experience. 

Currently various hospitals are the use of computerized 

information system regarded as HIS (Hospital Information 

System). But with changing technologies there is scope for 

turning in smarter information system to supply more 

advantageous administration, best patient care, and 

streamlined operations and enhance profitability. The study 

is focus on examining current statistics system, discovering 

key areas for improvement, identifying newer technologies to 

fit requirement. 
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I. INTRODUCTION 

Now a day’s Health Care Organizations of all sizes faces a 

critical want to control and integrate clinical, financial and 

operational information. In the current regulatory and 

economic environment, hospitals must focus their efforts on 

performance initiatives that are essential in the short term and 

that will also remain critical for long-term success. By 

delivering the right information to the right person at the right 

time, any enterprise will be able to improve the delivery of 

the healthcare Services and make processes more efficient. 

This is what transforming Information into intelligence. To 

Change Hospital Management system into Smart Hospital 

Management System needs to take help from a range of 

clever devices which are present now and coming in future. 

These various devices will help Organization with seamless 

float of facts between disparate structures and commercial 

enterprise units so that the company at each macroscopic and 

microscopic degrees can deliver higher care and more 

advantageous satisfaction to patients, care companies and 

additionally the attendants. 

II. LITERATURE SURVEY 

In [1], at first they have described the security and the privacy 

issues in healthcare applications using body sensor network 

(BSN). Subsequently, they found that even though most of 

the popular BSN based research projects acknowledge the 

issue of the security, but they fail to embed strong security 

services that could be preserve patient privacy. Finally, they 

proposed a secure IoT primarily based healthcare system 

using BSN, known as BSN-Care, which can efficiently 

accomplish a range of security requirements of the BSN 

based healthcare system. 

 In [2],The vast opportunity in the ‘point-of-care’ 

access and the capture and transmission of patient 

information will continue to drive the healthcare industry 

towards increased mobility. The importance is in the shifting 

awareness that mobility in healthcare settings increasingly 

refers to – the mobility of sensor/actuator devices, the 

healthcare providers (health ‘outsourcing’) and of the patient 

(users) themselves. MobiCare leverages the point-of-care 

patient access to offer important benefits like quality 

healthcare, a programmable service architecture, flexible 

service composition and a full-scale medical systems 

integration. MobiCare is an ongoing mission and much work 

stays to be done. Besides a proof-of-concept prototype, they 

are also in the process of investigating other long-term, 

challenging research problems in MobiCare including the 

body sensor network security, reliable and secure sensor code 

updates and upgrades, the potential legal hurdles involved 

and the privacy issues that arise with dynamic remote code 

updates. They will address all of these above challenges to 

enable a ubiquitous computing and communications 

infrastructure for large-scale, pervasive healthcare services. 

 In [3], the proposed protocol is based on offloading 

heavy cryptographic primitives to third parties. Highly 

resource-constrained nodes are then in a position to set up a 

shared end-to-end secret with any remote entity, making use 

of symmetric cryptography. This is achieved through simple 

message exchanges with third parties, which are much less 

energy consuming than the actual use of asymmetric 

cryptographic primitives. They have evaluated our protocol 

regarding both security aspect and energy cost savings. The 

effects have shown that security properties of our protocol are 

safe. In addition, considerable energy gains according to the 

number of used third parties are achieved. Besides, as the 

number of third parties grows, security is strengthened. 

Nevertheless, energy consumption increases due to the 

communication overhead. A viable tradeoff needs to be found 

bettheyen security level and energy consumption. As future 

work, they are investigating the possibility of developing a 

lighttheyight trust model to allow constrained nodes 

automatically select effective third parties. 

 In [4], the real spreading of IoT services requires 

customized security and privacy levels to be guaranteed. The 

broad overview provided with this survey arises many open 

issues, and shed some light on research directions in the IoT 

security field. More in details, a unified vision regarding the 

insurance of security and privacy requirements in such a 

heterogeneous environment, involving different technologies 

and communication standards is still missing. Suitable 

options need to be designed and deployed, which are 

impartial from the exploited platform and in a position to 

guarantee: confidentiality, access control, and privacy for 

customers and things, trustworthiness among devices and 

users, compliance with described safety and privacy policies. 

Research efforts are also required to face the integration of 

IoT and communication technologies in a secure middleware, 

able to cope with the defined protection constraints. Another 

research field is that of IoT security in cell devices, an 
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increasing number of substantial today. Much efforts have 

been (and are being) spent through the worldwide. 

 In [5], they have analyzed an authenticated key 

agreement scheme for TMIS introduced by Islam and Khan 

in 2014. Although the security of this scheme was proved 

through random oracle model, they have demonstrated that 

any legal but malicious patient was able to compromise other 

user’s identity and launched server spoofing attack, off-line 

password guessing attack, man in- the-middle attack, 

impersonation attack, modification attack, replay attack and 

strong replay attack successfully. To address these problems, 

an improved authenticated key agreement scheme based on 

elliptic curve cryptography was presented in this paper. The 

proposed scheme has realized the protection of patient-related 

information transmitted in the open channel and provided 

privacy protection during the healthcare delivery session, 

which enabled the remote patient to enjoy the healthcare 

services via TMIS conveniently and anonymously. Security 

analysis demonstrated that the proposed scheme can resist 

various attacks and provided many attractive security 

properties. Performance evolution shotheyd that the proposed 

scheme achieved a desired balance bettheyen security and 

performance in comparisons with other protocols. 

III. SUMMARIZED ANALYSIS 

Sr. 

No 
Paper Name Author Name 

Published 

Year 
Advantages Disadvantages 

1. 

Paper Name: BSN-Care: A 

Secure IoT-based Modern 

Healthcare System Using 

Body Sensor Network 

Prosanta Gope, 

Tzonelih Hwang 
2015 

Propose a secure IoT based 

healthcare system using 

BSN, called BSN-Care, 

which can efficiently 

accomplish those 

requirements. 

They fail to embed 

strong security 

services that could be 

preserve patient 

privacy 

2. 

A Programmable Service 

Architecture for Mobile 

Medical Care 

Rajiv 

Chakravorty 
2006 

MobiCare do show that it 

has the potential to become 

a feasible and a useful 

infrastructure paradigm for 

the next generation 

healthcare. 

Much work remains to 

be done 

3. 

An end-to-end secure key 

management protocol for 

e-health applications 

Mohammed 

Riyadh 

Abdmeziem 

Djamel 

Tandjaoui 

2014 

Evaluate both 

communication and 

computational costs to 

highlight energy savings. 

Energy consumption 

increases due to the 

communication 

overhead. 

4. 

Security, privacy and trust 

in Internet of Things: The 

road ahead 

S. Sicari , A. 

Rizzardi , L.A. 

Grieco , A. 

Coen-Porisini 

2014 

. main research challenges 

and the existing solutions in 

the field of IoT security 

 

5. 

Robust ECC-based 

Authenticated Key 

Agreement Scheme with 

Privacy Protection for 

Telecare Medicine 

Information Systems 

Liping Zhang & 

Shaohui Zhu 
2015 

Improved ECC-based 

authenticated key agreement 

scheme 

 

Table 1: Summarized Analysis 

IV. MATHEMATICAL MODEL 

Let W be the whole system which consists: 

W= {IP, PRO, OP} 

Where, 

IP is the input of the system. 

A. IP= {P, SD, SN, PD, U} 

1) P is the number of patients in the system. 

2) SN is the set of number of sensing nodes in the system. 

3) SD is the sensing data sensed from the medical SD. 

4) PD is the patient’s database system which consists of 

number of databases. 

5) U is the set of number of user in the systems that are 

accessing the data from patient’s database server. 

B. PRO is the Procedure of our Proposed System 

1) Step 1: At first the wireless medical network which 

senses the patient’s body and transmits   data to a patient 

database system. 

2) Step 2: A patient database system which stores the 

patient data from medical and provides querying services 

to users (e.g., physicians and medical professionals). 

3) Step 3: A patient data access control system which issued 

by the user (e.g., physician) to access the patient data and 

monitor the patient. 

4) Step 4: A patient data analysis system which is used by 

the user (e.g., medical researcher) to query the patient 

database system and analyze the patient data statistically. 
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C. OP is the Output of the System 

The system provides the privacy to the patient’s sensible data 

available on the patient’s database system in the sense of 

inside attacks. 

V. ARCHITECTURE DESIGN 

 
Fig. 1: System Architecture of Smart Hospital 

VI. CONCLUSION & FUTURE SCOPE 

This system presents an approach of automatic system. 

System is capable of measuring saline level, body 

temperature, and heartbeats automatically and it is very 

helpful for doctors and patients. With advances in digital 

medical equipments, wireless sensors it is feasible to collect 

information timely and precisely. It is possible to create 

centralized system connecting each device in hospital further 

this system can be connected with smart phones/tablets thus 

enabling more monitoring and control of operations even 

from remote location. Process of automation can be 

enhancing with reduced redundancy with help of centralized 

interconnected system. 

 The Internet of Things (IoT) continues to seriously 

change healthcare transport an unprecedented pace. An 

increasing number of diverse set of smart devices and 

communication-enabled sensors is bringing hospitals greater 

awareness of the medical devices, equipment, clinicians, 

body of workers and suffers in their care delivery 

environments. They also are generating a wealth of statistics 

that they can use to re-engineer delivery models to grow to be 

extra dynamic, environment friendly and responsive to 

affected person needs—driving decrease expenses and 

greater patient satisfaction. We propose a system where 

patient can be continuously monitored through sensor that 

helps ward staff for management information system for the 

hospital authorities to develop comprehensive health care 

policies. 

ACKNOWLEGEMENT 

We wish to express our profound thanks to all who helped us 

directly or indirectly in making this paper. We are thankful to 

our project guide Prof. Pallavi Shimpi for her valuable 

guidance. We also wish to thank our HOD Prof. Soumitra Das 

for their kind support. 

REFERENCES 

[1] Prosanta Gope and Tzonelih Hwang “BSN-Care: A 

Secure IoTBased Modern Healthcare System Using 

Body Sensor Network” IEEE SENSORS JOURNAL, 

VOL. 16, NO. 5, MARCH 1, 2016 

[2] R. Chakravorty, “A programmable service architecture 

for mobile medical care,” in Proc. 4th Annu. IEEE Int. 

Conf. Pervasive Comput. Commun. Workshop 

(PERSOMW), Pisa, Italy, Mar. 2006, pp. 531–536. 

[3] Mohammed Riyadh Abdmeziem, Djamel Tandjaoui “An 

end-to-end secure key management protocol for e-health 

applications” Computers and Electrical Engineering, 

ELSEVIER ,2015 

[4] S. Sicari, A. Rizzardi, L.A. Grieco, A. Coen-Porisini 

“Security, privacy and trust in Internet of Things: The 

road ahead” Computer Networks, ELSEVIER ,2015 

[5] Liping Zhang & Shaohui Zhu “Robust ECC-based 

Authenticated Key Agreement Scheme with Privacy 

Protection for Tele-care Medicine Information 

Systems”, Journal of Medical System ,Springer 2015 

[6] Debiao He and Sherali Zeadally “An Analysis of RFID 

Authentication Schemes for Internet of Things in 

Healthcare Environment Using Elliptic Curve 

Cryptography”,IEEE Internet of Things Journal Volume: 

2, Issue: 1, Feb. 2015 


