
IJSRD - International Journal for Scientific Research & Development| Vol. 6, Issue 09, 2018 | ISSN (online): 2321-0613 

 

All rights reserved by www.ijsrd.com 597 

Review on Light Weight-Cryptography and Future Challenges 

Aneeta S. Musthafa 

PG Student 

Department of Electronics & Communication Engineering 

Mount Zion College of Engineering, Kadamanitta, India 

Abstract— Cryptography is the study of hiding information. 

It is the method of reworking on the message to make them 

secure and resistant to attack .In cryptography the original 

message is converted into other message at the encryption 

side and reconverted into original message at the receiver 

side. For constrained devices normal cryptographic 

algorithms can be too slow, too big and time consuming. The 

term Light weight cryptography studies new algorithms to 

outdo this problem. This technique is generally used for 

resource constrained devices. (RFID tags & WSN are EGS) 

Light -weight encryption is a combination of two terms "light 

and weight "and it is a sector of a classical cryptographic 

algorithms. Light weight encryptions and decryptions are 

implemented on platforms as well as hardware and software. 

This paper presents the analysis study on the common use of 

recent hardware and software implementations of symmetric 

and asymmetric ciphers. 
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I. INTRODUCTION 

Pervasive computing aims to embed good devices into 

everyday objects. The restrict resources of these devices and 

the need for lower production costs resulted in the 

development of light weight cryptographic mechanisms. 

Light weight cryptography is a tool for building security 

solution for pervasive devices. Because of the high cost 

constraint and high volume applications light weight 

cryptography has taken its origin. But the computational 

complexity of the ciphers poses a major challenge. In the case 

of pervasive computing several devices are connected so as 

to provide ambient intelligence applications and varied sorts 

of increased services? The protection of these devices are of 

outmost importance, as they have to communicate 

information's unendingly and need to ensure protection from 

malicious entities .The main aim of LWC is to enable various 

applications like vehicle security systems, smart meters, IOT, 

intelligent transport system, monitoring system, wireless 

patient and monitoring systems the above mentioned is 

exacerbated by the fact that these devices could directly 

interact with the physical environment by corresponding 

actuators ,compromising user security in case of any misuse. 

 This article covers hardware plus software 

implementations of symmetric and asymmetric ciphers .New 

idea have been proposed which uses soft computing 

techniques to help to put a correct scientific argument in spite 

of what used in algorithms such as DES, AES, and RSA etc. 

There is a requirement of secure algorithm which will mark 

the best option of light weight asymmetric and symmetric 

algorithms which can take optimum energy requirement with 

less execution time and provides all security services such as 

authenticity, integrity and confidentiality. 

II. PROPOSED SYSTEM 

LWC is the new branch of cryptography which uses 

cryptographic algorithms intended for devices with low 

resources. The main advantage of LWC is very low resource 

requirement for the target devices. 

A. Block Diagram 

 
Fig. 1: Lightweight Cryptography 

1) Asymmetric Ciphers 

Among the public key algorithms, RSA, elliptic curves and 

discrete are the dominant ones. Elliptic curves are most 

attractive due to lower computational requirements and 

smaller operand length. Elliptic curves have been accepted 

commercially and adopted by standard bodies like ANSI, 

IEEE, ISO, The Standards for Efficient cryptography group 

(SECG), NIST etc. 

2) Symmetric Ciphers 

Symmetric ciphers are mainly classified into stream, hash 

function, and block ciphers. Main applications of symmetric 

ciphers use software system. AES has good software 

performance. The H/W requirements is miimal. LWC 

standards developed cover symmetric key based primitives s 

block cipher, stream cipher, hash function and MAC. 

 The standards cover a relatively large range with 

respect to hash value, key size, and block size. Public key 

based algorithm are mainly for authentication purpose 

designed for RFID application, contactless transaction. As 

standard symmetric algorithms like AES cannot fit low cost 

small devices LWC designed a number of symmetric 

primitives for constrained devices. 

III. RELATED WORKS 

 Due to the importance of the topic many studies ERE 

conducted in the field, a lot of surveys and reviews ERE 

published in various journals some of these work are 

listed below. 

 In 2007development of light weight signified a mile 

stone. Block cipher in LWC with many light weight 

proposed after wards. 
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 In 2014 proposed encoding and decoding protocols to 

satisfy efficiency and security requirements. The use of 

elliptic based cryptosystems leads to implementing more 

effective symmetric cryptographic schemes. 

 In 2014 another author presented a secure LWC based on 

chaotic map genetic operations. 

 In 2014, an implementation of data encryption for IOT 

using blow fish Algorithm on FGPA, which is executed 

on field programmable array by using VHDL as the 

programming language. This decreased encryption time, 

gives better through put. 

 In 2016, Hybrid LWC with higher through put, lower 

power consumption and compactness. 

 In 2017 evaluation of light weight ciphers, software 

implementation for wireless sensor networks .This 

evaluation shows that SPECK cipher has been the best 

value from the perspective energy and is appropriate for 

wireless sensor network. 

IV. ANALYSIS & DISCUSSION 

LWC plays a very important role with resource constrained 

devices in providing security. There are different 

implementation methods and each ones has its own 

properties. In resource constrained devices main security 

challenges have reduced the size of implementation while 

keeping the decreasing range as good as possible. This review 

proposed several primitives are integrate to obtain complete 

security for any system. 

V. MAIN CHALLENGES 

Physical security is the most sensitive challenge in pervasive 

computing because some of the devices are located in the 

place where there is no physical security. 

 Another main challenge is cryptographic 

algorithms. Conventional cryptography algorithm is not 

suitable for constrained devices because of large key size 

such as RSA.RSA is not suitable because of large key size 

and high processing requirements. How to generate suitable 

small key in public key cryptosystems, that are secure for data 

transmission, moreover how to achieve confidentiality, 

integrity and availability simultaneously is a serious concern. 

VI. CONCLUSION 

Pervasive computing brings us nearer to the vision of 

embedded devices. This significant change in form number 

of computing devices produce new challenges in terms of 

security of resources. The scientific aspect of using LWC is 

that it has become a branch of modern cryptography and a 

new trend in providing modern security .LWC is an 

improvement to classical or traditional security there by 

getting same characteristics of later but with high speed, 

minimum time high performance and low cost.. 
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