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Abstract— A Wireless Mesh Network consists of huge 

amount of mesh nodes. The message called Position-Aware 

plus Secure Efficient Mesh Routing that has been sent from 

one node to a further during the data communication. When 

the communication takes places between nodes, packet data 

is sent from one node to another node that can occurs a chance 

of falling the nodes in the attackers catch also routing among 

the nodes can obtain vanished due to concussion. Therefore 

the security level of the data communication is extremely low 

down. Due to these reasons the performance is very poor due 

to high node density. The user place data cannot capable to 

recognize the place of sending the messages from source as 

well as destination due to dimension of the message is small. 

In order to conquer these problems, a novel method is 

proposed called Identity-Based Key Generation, that uses 

different encryption also decryption multiple key pairs to 

facilitate security problem. This algorithm will be tested 

under high packet flow and large number of attackers. Their 

results will be compared on various existing algorithms. 
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I. INTRODUCTION 

The main goal of providing security is to restrict access to 

information and resources to just those people that are 

authorized to have the access for that information. Attacks on 

the security of a computer or network are generally 

characterized as interruption, interception, modification and 

fabrication. Interruption means an asset of the system is 

destroyed or becomes unavailable or unusable. Interception 

alludes to the circumstance that an unauthorized party has 

accessed to a service or data. Modifications involve 

unauthorized changing of data or tampering with a service so 

that it no longer adheres to its original specifications [1]. 

Fabrication alludes to the circumstance in which additional 

information or action are produced that would regularly not 

exist. 

 Security is the capacity of a system to ensure data 

and system resources regarding confidentiality and integrity. 

It is liberty from threat or danger. In the context of computer 

science, safety is the prevention or protection against 

 Access to data or information by unauthorized party 

 Intended but unauthorized damage or alteration of that 

data or information [2]. 

II. WIRELESS MESH NETWORK 

Wireless Mesh Networks (WMN) is the recently emerged 

class of network. The key part of WMN contains wireless 

mesh routers and wireless mesh hosts, in addition to access 

points so as to act together as internet routers and wireless 

interlock routers. The mesh routers within a WMN are fixed 

and they form the wireless mesh moral fiber, which provides 

multi-hop communication beginning mesh hosts to either 

other mesh hosts or the Internet via access points. The mesh 

hosts can be fixed or movable and they can form a wireless 

local area network (LAN) or a set of mobile connections 

(MANET), and they can be in touch with the external world 

using mesh routers [3]. 

 
Fig. 1: Wireless Mesh Network 

 Fig1. Shows an example of WMN architecture with 

four routers. Four Wireless clients and one Gateway router 

connecting to the Internet. Note that the Gateway route 

requires two network interfaces: one (radio) to connect with 

mesh routers wirelessly and the other (typically LAN 

interface) to connect to the internet routers. Further, mesh 

router require a minimum to two radio interfaces: one radio 

to connect with other backbone mesh routers wirelessly and 

the other radio to offer wireless connectivity to the mobile 

terminals. This way, it is ensured that communication 

between (mesh router, mobile client) pairs and the 

communication between (mesh router, mesh router) pairs do 

not interfere with each other by configuring then on separate, 

orthogonal wireless channels available in the radio spectrum 

[4]. But, it is to be noted that adjacent wireless links interfere 

with each other in the case when they are operating on the 

same channel. Hence, it is required to have more than two 

radios per mesh router. We call this category of WMNs as 

Multi- Channel Multi-Radio wireless mesh networks (MC-

MU WMNs) and consider tor further study in this thesis. 

These wireless networks are required, efficient channel 

assignment algorithms in order to reduce interference 

between adjacent wireless links and thereby improving their 

scalability [5].  

 
Fig. 2: WMN Infrastructure 
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 Fig. 2 illustrates a typical WMN infrastructure. In 

such networks, it is possible to equip each infrastructure node 

with multiple radios, and each radio is capable of accessing 

multiple orthogonal channels, referred as Multi-Radio Multi- 

Channel transmissions [6]. There are four main elements in 

these types of networks that establish an ad hoc network 

automatically and maintaining the mesh connectivity as 

described in following table, 

S. 

No 
Elements Description 

1 
Mesh Clients 

(MC) 

These are wireless end user 

devices (e.g. laptops, PCs, smart 

devices, etc.) 

2 
Mesh Routers 

(MR) 

MR try to relay pockets of MCs in 

a multi-hop fashion, cannot 

terminate nor originate the traffic 

and have minimal mobility and 

form of WMNs 

3 
Access Points 

(AP) 

AP provides internets access to 

MCs by managing aggregated 

traffic to MRs 

4 

Mesh 

Gateways 

(MGs) 

MGs play a role in establishing 

appropriate connections between 

wireless infrastructure and 

Internet. 

Table 1: Elements of WMN 

A. Specifications of WMN 

 An important specification of WMNs is listed as follows: 

 Supporting backhaul accesses and peer-to-peer 

communications simultaneously and providing services 

from various wireless networks in same time.  

 Different clients with same radio technologies are 

supported in WMNs as a separate MR due to the host 

routing function that has been established in MRs.  

 WMN is interoperability and compatibility with current 

wireless networks such as WiMAX.  

 In WMNs, the coverage range of existing wireless 

networks are extended and non-Line-of-Sight (NLOS) 

connectivity is provided without LOS links to prepare 

higher throughput.  

 It providing two separate types of traffic in domain of 

wireless to enhance the network capacity in comparison 

with ad hoc networks [7].  

B. WMN Layers in Communications 

WMN has the various five layers for secure communication. 

They are listed as follows, 

 Physical Layer 

 MAC Layer 

 Routing Layer 

 Transport Layer 

 Application Layer 

C. Challenges in Wireless Mesh Networks 

There are several unsolved issues in wireless mesh networks 

that affect the rate of efficiency and reliability in this 

emerging technology [8]. These challenges are divided to 

several parts: 

S. 

No 
Challenges Description 

1 Provisioning 

The value of bandwidth that each 

subscriber can receive, given a 

WMN topology and the offered 

loads. 

2 Authentication 

Prevention of un-authorized users 

by establishment of the user 

authentication process for each 

client (stationary or mobile). 

3 Privacy 

User data should be secured both 

from sniffing by occasional 

eavesdroppers while transmitted 

between WMN routers and from 

being read by other network users 

at intermediate hops. 

4 Reliability 

The control data should be 

protected for preventing 

unpredictable events and possible 

attacks to disable wireless mesh 

network model. 

Table 2: Challenges in WMN 

III. NETWORK SECURITY MODEL WITH KEY MANAGEMENT 

A WMN is built up with radio nodes, which is structured in 

mesh topology. It is also said to as wireless Adhoc networks. 

Wireless Mesh Networks contain mesh clients, mesh routers 

and gateways. The mesh clients are nothing but laptops, cell 

phones etc. The mesh router helps to move the traffic to and 

from the gateway. Various methods Key Management are 

proposed by different researchers to overcome the network 

security issues [9]. 

A. Multi-Key Generation Technique 

Multi-Key Generation technique uses different encryption 

and decryption multiple key pairs in order to overcome 

security problem, and to verify the message from falling on 

attacker’s trap an algorithm is introduced called Digital 

Signature Algorithm, this method which improves the 

security level by detecting the attackers and performance of 

the node density will be improved. It has the following 

phases, 

1) Public Key Cryptosystem 

In the public key technique, PASER message is sent which is 

attached to the message of digital signature which is created 

by the sender’s private key. All the sender and receiver who 

access the message with the help of sender’s public key. The 

public key method has more merits as of usage of memory, 

complexity and security. The key management is simple. The 

public key cryptosystem has the storage and distribution of 

public key in WMNs [10].  

2) Multi-Key Cryptosystem 

To improve the security level in data communication and to 

improve the performance of the node density in wireless mesh 

networks, we introduced a new method called Multi-Key 

Generation. This method which helps to improve the security 

level as well as improve the energy consumption. In the case 

of position information of the nodes that can be detected from 

attackers by accessing the data. It has the following process 

for secure communication, 
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 Multi-Key Generation 

 Encryption and Decryption Process 

 Digital Signature Algorithm 

 Digital Signature with Appendix 

 Digital Signature with Message Recovery 

 Here the data communication which takes place in a 

multi key pairs. The multi key pairs which may result to poor 

security level and less performance and very high node 

density. The proposed method, called Identity-Based 

Generation which helps to increase of the security level 

among the data communication of nodes and also improves 

the performance and node density [11].  

B. Identity-Based Key Generation Technique 

In this research we introduce a novel type of cryptographic 

technique, which enables any pair of users to communicate 

securely and to verify each other's signatures without 

exchanging private or public keys, without keeping key 

directories, and without using the services of a third party. 

The scheme assumes the existence of trusted key generation 

centers, whose sole purpose is to give each user a 

personalized smart card when he first joins the network. The 

information embedded in this card enables the user to sign 

and encrypt the messages he sends and to decrypt and verify 

the messages he receives in a totally independent way, 

regardless of the identity of the other party. Previously issued 

cards do not have to be updated when new users join the 

network, and the various centers do not have to coordinate 

their activities or even to keep a user list. The centers can be 

closed after all the cards are issued, and the network can 

continue to function in a completely decentralized way for an 

indefinite period [12].  The overall security of the scheme 

depends on the following processes, 

 The identity-based cryptosystems is asymmetric. 

IBC can verify its signature without the need to exchange 

keys and to reduce the length of the field. The public key of a 

node in identity-based cryptosystems is easily generated 

based on its identity (i.e, IP address, MAC address), whereas 

the private key is calculated by the private key generator 

(PKG). The purpose of PKG is to provide a private key to 

every user in the system, allowing a node to sign and encrypt 

messages sent through an insecure communication channel 

and to decrypt and verify the messages received in a totally 

independent manner. In all the encoding schemes, an 

intelligible message is encrypted with a key transmitted as an 

unintelligible message through a channel and decoded with a 

key. Typically, the selection of the keys uses a pseudorandom 

algorithm. In the identity-based scheme, the encoding key is 

the user’s identity, and the decryption key is the private key. 

In the IBC scheme, there are two algorithms [13]: 

 Encryption 

 Digital signature 

Both are divided into four algorithms: 

1) Setup algorithm 

K1 and K2 (two groups of order f) are sufficiently large prime 

numbers. K1 is an additive group, and K2 is a multiplicative 

group. The discrete logarithmic problem is required to be 

hard in both K1 and K2 [14].  

 P and Q are two large prime numbers, and E/Zp an 

elliptic curve.  

Choose a scalar s to calculate Ppub = sP 

 

 
Over Zp = {i—0 ≤ i ≤ p -1}, which is a bilinear map. 

 
For all P, Q ∈K1 and all c,d Zp

* , 

 
Select a cryptographic hash function 

 

 
Extract algorithm 

Given an identifier ID ∈{0, 1}*, calculate the public key and 

the private key [15]: 

 

 
2) Encrypt Algorithm 

Select a random number r and calculate the encrypted 

message C of the message M as 

 
Where 

 
This step is used to encrypt a message. It produces a Tate 

Pairing. (gID), one exponentiation , an XOR between the 

original message and function , and finally the 

scalar multiplication rP . 

3) Decrypt Algorithm 

Given C = {U, V}, calculate 

 
Then, 

 
After replacing and exploiting the properties offered by the 

Tate Pairing, the message can be decrypted [16]. 

IV. RESULT & DISCUSSION 

The Wireless Mesh network‘s security presented in this 

paper. WMN is harder than sensor and ad-hoc networks 

because of larger coverage area and broadcasting nature. To 

overcome most of the shortcomings of the old decentralized 

way of managing the security of a network, the proposed 

model provides a novel key generation based interfaces. This 

section discusses about results of existing and proposed 

mechanism. The proposed mechanism minimizes the 

possibility of route selection. In order to evaluate the 

performance of the proposed protocol, we decided to use the 

ns-3 simulator.  

 To validate the proposed system, we take the same 

configuration for the Existing with and proposed in each 

simulation scenario. In order to compare the results, we have 

used the following three metrics: 

 Mean delay 

 Control routing overhead  

 In Figure 3, we observe that the signature that we 

have added does not affect the end-to-end delay. 
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Fig. 3: Mean End-To-End Delay 

 In figure 4, we compare the control overhead using 

our proposed protocol and the existing method. We can see 

that for a network with less than 10 nodes, the overhead is the 

same for existing and proposed method. For 10+ node 

network, the overhead represents an increase of 25%, but 

compared with the frame size for PREQ or PREP, it 

represents only 1% more. Thus, we show that overhead 

introduced by IBC-WMP is not significant compared with the 

existing method and that, at the same time, we improve the 

security. 

 
Fig. 4: Control Overhead 

V. CONCLUSION  

A novel key generation policy with low complexity has been 

proposed for Wireless Mesh Network that is based on the 

suspicious combination of well-established point-to-point 

pair wise key generation method, the multi-segment scheme, 

and the one-time pad. Both of existing and proposed 

algorithms are best in terms of the achieved group key rates. 

Furthermore, the proposed Identity-Based algorithm for the 

three-node scenario has been extended to the M-node mesh 

wireless network and shown to achieve the optimal 

multiplexing gain M/2. The aim of this research is to secure 

the transformation of messages required for the routing path.  
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