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Abstract— Distributed Denial of service attacks flood the 

victim with huge traffic originating from different sources. 

Application layer DDoS attacks aim on denying application 

services by mimicking flash crowds. An efficient defense 

system that can detect the attack at the earliest while posing 

limited or no overhead to normal users is necessary to 

minimize losses. Botnet is a collection of nodes connected 

together for malicious purposes. DDoS attacks are usually 

carried out using botnets.  An effective approach namely, 

BotFilter is proposed in this paper to detect and mitigate these 

attacks. The proposed defense system has two phases. Filter 

phase makes use of dual bloom filter and sketch data structure 

to filter out the malicious requests by verifying it against the 

hosts that were detected in previous cycles. Capture phase 

calculates the dissimilarity between two consecutive sketches 

using Hellinger distance. This avoids the computation 

intensive task of calculating the IP address from the sketches. 

BotFilter is an effective defense system against DDoS attacks 

posing negligible impact to legitimate users. 
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I. INTRODUCTION 

Denial-of-Service attack is a cyber-attack that makes network 

resources unavailable to the intended users by disrupting the 

services. This is done by flooding the target system with 

numerous requests. Distributed Denial-of-Service (DDoS) 

attack is a large scale denial of service attack where attacker 

uses different IP addresses to the flood the victim. Distributed 

Denial of Service (DDoS) is a powerful technique to attack 

internet resources. DDoS is accomplished using botnets. A 

botnet is a collection of internet connected devices controlled 

by a third party by breaching its security. Each of the device 

in a botnet is called a bot. DDoS attacks are the many-to-one 

dimension denial of service attacks which makes the 

mitigation and prevention of attacks tedious. Application 

layer DDoS attacks are threats to application layer services. 

These attacks disrupt legitimate access to Layer-7 services by 

mimicking flash crowds. Distinguishing between attack 

traffic and normal traffic is a challenging task in DDOS 

attacks especially when botnets are used for attacks. DDoS 

attacks are launched abruptly and severely that it demand a 

defence system that can detect application layer DDoS 

attacks as early as possible to reduce the impact of attacks. 

Application layer DDoS attacks demand an adaptive strategy 

to limit the traffic based on set of rules which may undergo 

fluctuation regularly. 

II. LITERATURE REVIEW 

Various studies have taken place to design systems to defend 

DDoS attacks. Major concerns of a DDoS attack defence 

system are: i) System should mitigate the attacks as soon as 

possible. ii) Quality of Experience (QoE) of user. iii) System 

should not impose much overhead to legitimate users. 

iv)DDoS attacks involve huge volume of traffic that these 

demand an efficient data structure to process the traffic. 

 Filter-based approaches using deployed filters 

[2],[3] are used to block unwanted traffic. A frame work 

called Kill-bots [4] which provides authentication using 

graphical passwords is an approach to capture Denial of 

Service attacks mounted by professionals using botnets. Once 

the machines are identified as malicious, the requests from 

the respective hosts are blocked. Admission control is 

provided as a function of total load to ensure the consistent 

service of server. The bloom filters used for checking zombie 

list are not flushed, thus it does not consider chances of 

malicious users becoming legitimate at a later point of time. 

 An approach to prevent malicious hosts using 

software puzzles [5] proved to be a better solution towards 

DDoS attacks. The approach uses software logical puzzles 

which could not be broken by fast puzzle solving software or 

built in Graphic Processing Units. Unlike graphic puzzles, 

these software puzzles are randomly generated, thus attacker 

will not get chance to prepare a prior implementation to solve 

the puzzle. However, these type of puzzles pose impact on the 

Quality of Experience of normal users. 

 Instead of sending anything to anyone at any time, 

an approach that demands a “permission to send” [6] is 

proposed to defend flooding attacks. Sender has to obtain 

tokens from receiver before sending packets to server. This 

approach provides a flexibility to adjust the permission 

window for different users. 

 As the traffic data to be processed is enormous and 

inherently dynamic, storing and processing of huge number 

of IP addresses is a challenge. [9],[10],[11] uses sketch data 

structures for processing the traffic to identify malicious 

hosts. 

III. EXISTING SYSTEM 

One of the challenges in designing a sketch-based defence 

system lies in the coordination between the detection and 

mitigation. Once an attack is detected, the hosts which are 

responsible for the attack are to be identified. This is a 

computation intensive task as it involves processing of 

massive number of source IP addresses. An efficient data 

structure, Sketch is being used for this purpose. Sketch stores 

the number of incoming requests in a location corresponding 

to hash of the respective IP address. This optimises storage 

requirements. Efficient methods which avoid the reverse 

calculation of IP address from the hash values in order to 

identify the malicious host are used. These techniques make 

use of Bloom Filters to check for malicious hosts identified 

in previous detection cycles. 

A. Bloom Filters 

Bloom filter is a probabilistic data structure for set 

membership queries. It is an array of m bits with k hash 



BotFilter - An Approach to Defend Application Layer Distributed Denial of Service Attacks 

 (IJSRD/Vol. 6/Issue 09/2018/055) 

 

 All rights reserved by www.ijsrd.com 221 

functions. Let the k independent hash functions be h1, 

h2,…,hk  to represents set S = {e1, e2,…, en}. The result of 

all hash functions is within m. To add an element e to S, the 

bits at location hi (e), such that 1 ≤ i ≤ k are set to 1. Different 

hash functions may set the same bit. To check if an element e 

belongs to set S, the bits at locations indicated by hi (e),1 ≤ i 

≤ k are checked. If all the hash functions results in 1, then e 

is present in S, and not present otherwise. 

 
Fig 1: The Bloom Filter Datastructure 

Limitations of Existing Systems are: 

 Bloom filter results false positives. A false positive 

occurs when an element being checked is mistakenly 

determined that it is present in the set whereas it is not 

present in the set. It occurs because of the conflict of keys 

which is resulted by common hash results for different 

inputs. 

 Exponential Weighted Moving Average (EWMA) 

approaches are used to set the threshold for maximum 

traffic. The threshold set is a function of traffic in the 

previous normal cycles. Thus the possibilities of 

introducing DDoS attacks slowly and gradually are not 

considered. 

IV. PROPOSED SYSTEM 

The proposed algorithm, BotFilter is an efficient approach to 

defend DDoS efficiently using Sketch data structure and Dual 

Bloom Filter along with CAPTCHA (Completely Automated 

Public Turing test to tell Computers and Humans Apart). 

A. Sketch Datastructure 

The sketch data structure is a probabilistic data summary 

technique which aggregates high dimensional data streams 

into smaller dimensions. A sketch is composed of H hash 

tables of size K. Thus sketch is generally an H ×K table, 

where each row is associated with a hash function and all hash 

functions are independent of each other. 

 
Fig. 2: The Sketch Datastructure 

 Incoming data to the sketch is of the form (key, 

value). In BotFilter, key is the source IP address and value is 

the number of requests. When a pairwise item (key, value) 

arrives, value is updated in the entry corresponding to hash of 

the key value. The distribution of values in each hash table 

with different hash functions will be almost steady for normal 

network traffic. Thus sketches can detect large changes in 

massive data streams like huge network traffic. 

B. Dual Bloom Filter 

BotFilter uses a Dual Bloom Filter (DBF) to reduce the false 

positive rate introduced by bloom filters. In this approach, 

two filters are used which are serially connected. The first 

filter is a Bloom filter which is implemented as an m-bit array 

and k hash functions. The second filter is another bloom filter 

with another m-bit array and k other hash functions. While 

searching on a membership query, to verify the membership 

of an element e in set S, the first bloom filter will be searched 

at first. If first filter declares that e is not an element of S, 

search is terminated.Otherwise, the second Bloom filter is 

queried. Thus the second filter is searched only if the first 

Bloom filter produces a positive. If both filters declare that e 

is element of S, then it is declared as a “true positive”. 

 
Fig. 3: Working of Dual Bloom Filter 

C. System Overview 

The process of BotFilter used to filter out malformed HTTP 

requests is depicted in Fig 4. Two phases are involved in the 

process: Filter phase and Capture Phase. 

 
Fig. 3: Process of BotFilter 

D. Filter Phase 

In the filter phase, two Dual Bloom Filters are used. Blacklist 

DBF has two bloom filters: B1 and B2. Black list contains the 

list of malicious hosts whose requests are filtered out. 

Whitelist DBF has the filters W1 and W2. Whitelist contains 

the list of legitimate hosts that are verified by CAPTCHA. It 

also employs a sketch S3 which gives information about the 

suspicious hosts in previous detection cycle. Incoming 

requests are verified against whitelist. If the host is present in 

whitelist, it will be passed to the Capture phase directly. If it 

is not present in whitelist, it is verified against black list. The 

requests from hosts that match with blacklist are filtered and 

logged. Remaining requests are verified against S3. If it is 

found in S3, they are labelled as suspicious and will be 

subjected to a graphical puzzle test (CAPTCHA). BotFilter 

sets the CAPTCHA try count limit as 5 to consider the 

chances of mistyping of the text by legitimate hosts. It the 

host passes the test, request will go to the Capture phase, and 
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else the host will be added to the black list. This approach 

tests only suspicious hosts by CAPTCHA, thus only part of 

legitimate users will be affected. To ensure that hosts are not 

blocked for ever, whitelist, blacklist and S3 will be cleared 

periodically (eg: 30000s). 

E. Capture Phase 

In the capture phase, BotFilter employs two sketches: S1 and 

S2. All the incoming requests to capture phase are aggregated 

in sketch S1 where source IP address of incoming requests 

are used as keys. Sketch S2 stores the copy of S1 in the last 

detection cycle. BotFilter employs the dissimilarity between 

sketch S1 and S2 to detect a DDoS attack. Detection is 

performed periodically in every ∆T seconds where ∆T is an 

adjustable parameter. It is taken as 20s in BotFilter. 

Dissimilarity between the sketches is calculated as the 

distance dist(S1, S2)  at the end of each detection cycle. If the 

calculated distance exceeds a threshold value, a flag is raised 

that the system is supposed to suffer from an attack. Once the 

flag is raised, S2 will not be updated from S1 in that cycle, 

rather, S3 will be updated from the sketch S1 in order to 

identify the malicious hosts. This ensures that the incoming 

request is always checked against the normal pattern. Once 

the flag is down, S2 will be updated from S1. 

F. Locating Suspicious Entries 

Once a huge dissimilarity is detected and flag is raised in 

capture phase, BotFilter has to locate the entries which has 

caused the huge change. Sketch S3 has the list of requests 

which are copied from S1 in the detection cycle when flag is 

raised. Suspicious entries of every row of sketch S3 has to be 

calculated. Top s entries with largest volume of requests are 

classified as suspicious. Let row i of S3 be {ni1, ni2,. . . niK}, 

where nij is the value of the j-th column in the i -th row. Let 

Ni = ∑ nijK
j=1  denotes the total number of requests  in i -th row 

in a detection cycle. 

s =  ⌊ln Ni⌋
f
                                      (1) 

where f is an adjustable parameter. 

BotFilter dynamically determines the number of malicious 

hosts according to the volume of total requests. Thus, it will 

discriminate more number of hosts as suspicious if the load 

of the server is heavy and if load of the server is moderate, it 

considers fewer hosts as suspicious. Once the number of 

suspicious entries are calculated, we have to calculate the 

index of the suspicious hosts. Indexes corresponding to the s 

entries are calculated as : 

Ai = { j |nij ≥ nis }      (2) 

where  nis is the s-th largest value. 

 Cross verification of requests against S3 is as 

follows: Let IP be the IP address of incoming request. Hash 

functions of IP address is computed and checked as hi (IP) ∈ 

Ai. If it is present, then the IP address will be labelled as 

suspicious and the host will be passed to the CAPTCHA 

module to solve the puzzle. 

G. Calculation of Sketch Dissimilarity 

Dissimilarity between sketches S1 and S2 will be calculated 

to detect sharp changes in number of requests to the server. 

This is calculated using the Hellinger Distance between 

probability distributions of sketches S1 and S2. Let the i -th 

row of a sketch is {ni1, ni2,…, niK }, where nij is the value of 

the j -th column in the i -th row of a sketch. Let Ni represents 

the total volume of incoming requests. Let the probability 

vector as Pi = { pi(1), pi(2). . . pi(K) }for each row, such that 

pij = nij/Ni measures the probability that an incoming request 

is mapped into the j-th bucket by the i-th hash function. Let 

Pi=pi(1), pi(2), . . . , pi(K) be the probability distribution of 

sketch S1 and Qi= qi(1), qi(2), . . . , qi(K) be the probability 

distribution of sketch S2. We sort Pi and Qi such that pi(1) ≥ 

pi(2) ≥… ≥ pi(K) and qi(1) ≥ qi(2) ≥…≥ qi(K) considering 

the network dynamics. 

dist(Pi , Qi ) =
1

√2
 √∑ (√pi(j) −   √qi(j)K

j=1  )2       (3) 

H. Calculation of Dynamic Threshold 

Network traffic is inherently dynamic that using a constant 

threshold will result in large number of false positives. 

BotFilter employs Exponentially Weighted Moving Average 

(EWMA) to obtain an adaptive threshold value. The 

calculated threshold value using EWMA is a function of 

estimated distance and calculated distance in the previous 

normal detection cycles. A risk with this approach is the 

gradual introduction of the attack. As the threshold value is 

adaptive and updates according to the calculated distance in 

previous cycles, an attack which is introduced slowly and 

gradually will update the threshold value as well. This will 

make attack undetectable. BotFilter employs a Global 

Threshold value G which is a non-adaptive threshold. When 

the total volume of requests exceeds G, the flag will be raised 

and S1 will be copied to S3 to locate the suspicious hosts. 

I. Selection of Hash Functions 

Modular hash functions of the form ha,b  are used where ha,b  is 

defined as: 

ha,b(x) = (ax + b) mod p                 (4) 

where a and b are randomly selected positive integers. 

Different hash functions are obtained by substituting different 

values for a and b. p is the largest prime less than K for sketch 

datastructure and m for bloom filters. For example, for 

sketches with K = 212, value of p is 4093. For Bloom filters 

with m = 222, value of p is 4,194,301. 

V. CONCLUSION 

BotFilter is an effective approach to defend application layer 

DDOS attacks. It makes use of the advantages of sketch data 

structure to avoid reverse calculation of IP address, and this 

enables the system to provide faster response to the users. 

Impact of network dynamics and chances of gradual 

introduction of DDoS attacks are alleviated by using EWMA 

with a global threshold. BotFilter uses an adaptive mitigation 

scheme which determines the number of malicious hosts 

based on the total volume of requests in the respective 

detection cycle. It stores the list of suspicious hosts which are 

identified as malicious in previous cycle. This mitigates the 

attack and optimizes the computation process. False positive 

rate of bloom filters used in existing systems are reduced by 

using Dual bloom filters. System also leverages existing 

CAPTCHA techniques to make the detection more effective. 

Quality of experience of users is improved posing no or 

limited overhead to legitimate users. 
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