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Abstract— In day to day life, video images are widely used 

for the crime execution. Criminal uses different software for 

the editing original video images. In video image processing 

field there are many parameters to identify the original 

captured image like hue, saturation, blurring, pixel 

enhancement, brightness, color lightness, luminosity, image 

intensity, tint etc. from all these parameters we make the 

judgment that image is manipulated. This paper is an attempt 

to understand the evidentiary values of the digital forensic 

technique and its use in so many social matters such as 

relationship affair, forgery related issue and scam related 

issue, cheating cases. In forensic laboratories examine video 

image processing with the help of software of recognition in 

finding the image integrity is require attention for solving law 

enforcement, government, military and security organization 

cases. In this paper some basic forensic video/image 

examination, image processing pattern and methods are 

explained. 
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I. INTRODUCTION 

Digital Videos/Photo images are everywhere, on the covers 

of magazines, in newspapers, in courtrooms, and all over the 

Internet. Digital Videos/Images have an essential role in 

many areas, including: forensic investigation, criminal 

investigation, surveillance systems, intelligence services, 

medical imaging, and journalism. The use of digital 

Videography/photography has increased over the past few 

years, a trend which opens the door for new and creative ways 

to forge images. Now a day’s several software’s are available 

that are used to enhance & also to manipulate image so that 

the image is look like as original. Detecting these types of 

forgeries has become serious problem at present. To 

determine whether a digital image is original or doctored is a 

big challenge. To enhance the poor videos and to find the 

marks of tampering in a digital image is a challenging 

task[10]. 

II. BASIC CONCEPT 

A. Forensic Software 

By using forensic Software tools the forensic examiners 

examine video files of format like .AVI, MPEG, .MP4, MOV, 

MKV and round out its exhaustive toolset with advance 

capabilities in examination to handle most of the images or 

videos related task more efficiently. For the forensically 

digitization and stabilization of moving video, we prefer to 

use uncompressed videos. 

 
Fig. 1: (Left) Raw Frame Of A Video; (Right) Enhanced 

Frames (Source: Google) 

 Above fig. Shows using forensic tools moving 

object stabilized and selected one best frame and using some 

filter and improved and enhanced details of image. If we 

convert into the provided video footage in required format 

and convert into the video frames i.e. video images. By 

applying mostly affected forensic tools Amped FIVE, 

MIDAS, Ocean System’s Avid for stabilization 

&enhancement of video frames. Additionally, Meta data of 

video & logs of process were collected and preserved by the 

tools. 

B. Surveillance Systems 

Generally to record images, live videos CCTV cameras  or  

other  similar gadgets are utilized in various areas like railway 

stations, vital places, Malls, metro city, showcase, movement 

flag, airports, confined and denied zones and so on. These 

arrangements have been done for monitoring purpose, 

surveillance of the respective activities or areas. 

 In the event that any Illegal action done and 

appropriately proof not seized or tape can deal with pretty 

much somewhat more  than  two  hours  and  if  a persistent 

chronicle is utilized, one would need to utilize numerous  

tapes  for  an  entire  day recording.  Clearly this makes the 

treatment of the tapes badly designed for the administrators 

in shops and banks. By using a time lapse technique, regularly 

the capacity media can be made to deal with 48 hours. 

Anyway, this implies fewer images every second are recorded 

than the typical 25 for PAL. For a tape of 48 hours, 1 outline 

for every second is recorded. Likewise the observation 

frameworks frequently record from in excess of one camera 

and the yield is recorded on one hard disk. day by day many 

propelled changes computerized crime. Since there are 

different challenges to deal with at the legal foundation. Often 

the system itself should be seen, before the optimal images 

are acquired. The computerized frameworks can either be a 

hard drive with JPEG compacted images, advanced hard disk 

or more capacities storage media. Many kinds of multiplexing 

available a wide range in market. Thus, it is very important 

for part the distinctive camera images, in that was one camera 

is visualized clearly. For this one of the reason Image 

Analyzing tools filters and techniques as per standard 

operating procedure first need to check the all video images 

frames manually, anyway since examiner frequently need to 

manage more than thousand video images, utilizing this 

strategy it is possible to make separate groupings of the 
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cameras We can utilize this for thousands soft images. 

Different methodologies are simply by utilizing video images 

databases and hunt calculations, be that as it may if the 

distinctive cameras contain data that changes quickly, just a 

piece of the picture ought to be taken for the calculation. On 

the off chance that there exists much vacillation in the 

pictures themselves, since calculation probably won't work. 

[1] 

 
Fig. 2: (Left) One Frame from Video; (Right) Selected Avg. 

Frames (Ref: [1]) 

C. Noise Removal 

In the video recordings tapes and image processing system 

noise removal process is tough process because without 

damaging the parameters of image & video we must remove 

the noise specifically. There are many types of noise exists in 

videos & images. Image noise is random variation of 

brightness or color information in images and is usually an 

aspect of electronic noise. It can be produced by the sensor 

and circuitry of a scanner or digital camera. Image noise can 

also originate in film grain and in the unavoidable 

shot noise of an ideal photon detector. If the reduce the noise 

by playing and digitization, it plays the recording more 

frequently and normal the last outcome. With this strategy is 

anyway that the recording or images can be harmed if it is 

played or practical on images all the more 

regularly.  Averaging over multiple frames can also reduce 

the noise. This might be valuable if there is a focusing camera 

on subject and a motionless move. One problem arises when 

in certain frames moving people are seen (fig. 2) Since these 

moving people are not present in most of the frames (that are 

averaged), obviously they wouldn't be visible in the final 

averaged frame. The value of this method depends on the part 

of the image that must be visualized. 

D. Super Resolution 

Super resolution is an important aspect in image and video 

enhancement in forensic fields. The thought is that if there is 

a little development in the picture, the camera or the scene 

itself should move to calculate such a super resolution 

image. Examination of video footage its observed that the 

video footage which are recorded by high resolution cameras 

and with proper angel that video files was helpful in video 

enhancement and higher color transition due to which greater 

output dimension would be measured, however the video files 

recorded by low resolution cameras that was only spreads the 

original information across a greater number of pixels and 

rarely improves image quality. Some good captured images 

of CCTV video footage resolution different angels.  

Super Resolution In figure [2] a precedent is appeared with 

super goals of a known tag. As can be found in the right-hand 

image, the numbers are getting to be clearer. The registration 

method is calculating the minimum of the standard deviation 

of the subsequent differences in the image. These methods of 

super resolution are becoming available to forensic science 

technology. 

 In any case, some of the time it shows up not to 

work, as is appeared in figure [2]. This was a compacted 

grouping, and because of picture pressure, relics in the super 

goals picture are presented. 

 
Fig. 3: Many frames of a compressed video (as shown in 

left) are averaged and registered to form a super resolution 

image, (as shown in right) the original number plates are 

shown. (Ref.[1]) 

E. Image Integrity 

Images are known for manipulation for a long time. 

Compared to other evidence (e.g. DNA or fingerprints), the 

question often arises if there has been any tampering with the 

images. For the video recordings we might investigate the 

signals and video images and frame by frames, forensically 

can say that the video seems to be an original or continue in 

nature. If the video recordings have been tampered/edited 

with software application or a professional approach using 

basic forensic technique and parameters expert find out that 

it has been tampered. Many limitations are face out the while 

checking continuity or original images. 

III. CONCLUSION 

Video & Image processing is very important for purpose of 

legal opinion However the expectations some digital clues are 

too high from the scientific examiner. The duties and 

responsibility of the forensic examiner is to court on the 

conversable on the possibilities, limitations and the artifacts 

that might arise from video image processing. Many image 

processing methods should be validated before being used in 

the court, since sometimes the risk exists that if a certain 

method is not accepted in the court it might be very hard to 

use the method again in the court in other cases, whereas it 

might have been a method that could be useful in forensic 

investigations. 

IV. FUTURE WORK 

A wide range of methodologies exist for looking 

video/Images process. For every sort of scientific image 

database, a suitable forensic technique ought to be chosen. 

Different system databases that are under research are 

databases of countenances, with the utilization of Eigen faces. 

The advancement of new calculations that are quicker, and 

usage of pursuit calculations in equipment, may give new 

improvements in these frameworks. Likewise, biometric 

frameworks will give more data for forensic scientific 

science. A case of biometric is obviously fingerprints, 

anyway there are numerous different sorts of research 
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ventures going on, e.g. voice, step, physical behavior, ear 

prints and so on. 
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