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Abstract— Dynamic traffic patterns in the scheme further 

improved by the performance of MANETs with cooperative 

communications. In the topology control of Wireless Ad Hoc 

Networks extend work to the case where nodes are distributed 

in three dimensional spaces with Secure Broadcast 

Communication. In this system the problem of Privacy threat 

is not handled and so extend our work by proposing an 

efficient system of local broadcasting with security 

enhancement. Privacy threat is one of the critical issues in 

multihop wireless networks, where attacks such as traffic 

analysis and flow tracing can be easily launched by a 

malicious adversary due to the open wireless medium. So 

efficient system of local topology control with Network 

Coding Technique. 
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I. INTRODUCTION 

Cooperative communication typically refers to a system 

where users share and coordinate their resources to enhance 

the information transmission quality. It is a generalization of 

the relay communication, in which multiple sources also 

serve as relays for each other. Early study of relaying 

problems appears in the information theory community to 

enhance communication between the source and destination. 

Recent tremendous interests in cooperative communications 

are due to the increased understanding of the benefits of 

multiple antenna systems. Although multiple-input multiple-

output (MIMO) systems have been widely acknowledged, it 

is difficult for some wireless mobile devices to support 

multiple antennas due to the size and cost constraints. 

 The network topology in a MANET is changing 

dynamically due to user mobility, traffic, node batteries, and 

so on. Meanwhile, the topology in a MANET is controllable 

by adjusting some parameters such as the transmission power, 

channel assignment, etc. In general, topology control is such 

a scheme to determine where to deploy the links and how the 

links work in wireless networks to form a good network 

topology, which will optimize the energy consumption, the 

capacity of the network, or end-to-end routing performance. 

Topology control is originally developed for wireless sensor 

networks (WSNs), MANETs, and wireless mesh networks to 

reduce energy consumption and interference. It usually 

results in a simpler network topology with small node degree 

and short transmission radius, which will have high-quality 

links and less contention in medium access control (MAC) 

layer. Spatial/spectrum reuse will become possible due to the 

smaller radio coverage. Other properties like symmetry and 

planarity are expected to obtain in the resultant topology. 

Symmetry can facilitate wireless communication and two-

way handshake schemes for link acknowledgment while 

planarity increases the possibility for parallel transmissions 

and space reuse. 

 Network Simulators like QualNet, NetSim, 

and NS2 can be used to simulate Wireless Network 

II. PROPOSED SCHEME 

A Capacity-Optimized Cooperative (COCO) topology 

control scheme to improve the network capacity in MANETs 

by jointly considering both upper layer network capacity and 

physical layer cooperative communications. Through 

simulations, we show that physical layer cooperative 

communications have significant impacts on the network 

capacity, and the proposed topology control scheme can 

substantially improve the network capacity in MANETs with 

cooperative communications. 

 Cooperative communications will offer a number of 

advantages in flexibility over traditional techniques. 

Cooperation alleviates certain networking problems, such as 

collision resolution and routing, and allows for simpler 

networks of more complex links, rather than complicated 

networks of simple links. Therefore, many upper layer 

aspects of cooperative communications merit further 

research, e.g., the impacts on topology control and network 

capacity, especially in mobile ad hoc networks (MANETs), 

which can establish a dynamic network without a fixed 

infrastructure. 

III. SYSTEM MODEL 

This system is designed for the that Privacy threat is one of 

the critical issues in multihop wireless networks, where 

attacks such as traffic analysis and flow tracing can be easily 

launched by a malicious adversary due to the open wireless 

medium. So we propose our efficient system of local 

topology control with Network Coding Technique. The 

following are the modules used to design my system. 

 
Fig. 1: 

A. On-the-fly Byzantine Fault Detection Network Creation 

In this module first the environment of on-the fly Byzantine 

fault detection network, to propose a technique of An 

Efficient Content Distribution system via Network Coding 

http://en.wikipedia.org/wiki/QualNet
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using A Faster Homomorphic Hash Function technique. first 

by creating network module with Source node, intermediate 

nodes and sink node. In this network environment going to 

perform an technique of An Efficient Content Distribution 

system via Network Coding using A Faster Homomorphic 

Hash Function. 

B. Enhanced Encoding Security 

Homomorphic Encryption Functions (HEFs) have the 

property of homomorphism, which means operations on 

plaintext can be performed by operating on corresponding 

ciphertext. If (⋅) is a HEF, (𝑥 + 𝑦) can be computed from (𝑥) 

and (𝑦) without knowing the corresponding plaintext x and y. 

The main objective of this module is to protect the message 

content of outgoing packets from the sender side. The 

attackers may perform more advanced traffic analysis/flow 

tracing techniques, including size correlation, time 

correlation, and message content correlation. Adversaries can 

further explore these techniques to deduce the forwarding 

paths and thus to compromise user privacy. 

 
Fig. 2: 

C. Sparse Random Linear Network Code 

The computation overhead involved in the content 

distribution consists of two parts. The first part is the cost due 

to the verification of the packets, and the second part is the 

cost due to the need to compute random combinations of the 

data blocks. The preceding sections of this paper focus on the 

first part of the cost, which can be reduced through the use of 

more efficient hash functions and batch verification 

techniques as we have discussed. Nevertheless, the second 

part of the cost also plays a very important role in practice, 

especially when the content is large (e.g., in the order of 

gigabytes), and it has a significant impact on the choice of 

parameters. A simple yet powerful alternative to avoid high 

computation cost when computing the random combinations. 

Refer to this method as Sparse Random Linear Network 

Coding. The idea is that, instead of computing a random 

combination of all the n data blocks, Instead randomly select 

only _ of them and compute a random combination of only 

those _ blocks. 

D. Attackers Module 

The generation number of a packet can be hidden in the 

secure routing scheme through link-to-link encryption. In this 

way, attackers cannot find the generation number of a packet 

for their further analysis. Notice that secure routing paths are 

only required to be established at the beginning of each 

session; during the packet transmission, secure routing paths 

are not required to change or re-established for each new 

generation. In this module, show the evaluation of system by 

using two scenarios: Normal and attacker. In case, if the 

scenario is normal then the data content is revealed to the 

user, in case if the scenarios is attacker then the data contents 

are blocked. 

E. Verification of Data Transmitted 

Performs of batch verification algorithm, where the objective 

is to verify that the data received at destination is same as that 

of data sent from source. When the data packets are 

generated, a coefficient is created. The coefficient value will 

be checked at the destination. In case, if there are any packet 

corrupted then the coefficient value is not generated so the 

verification fails. In case, if there are no packet corrupted then 

the verification passes. 

IV. ALGORITHM 

In this paper the privacy is enhanced in MANET and 

cooperative communication is maintained. The algorithms 

that we are going to use here is Start the process by applying 

Amplify-and-forward and Decode-and-forward algorithm 

then by generating a key using Key generation algorithm 

.Apply network coding and secure data content. In Amplify-

and-forward, the relay nodes boost the signal energy received 

from the sender and retransmit it to the receiver. Apply 

Decode-and-forward. Decode-and-forward, the relay nodes 

will perform physical-layer decoding and then forward the 

decoding result to the destinations. Verification in the relay 

nodes is carried out. Detection of the failure nodes in the path 

by using key generation and verification. 
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