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Abstract— Frequently, people encounter a problem of 

spending too much of their time waiting in queue for billing 

their purchases in super market. We come across many types 

of carts used for shopping in malls and super markets. Here, 

we are proposing a Smart Shopping Cart which uses Bar 

Code Scanner and Wi-Fi Technology. With this the customer 

can scan the needed items by the bar code scanner and these 

details of the items that are purchased by them will be 

displayed on the window screen placed on the cart. In 

addition this information will be sent to the billing counter 

automatically using Wi-Fi Technology. Now, the bill will be 

automatically generated without waiting in the queue. To 

increase the business rate and promotions of the super market, 

market- basket model is used which would be able to suggest 

the frequently purchased items for regular customers and this 

will also be displayed on the cart. Thus, this project reduces 

the waiting time of the customer in the billing counter and 

increases the provision of the super market. 
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I. INTRODUCTION 

The purpose of this thesis was to create a new shopping 

process concept for the groceries. With the aim to simplify 

the whole shopping process for customers by using a 

computerized shopping cart. The concept that was developed 

is called (Smart shopping cart) and it comprises main server 

and at least one computerized shopping cart ( tablet 

computer) ,with Barcode scanner designed for scanning the 

information from bar codes of the good loaded on the cart 

,with the help to the communication link with the said server 

.The Smart Shopping System will require two components: a 

website that the user can access to create a customized 

environment, including new shopping lists, and a self-

checkout component that will scan all items in the shopping 

cart and prevent the shopper from waiting in lines at the 

checkout. Customers will be able to perform many tasks 

included in the main functionality of touch screen tablets. For 

instance search for products. Self-scanning prices. Daily 

deals, the result will be shown on the display. Smart shopping 

cart system was developed from the perspective of customer 

whose needs were not fully fulfilled once he takes part of the 

shopping system process. Frankly speaking ,we all know as 

customers we had once in our life time all face unpleasant 

situations in grocery, such as for example how hard to 

 Search for stuff to find out about the price of item? 

 How difficult to find out about daily- deals? 

 Did we find them easily or did we need to search the 

whole store for them? 

 Was it comfortable or crowded? 

 How about wait time in queue? 

 How long time did you wait, did it take until we check 

out? 

 Was it pleasant or frustrating? 

 Therefore we can conclude without doubts after long 

analyze of survey and customers feedbacks that the quality of 

customer service in grocery industry in general is totally poor 

and insufficient. This absence come automatically as a result 

that grocery industry is currently not driven by product 

innovations rather than profitability, but in fact the research 

shows that service innovation can be a key differentiator and 

driver for competitiveness in the future. Therefore by using 

this new innovative system all part of shopping process will 

be winners: Customers will reduce wait time .simplify the 

shopping process, knowing what and where to buy it, making 

their shopping process more pleasant and manageable. For 

groceries: They can increase sales (both in terms of 

immediate impulse buys and future customer loyalty) by 

producing happier customers. Additionally, it will increase 

their staff productivity (thus decreasing their costs) by 

efficiently matching staff members to customers. 

Furthermore, it gives them management data about their 

customers and their processes, which can lead to ongoing 

competitive advantages 

II. RELATED WORK 

Study on IoT applications is a popular topic in recent years, 

but smart shopping systems have not been well-investigated. 

There are some research works being published in recent 

years regarding improving customers’ shopping experience. 

In 2011, Klabjan et al. [7] proposed the idea of tracking a 

customer in the store and discovering customers’ interests in 

order to offer personalized coupons. The idea of smart 

shelves and smart carts were also discussed in their work. 

Smart carts can be tracked using RFID technology and smart 

shelves can monitor the location and statuses of the items. 

There were multiple attempts made in 2003. Shanmuqapri- 

van et al. proposed a basic design using RFID and a barcode 

reader for product identification, while using Zig-Bee for 

communication [8]. Kumar et al. represented the first 

physical implementation with RFID and Zig-Bee [9]. Gupta 

et al. gave a very unconventional design for a smart cart, and 

they are one of the first examples to address the anti-theft 

issue [10]. Their design was similar to a mail receptacle: a 

chute where items are inserted and scanned, then dropped into 

a closed chamber. user had paid for the items. The design 

indirectly guarded against wireless 

III. PROPOSED ALGORITHM 

Each smart cart is equipped with a Laser Barcode scanner, a 

micro controller, an LCD touch screen, a Zig-Bee adapter, 

and a weight sensor. The smart cart is able to automatically 

read the items put into a cart via the Barcode scanner. A micro 

controller is installed on the cart for data processing and a 

LCD touch screen is equipped as the user interface. In order 
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for the smart cart to communicate with the server, we have 

chosen Zig-Bee technology as it is low-power and 

inexpensive. 

 We also have a weight scanner installed on the smart 

cart for weighting items. The weight scanner can also help do 

a security check, for example, if a malicious user peels off 

one item’s Barcode label and puts it into the cart, extra 

unaccounted weight will be added. When a customer 

completes shopping, they pay at the checkout point using the 

generated billing information on the smart cart. We also set a 

Barcode scanner before the exit door to check that all the 

items in the cart have been paid for. 

A. Advantages 

 Efficient way to reduce a queuing delays than existing 

system by smart cart system which the Barcode device is 

connected to cart. 

 This project helps the customer for forgotten items which 

they buy routine. 

 Reduce the complexity of finding regular customer by 

using customer login ID. 

 Make the process easy by use arduino controller. 

 Easily to find fraud customers by using HMAC on server 

and smart shelf side. 

By using the rasbery PI the clear display will be obtain. 

Manage stock accounts easily by deploy smart shelf. 

 Maintain highly confidential account by asymmetric 

and symmetric encryption and decryption process on server. 

Wi-fi for communicate between server and smart cart. It is 

easily use by any type of customers even they are uneducated. 

IV. PRELIMINARIES 

A. Elliptic Curve Cryptography (ECC) 

Elliptic curve cryptography (ECC) was invented by Koblitz 

[32] and Victor [33] in 1985. It is a public-key cryptographic 

system based on the algebraic structure of elliptic curves over 

finite fields. It is lightweight compared to other asymmetric 

cryptographic systems based on plain finite fields such as 

RSA, as it requires smaller key sizes to provide equivalent 

security [34]. 

B. Elgamal Encryption based on ECC 

There are different ways to implement encryption operations-

based ECC, such as Elliptic Curve Cryptography Diffie-

Hellman (ECCDH) and Elgamal encryption on ECC. 

ECCDH suffers from Man-in-the- Middle (MITM) attacks 

and is not suitable for our application. 

C. Elliptic Curve Digital Signature Algorithm (ECDSA) 

ECDSA was initially proposed in 1992 by Scott Vanstone 

[35] as an authentication scheme based on ECC. It is much 

more efficient than RSA because of the smaller key length of 

the ECC system. The parties involved in the application of 

ECDSA need to agree upon Elliptic Curve domain 

parameters in order to process ECDSA. For the sake of space, 

we will not discuss the details of ECDSA here. 

V. CONCLUSION 

In this paper, we propose a secure smart shopping system 

utilizing Barcode technology. This is the first time that 

LASER Barcode is employed in enhancing shopping 

experiences and security issues are discussed in the context 

of a smart shopping system. We detail the design of a 

complete system and build a prototype to test its functions. 

We also design a secure communication protocol and present 

security analysis and performance evaluations. We believe 

that future stores will be covered with Barcode technology 

and our research is a pioneering one in the development of a 

smart shopping system. 

VI. FUTURE WORK 

Our future research will focus on improving the current 

system, for example, by reducing the computational overhead 

at the smart cart side for higher efficiency, and how to 

improve the communication efficiency while preserving 

security properties. One-to-one marketing is recently gaining 

attraction. There have been many experiments involving 

mobile phones. In retailing the most elusive concept is one-

to-one marketing during a shopping experience and not as 

currently done at the checkout counter, which is after the 

shopping experience? By using recent technologies, we lay 

down models and concepts that would enable such a 

marketing principle. In-store one-to- one marketing models 

based on discrete choices provide promotion targets for 

individual customer. The in-store coupon distribution is 

personalized in our setting. At the same time, the 

recommended route is to maximize the store’s expected 

revenue. Based on our models, the retail stores can issue 

promotion coupons that are tailored to specific customers. By 

using real-world data we show that substantial additional 

revenue is possible. We are convinced that it is only a matter 

of time before retailers start using this form of marketing. It 

will probably take longer to employ the Barcode technology, 

but PDAs or smart phones already have high penetration and 

thus the first discussed concept of shopping lists is in our 

belief deployable in the short-term future. Indeed, there are 

already web sites2 that let visitors create shopping lists online 

and possibly send them to a store (or, in our context, down-

loadable to a PDA). A system called Easi- Order, Electronics 

Times (1999), is a home-based shopping service through 

which customers generate their shopping lists at home and 

communicate them back to the grocery stores for picking up 

at a predetermined time. High Point Systems has deployed a 

similar concept for the online grocer3 Peapod, LLC. 

Regarding RFID, a few years ago a prototype future store has 

been built by Metro AG in Rheinberg, Germany.4 The store 

uses RFID at the item level and it also features displays at 

shelves. These displays can be easily adopted to serve the 

purpose of our work. Never- the less, this is only a prototype 

store and at present the cost of an RFID deployment at this 

scale is still prohibitive. There are also early implementations 

of smart shopping carts with mounted displays (Embedded 

Star, 2004; Gizmag, 2005; USA Today, 2003). The Klever-

Kart system (Embedded Star, 2004), is different from 

previous intelligent carts since a Fujitsu mobile computer is 

permanently attached to a standard cart. The devices can be 

used to demonstrate electronic ads and promotions. On the 

other hand, the displays can also be used to track the current 

total charge by scanning each item before putting it in the cart 

and also to recommend promotions. In our work, we provide 
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analytical models for such recommendations. We push this a 

step further, by also providing a store route leading past 

promoted items. Such technology combined with tracking of 

shopping carts can also serve our purpose (instead of 

presumably more costly RFID implementations). 
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