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Abstract— Android has emerged as the widest used operating 

system for smartphones and the various mobile devices. 

Safety and security of this system completely rely on the 

applications or the apps installed in respective systems or 

devices. These applications are installed by the device owner 

to perform some specific tasks. The number of applications 

in an android device has seen a huge surge. And to the very 

surprising part of the hand, the android platform has become 

the prime and the most favourite spot to the attackers. Hence, 

an approach is to be made for estimating the risk 

measurement for the comparison of similar apps performing 

more or less the same functions but differing in the risk 

factors or threats that can be caused to the device. 
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I. INTRODUCTION 

Currently, applications for mobile devices are distributed 

through online marketplaces, such as Google Play or App 

Store (nowadays commonly known as google play store). 

These marketplaces can be called as hub where the 

application developers publish their own products, which can 

be bought or installed for free by users. While official markets 

may charge users for these apps, several unofficial 

marketplaces distribute their own apps free of charge. When 

downloading apps from unofficial markets, trust is at risk, 

since there is no centralized control, as it happens with 

official markets, and it may happen that distrustful developers 

distribute the applications containing malwares. 

 Hence, it is of immense importance to develop an 

application that checks and compares the various applications 

pre-installed in an android device. 

II. EXISTING SYSTEMS 

As many of the people are not well concerned about the 

security or safety of their devices from the malicious 

applications, therefore not many methods have yet come as 

the solution to this threat. But some of the existing systems 

result in only identifying the malware and not removing it 

from the system. Or in proper words it can be well understood 

by giving examples of two various applications in android 

system: one for the detection of the malware and the other for 

the removal of it. 

 Till the date, we have not come across any 

application that compares the various apps already installed 

in your device and providing you with the more brief, 

comprehensive and comparative approach that helps you 

really well to decide which suitable application is the best to 

be installed and used. 

 The major problem associated with this much less 

popularity of such a huge threat is the unawareness of the 

user. The user takes this threat very lightly and gets easily 

trapped into the vicious circle of malicious applications by 

ignoring the various threat notifications send by the antivirus 

app (if installed in the device prior to the installation of 

malicious application in the android system). 

 With the low availability of such application in even 

nowadays where people are still not aware about the dangers 

they can get in by ignoring all the threats notifications, there 

is of immense importance to come up with the single 

application for android devices which not only checks the 

installed apps in your system but also provides you with the 

more comprehensive and comparative approach to let you 

compare the apps with almost same functionality and gives 

you the freedom to choose the one with less risk score and 

makes the maximum utilization of the resource. 

III. LITERATURE SURVEY 

Doing the research for the various platforms of providing the 

freedom to the users in choosing them the appropriate 

application of less risk score and use the resources with 

utmost ease and comfort. We come across the following 

various systems or the methodologies that partially allow the 

Users to use the device in various ways: 

A. Detecting & Dividing Benign Apps 

This platform only allowed the users to identify the malicious 

apps (malapps) and then it divides them in the compartments 

of benign and non-benign applications. 

 It does it work for each and individual app. i.e the 

owner first have to do the scan for each and every individual 

app and then this specific application developed only divides 

the applications into friendly and non-friendly apps i.e benign 

and non-benign apps but it does not helps into removing 

them. It only provides the user with the information of 

weather to use the apps or not but not he after stage of how to 

remove it. 

B. MAETROID System 

MAETROID stands for the Multi-criteria App Evaluator of 

TRust for AndrOID. They tested MAETROID on a set of 

11,000 apps coming from Google Play and database of 

known malicious apps. The conclusions show a good 

accuracy in both identifying the malicious apps and in false 

positive rates. But this system lags behind the rate of accuracy 

and hence is not yet much used by the owners of the android 

device. MAETROID statically evaluates the trustworthiness 

of an app at deploy time, before installation, starting from a 

set of criteria that are combined by the method called 

Analytic Hierarchy Process (AHP). MAETROID considers 

objective and subjective criteria. The objective criteria 

consist of global threat score deriving set of permissions 

required by the app, the number of downloads of the 

application, and the market the app has been downloaded 

from. The subjective criteria consist of the app rating and the 

developer reputation. 
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C. Permission Combining Risks and Benefits 

This method only points on the need of authentications or 

permissions that is required by the application whenever it 

retrieves any information from the web by serving some 

specific tasks to the user. It only provides the user with the 

different types of permissions which may prove to be deadly 

or not. The later tasks depends totally on the user if they are 

able to identify the authentications and categorize them into 

safe or malware containing applications. 

D. Permissions using Machine Learning 

This project emphasise on taking and retrieving the various 

permissions that an application takes for accessing the data 

for the application installed in owner’s device. They just 

carried the concept of machine learning for the way or the 

approach to retrieve the data taken by the application pre-

installed. 

 They used the method called as: Significant 

Permission IDentification (SigPID), a malware detection 

system is used based on permission usage analysis to cope 

with the rapid increase in the number of Android malware by 

developing three levels to identify the most significant 

permissions that can be effective in distinguishing between 

benign and malicious apps. SigPID then utilizes machine-

learning-based classification methods to classify different 

varieties of malware and benign apps. 

E. Instance Based Security Risk Estimation 

In this study, a new metric is introduced for effective risk 

estimation of untrusted apps. While previous risk measures 

are mainly feature based, new instance based risk 

computation approach came for mobile apps. For an untrusted 

app, the risk is computed using its distance to previously 

known malicious and normal apps. We have shown the 

proposed metric's effectiveness through extensive projects on 

many actual Android app samples including both malware 

and normal apps. 

IV. PROPOSED SOLUTION 

We are going to build a prototype application for the ease of 

user to identify the harm causing applications in a device and 

immediately taking the actions to install a similar application 

but with a significant decrease in risk scoring factor. Also, the 

different packages name will also be displayed so as to aware 

the users of the usable packages by an application. 

 
Fig. 1:  

 A proper score, average and status of the application 

viewed will also be displayed. Also, the different packages 

name will also be displayed so as to aware the users of the 

usable packages by an application. A proper score, average 

and status of the application viewed will also be displayed. 

And at last, a pie chart representation will also be shown to 

the user for depicting the previous found data in a proper 

manner. 

 An important feature of the mobile app ecosystem is 

that users often have choices and alternatives while choosing 

a mobile app or an android application. A clear vision is 

provided to the user for choosing between the more risky 

application and a less risky application with similar 

functionalities. By choosing the application with less risky 

status, the user can prevent the lagging of the android device 

and hence increasing the efficiency. 

V. SYSTEM ARCHITECTURE 

The following schematic diagram depicts the system 

architecture for the auth analyzer where all sort of the 

applications are stored and managed through the centralised 

unit of auth analyzer application i.e the good, bad and 

infected apps. Then it compares with the respective 

application with the market, developer and threat score along 

with the download number and user rating. And ultimately it 

categorises the apps into the trusted, medium risk and high 

risk apps. 

 
Fig. 2: 

 At last also, it gives the PI chart representation of the 

overall score, trust and tells the user if the application to be 

suspected is trustworthy or not. 

VI. MODULE IDENTIFICATION 

The working of this modernized approach is carried out 

through the help of certain modules which are as follows: 

A. Login & Register 

 This is the first most page that will appear after the 

installation of this application in the android device. 

 In this, the users will get a dialog box where they will see 

the separate text views each for login and register. 

 The login text box will contain the sub parts like the 

phone number and the username where they will get the 

phone verification code via sms and then, the registration 

can be done for the lifetime. 
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B. Menu 

The menu list of this application includes the components for 

the further servicing of user by providing them with the 

contents like: about the app, installed applications in the 

device from which the downloaded applications can be 

viewed and submitted and the last tells them about the seven 

deadly permissions. 

 
Fig. 3: 

C. About App 

This portion of the application tells the user about the auth 

analyzer app like its functions and many more things, can also 

be called as abstract of the application. 

 
Fig. 4: 

D. Installed apps; 

This component gives us the total number of applications that 

are already installed. 

 
Fig. 5: 

E. Seven Deadly Permissions 

This component let the user know about what the permission 

is and also about the ways by which malicious applications 

can be dangerous to the device in time of installing some 

unofficial apps from unofficial sources. 

 
Fig. 6: 
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VII. CONCLUSIONS 

This paper depicts a part of the approach for keeping an eye 

over the malicious apps and securing the system along with 

providing the user with the knowledge of permissions that 

might get the user trapped into trouble. This modern approach 

would not only help in maintaining the safety but will also 

allow the user to choose the more effective app by providing 

with the risk score along with the various authentications 

requested by the various apps while serving their purposes. It 

can prove to be advantageous as it also controls the risk of 

being trapped into any vicious circle of malware. 
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