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Abstract— A Payment portal with a specific (pay later) 

feature for institutional purposes which include college 

canteens, other firms using only their personal specific 

transactions. The portal would help the institution (firm) to 

maintain the feature of data integrity also ledger for its firm 

and for updating data to its employee interface for proceeding 

with payment gateway. The norms for the payment security 

of the user would be if the user refuses pay his amount of the 

very first transaction within the given time set by the firm He/ 

She would not be able to make the next transaction and has to 

pay with the interest. 
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I. INTRODUCTION 

Third Party Transactions via gateway module for secure 

feasible and on affordable terms for institutional purposes is 

going to take a stake in the future. The purpose behind 

developing a systematic online payment portal is to reduce 

the unnecessary wastage of human resource as well as time in 

thereby giving rise to more effective system for the same. The 

analysis and the algorithm of how the effective use of third-

party transactions can be made on institutional grounds is 

depicted in our paper. 

 The paper describes about maintaining a secure and 

effective database for maintain a ledger as well as creating the 

per day transactional view for the user. 

 The paper also describes about the how to secure the 

user credentials and to create a gateway for secure 

transactions using cryptography techniques. 

II. PRELIMINARIES 

A. Online Customer 

A customer is an entity who will buy products by making 

payments in timely manner. Merchants: A merchant is a seller 

who will receive payments made by customer. Banks: Two 

banks are involved 

1) Client bank 

2) Merchant bank Client bank: Client bank holds client’s 

bank account and validate customer during account 

registration. Merchant bank: Merchant bank holds 

merchant bank account. It is responsible of management, 

fraud control etc. A merchant account is a type of bank 

account that allows businesses to accept payments by 

payment cards, typically debit or credit cards. A 

merchant account is established under an agreement 

between an acceptor and a merchant acquiring bank for 

the settlement of payment card transactions. Payment 

Gateway: A payment gateway is connected to all 

customers, merchants and banks through Internet and 

responsible for the speed and reliability and security of 

all transactions that take place. A payment gateway is an 

ecommerce service that authorizes payments for e-

businesses and online retailers. It is the equivalent of a 

physical POS (point-of-sale) terminal located in most 

retail outlets. A merchant account provider is typically a 

separate company from the payment gateway. Some 

merchant account providers have their own payment 

gateways but the majority of companies use 3rd party 

payment gateways. The gateway usually has 2 

components: a) The virtual terminal that can allow for a 

merchant to securely login and key in credit card 

numbers, b) Have the website's shopping-cart connect to 

the gateway via an API to allow for real time processing 

from the merchant's website. In existing system we use 

electronic gateway which is used for secure transactions 

between client and merchant. If new user wants to do 

transaction then he/she should register Himself/herself 

first through registration form then browse merchant 

website using e-payment gateway. Select item and 

encrypt payment request and send it to Server. Server 

receives encrypted message from sender, decrypt 

message, read, encrypt it using its own keys and send it 

to Client bank. Client bank transfers the required amount 

to the merchant bank through secure network. After 

receiving the fund Merchant bank sends the payment. 

There are five interfaces. 

 Customer Interface 

 Server (e-payment Gateway) Interface 

 Client Bank Interface 

 Merchant Bank Interface 

 Merchant Interface. 

III. BACKGROUND STUDY 

In third party transactions via payment gateway, generally a 

client has to refer a specific gateway company like PayPal, 

PayU etc. to assist in online transactions 

IV. PROPOSED SYSTEM 

A. Securing Data using Immutable Databases 

Immutable database i.e., “insert only” database can be created 

using innodb( Innotable databse storage engine) storage 

engine i.e.,(by default) for MYSQL by archiving the inno 

engine i.e., allowing a just very few users to access the 

database and to update the database is not possible directly. 

The immutable database helps in data integrity as also 

forwarding the transaction details every day to the user 

account (ERP) account. 

We will requisite 3 databases 

 1st the original database 

 2nd copied for the server to forward to their account. 

 3rd for updating the necessary data. 

 For this work, we examine how to create such a 

database in a widely available relational database 

management system (RDBMS). We have chosen to use 

MySQL due to its popularity and multiple possibilities for a 

solution. MySQL presents at least two possible avenues for 

implementing an immutable database: through restrictions on 

the default storage engine InnoDB and through an alternative 

storage engine ARCHIVE. 
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B. Secure Payment Transactions 

The security of the payment process relies on basically the 

fact that network which is created by the server remains 

secured hands and the user credentials through which 

payment processor processes the transactions remains hidden 

and the payment is done securely. 

C. Cryptography Technique for Securing Payment 

As described above the illustration of necessities which play 

a major role for securing the user credential for secure 

payment being processed by the payment processor. 

 This above point describes us a hint of cryptography 

technique which play a role for payment gateway i.e., 

Encryption and Decryption of the user credentials which is 

possibly only through the cryptography technique. 

 We here would be using “Hill Cipher Text” which is 

a classical cryptography technique and a mono alphabetic 

technique as well which means that for every single character 

that is encrypted there is a separate character set for 

encryption. The encryption of the credentials i.e. plain text 

(Cryptography Terms) gets encrypted using a key. There 

basically some technologies and a set of constraints which 

need to be taken in note while. 

D. Hill Cipher 

The Hill Cipher is technique using for Encryption and 

Decryption of user credentials. We are using 3x3 &2x2 

matrix for Encryption and Decryption purpose based on the 

size of the plain text, we will decide whether the key matrix 

should be of 2x2 or 3x3. 

 Then we have to convert a plain text into a column 

vector of diagraph or tri graph based on the size of key matrix. 

After this we will perform a matrix multiplication and then 

perform a mod26 operation in it. The number of alphabets 

will be like (A=0, B=1, C=2--------Z=25). 

 This example will rely on some linear algebra and 

some number theory. The key for a hill cipher is a matrix e.g. 

 
In the above case, we have taken the size to be 3×3, however 

it can be any size (as long as it is square). Assume we want to 

encipher the message ATTACK AT DAWN. To encipher 

this, we need to break the message into chunks of 3. 

 We now take the first 3 characters from our 

plaintext, ATT 8 and create a vector that corresponds to the 

letters (replace A with 0, B with 1 ... Z with 25 etc.) to 

get: [0 19 19] (this is ['A' 'T' 'T']). 

 To get our ciphertext we perform a matrix 

multiplication (you may need to revise matrix 

multiplication if this doesn't make sense): 

 
 This process is performed for all 3 letter blocks in 

the plaintext. The plaintext may have to be padded with some 

extra letters to make sure that there is a whole number of 

blocks. 

 Now for the tricky part, the decryption. We need to 

find an inverse matrix modulo 26 to use as our 'decryption 

key'. i.e. we want something that will take 'PFO' back to 

'ATT'. If our 3 by 3 key matrix is called K, our decryption 

key will be the 3 by 3 matrix K-1, which is the inverse of K. 

 
 To find K-1 we have to use a bit of maths. It turns 

out that K-1 above can be calculated from our key. A lengthy 

discussion will not be included here, but we will give a short 

example. The important things to know are inverses (mod 

m), determinants of matrices, and matrix adjugates. 

 Let K be the key matrix. Let d be the determinant 

of K. We wish to find K-1 (the inverse of K), such that K × 

K-1 = I (mod 26), where I is the identity matrix. The 

following formula tells us how to find K-1 given K: 

 
 where d × d-1 = 1(mod 26), and adj(K) is the 

adjugate matrix of K. 

 d (the determinant) is calculated normally for K (for 

the example above, it is 489 = 21 (mod 26)). The inverse, d-

1, is found by finding a number such that d × d-1 = 1 (mod 

26) (this is 5 for the example above since 5*21 = 105 = 1 

(mod 26)). The simplest way of doing this is to loop through 

the numbers 1..25 and find the one such that the equation is 

satisfied. There is no solution (i.e. choose a different key) 

if gcd(d,26) ≠ 1 (this means d and 26 share factors, if this is 

the case K cannot be inverted, this means the key you have 

chosen will not work, so choose another one). 

That is it. Once K-1 is found, decryption can be performed. 

V. BLOCK DIAGRAM 

 
Fig. 1: Block Diagram 
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The Block diagram of our propose system consists of three 

servers which includes 

1) Client server 

2) Payment Gateway 

3) Payment Processor. 

 The process of our system starts from the client 

server where the input is given by the user and these details 

are also stored at the client server as ledger. 

 These details form the ledger is also being 

forwarded to the canteen portal server for maintaining details 

about the user transactions and also to give the user a view 

about his transaction history. This server also provides us the 

details about the amount to be paid by the user through the 

payment gateway. 

 The direction of the request to be sent by the user 

portal would be sent through the payment gateway with the 

encryption of the user credentials and the mapping process 

through the cryptography technique using “HILL CIPHER 

TEXT” and the MD5 hashing algorithm for providing 

secured networks and credentials. 

 After the payment Gateway has sent the 

authorization request from the user interface to the payment 

processor via Payment Gateway, the payment processor first 

decrypts the user credentials and then authorizes the payment 

request. After the payment request is authorized the payment 

processor then captures the payment by sending the request 

of transferring the payment amount from user account to the 

client account of the merchant bank. 

 After the request of the payment capturing is 

successfully executed by the merchant bank the payment 

processor sends a message to the payment gateway as 

“PAYMENT SUCCESSFULL”. 

VI. ALGORITHM 

In order to generate the key matrix for Hill Cipher, first 

ciphertext is produced using Playfair Cipher for the given 

plaintext.  It is noted that for a plaintext character two 

ciphertexts are produced when Playfair Cipher is used. Thus, 

if a plaintext has n letters then the number of letters produced 

for ciphertext using Playfair Cipher is 2n. Once the ciphertext 

is obtained then the numeric value of each ciphertext 

character obtained from Playfair Cipher is taken for the key 

matrix. For that the total number of elements involved in the 

key matrix is calculated where the total number of elements 

is computed as t_no= n*n where n is the size of the key matrix 

which is accepted as input. Start with first letter (or 

correspondingly its numeric value) of the ciphertext and 

proceed upto t_no of characters. Arranged them as a matrix 

called key matrix. Once the key matrix is generated, it is 

verified with said two criteria. Suppose even if any one of the 

criteria is not yet met, the letters of the ciphertext is advanced 

by two or more positions called sequential advancement 

procedure. Starting from that positions again select t_no of 

characters sequentially in circular fashion. Then the new key 

matrix is again checked with criteria of forming Hill Cipher 

key matrix. The process is repeated until the correct the key 

matrix is obtained. In some situation the correct key matrix is 

not even obtained in sequential advancement procedure, then 

permutated 

 

A. Proposed Hill Cipher Algorithm 

function Hill_cipher(P) 

//This function accepts the plaintext as input and produces the 

ciphertext as output. 

Input   : P Output: C //main logic begin here 

Read k_size, P 

CĸP*key_matrix (n) 

K-1ĸ inverse of key_matrix (n) 

PĸK-1*C End {Hill_cipher} 

function key_matrix(n)  // 

This function is used to generate the key matrix of order n by 

accepting temporary plaintext and key for the cipher method 

// 

Input: p_key, p_msg, P, a_val 

Output: key_ matrix (n) 

//Main logic begin here 

Read p_key, p_msg, msg, k_size 

p_ctext ĸplayfair_ 

Enc (p_msg, p_key lengthĸlen (p_ctext) 

start ĸ1 t_noĸ n* n 

Read flag; while t_no ”  

length do  begin 

if (flag==1) then do 

key_msgĸretrieve t_no(p_ctext) 

starting from start 

else 

key_msgĸswap the adjacent characters of key_msg 

end {flag} 

Convert key_msg into key_no_mat 

Check key_no_msg is invertible 

if key_no_mat is invertible 

begin 

key_matrix ĸkey_no_mat 

return key_matrix (n) 

end 

else 

startĸtart + a_val 

end end {while} 

VII. CONCLUSION 

Third party transactions via payment gateway is a way of 

creating online portal for user to complete his transactions 

online. But Third parties like paypal, payU, and charge a lot 

if we give our contract of work for online payments through 

them. To get relieved from these compensations the proposed 

model describes how a general level budget institution could 

create his own payment gateway for carrying out his online 

transactions securely and effectively through our proposed 

system. The system describes the security of the credentials 

through cryptography and the use of MD5 algorithm and also 

for the preparation of the ledger for keeping the track of his 

user transactions 

VIII. FUTURE ENHANCEMENTS 

Firstly, this project maintaining the ledger and accounting 

details for applying his returns to the Income Tax Portal 

without having any havoc of maintaining the income records 

as these as limited to a single bank which is institution 

specific. 
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 Secondly, this very idea has a very futuristic 

approach towards a secure, simple and effective payment 

portal which can be made by self and is completely safe 
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