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Abstract— Information security is requirement of 

confidential data transfer. Steganography is a different ways 

used of secure transmission of important information. Hiding 

information in a image or video is less suspicious than 

transmitting an encrypted file. Main aim of steganography is 

to transmit data secretly by not knowing very existence of 

data in some other medium such as image, audio or video. 

This work intends to give an overview of image 

steganography, its uses & techniques. Thesis work is an 

implementation of Image Steganography of same plaintext, 

the implementation of a system that design of unique Sudoku 

generation for Sudoku based data hiding and high security is 

the main concern of this thesis. 
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I. INTRODUCTION 

Today there are various applications of information hiding. 

Knowledge of data hiding might be used either in ethical or 

unethical ways. However, data hiding algorithms cannot 

easily be categorized either in steganography categories as 

there is no transparent boundary between these two terms & 

mostly classification relies on application of algorithm. 

Therefore regardless classifying data hiding most common 

data hiding applications are fingerprinting, secret 

communication, secure storage, covert communication, & 

copyright protection.Cryptography modify messages so it 

can’t be understood.  Main Advantage of cryptography is 

secure data, different size key of data hiding, also fast & 

flexible easy to design. The main Disadvantage of 

cryptography is that it is suspicious on internet and complex 

hardware, cipher patterns is not typical. Steganography is an 

ancient art of hiding information. It hides information in 

digital images. Advantage of Steganography methods 

reduces chance of a message being detected. Disadvantage of 

Steganography Transmitting same images again & again may 

arouse suspiciousness to intruder, easy to decipher ones 

detected. 

II. LITERATURE WORK 

Baochen SUN et al [17] describes a new algorithm for 

generating unique-solution Sudoku puzzles. Distinguished 

from common algorithms, it guarantees a unique solution 

itself rather than relying on some unique-solution test 

algorithms. What is more, the time complexity of our 

algorithm is polynomial, which is a significant progress as 

most of the generation algorithms are non-polynomial. 

 Chang-Tsun Li [13] propose a reversible data hiding 

scheme that enables an adjustable amount of information to 

be embedded in JPEG images based on padding strategy. The 

proposed embedding algorithm only modifies, in a subtle 

manner, an adjustable number of zero-valued quantised DCT 

coefficients to embed the message. Hence, compared with a 

state-of-the-art based on histogram shifting, the proposed 

scheme has a relatively low distortion to the host images. In 

addition to this, we found that by representing the message in 

ternary instead of in binary, they can embed a greater amount 

of information while the level of distortion remains 

unchanged.  

 Shripal Rawal [12] discussed Encryption is an 

interesting piece of technology that works by scrambling data 

so it is unreadable by unintended parties. The Advanced 

Encryption Standard (AES), which is also known as Rijndael 

(its original name), is a specification for the encryption of 

electronic data.  

 Ali Al-Haj et al [11] The implementation of a system 

that combines encryption standards with watermarking 

techniques to provide security to exchanged medical images 

is the main concern of this paper. The system is based on a 

hybrid algorithm that applies the techniques of encryption 

and watermarking to offer different security features to 

medical images transmitted between healthcare entities  

 Ayushi [8] discussed that there are two basic types 

of cryptography: Symmetric Key and Asymmetric Key. 

Symmetric key algorithms are the quickest and most 

commonly used type of encryption. Here, a single key is used 

for both encryption and decryption. It also explains the 

concept of public and privet key used for data encryption. 

 Ruth et al [5] consider the problem of generating 

well-formed Sudoku puzzles. Weighing the benefits of 

constructing a problem bottom-up or top-down, Bottom up 

approach start with an empty grid and then insert numbers in 

such a way so as not to invalidate the grid until paper have a 

well-defined puzzle. For this approach paper must address the 

issue of which additions do not invalidate our grid. Top down 

approach begin with a full Sudoku grid and remove cell 

entries whilst ensuring that the puzzle remains well-defined. 

To implement this approach paper must find a method of 

producing full Sudoku grids. It would be interesting to 

explore which removals would be unlikely to cause a multiple 

solution. A fundamental aspect of both these approaches 

would be the problem of determining whether a puzzle is 

well-defined. Our research has shown that whilst the problem 

of whether a general puzzle has a unique solution has been 

shown to have a simple mathematical expression, it has also 

shown that actually finding such an expression is an ongoing 

problem. 

 Fan Li et al [3] A reversible data hiding scheme 

based on integer-to- integer wavelet transform is proposed in 

this paper. The scheme uses a Sudoku-based method to 

embed data by modifying the wavelet coefficients. First, the 

algorithm performs the one-level integer wavelet transform 

of the host image and obtains four sub-bands, i.e., LL1, HL1, 

LH1, and HH1. Then, the HL1 sub-band is used as the base 

matrix, and the LH1 sub-band is used as the variable matrix 

to embed the secret digits according to a Sudoku table. A 

location map is created to record the embeddable coefficients, 

and the map is embedded into the sub-band of HH1. 
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 Thai-Son Nguyen et al [2] In this paper, a new, 

reversible data hiding scheme based on the Sudoku technique 

is proposed to obtain high embedding capacity and good 

image quality. Our experimental results showed that, the 

proposed scheme had larger embedding capacity than the 

other seven schemes, when the average embedding capacity 

was greater than 110,000 bits. The proposed scheme also 

achieved good visual quality of the stego-image, i.e., the 

PSNR value of the proposed scheme was greater than 46 dB 

for all of the test images. In addition, the proposed scheme 

achieved more consistent results for the different test images 

than the other five schemes. 

 Chin-Chen Chang et al [1] Data hiding is a security 

technique used to conceal secret information into digital 

media. Reversible data hiding can guarantee that the secret 

message can be extracted correctly and that the cover image 

can be reconstructed exactly. In this paper, paper presented 

our design of a new reversible data hiding scheme, which is 

based on Sudoku reference matrix and can enhance the 

performance of some reversible data hiding schemes for 

image interpolation. This allows embedding more secret bits 

into a pair of pixels while maintaining the small distortion of 

the stego-image. Our experimental results indicate that the 

proposed scheme had a higher embedding capacity than some 

other previous schemes. In addition, the proposed scheme 

maintains a better visual quality of the stego-image than some 

existing schemes. 

Author Year Method Result 

Ali Al-Haj et 

al [11] 
2017 

hybrid algorithm of watermarked image and its 

encrypted version for secure data hiding 

90,000 bits hidden in CT image SNR observed 

is 56.792, MRI image SNR observed is 54.219, 

X-RAY SNR observed is 66.726 

The size of cover image is 512x512 

Chang-Tsun 

Li et al [13] 
2017 

Data hiding based on adjustable amount of 

information to be embedded in JPEG images 

based on padding strategy. 

2000 bits hidden in Lena image of 512x512 size 

SNR observe is 46.25 

Fan Li et al 

[3] 
2016 

Data Hiding Scheme Based on IWT and the 

Sudoku Method 

PSNR observed is 52.99 when Bpp taken as 

0.063 for 512x512 Lena image 

Thai-Son 

Nguyen et al 

[2] 

2015 
A data hiding scheme based on the Sudoku 

technique 

1,19633 bits hidden in Lena image PSNR obtain 

is 48.67 

Chin-Chen 

Chang et al 

[1] 

2017 
Develop a new reversible data hiding scheme 

using Sudoku and  image interpolation 

2.23 bpp hidden in Lena Image obtain PSNR of 

26.86 

Table 1: Literature Work

III. PROBLEM STATEMENT 

Network monitoring & surveillance systems will not flag 

messages & files that have steganography data. So, if 

someone needs to steal hidden confidential data, they could 

conceal it within different file & send it in a simple looking 

email. Another problem is Lots of data has to be transmitted 

which arises suspiciousness to hackers & intruders. 

 It is an overhead for communication system it is 

requires just to secure data but not necessary for data 

communication, In stegnography the size of cover image 

must be very high than data, We cannot use same algorithm 

for all type of cover image, In stegnography the time for 

hiding data should be low enough so it does not disturb 

communication. 

 First issue is to maintain balance between 

imperceptibility, robustness and capacity as increasing one 

factor adversely effect on other and a good digital 

watermarking system possess above feature. To achieve good 

imperceptibility, watermark should be embedded in high 

frequency component whereas robustness occurs in low 

frequency component. Other issue is Human vision system. 

In RGB color images, only blue color is less sensitive to 

hiding watermark. So, basically why only blue color not 

others. Another one is in fragile stegnography, content 

recovery against cropping is challenging issue. As in fragile 

watermarking, slightly distortion results in destruction of 

watermark. Next one is payload size, payload size is how 

amount of information it carries. As more is payload size, it 

compromises with the imperceptibility. So, issue is how to 

maintain equilibrium. Next issue is robustness in spatial 

domain. As in spatial domain, there is change in pixel values. 

It is hardly resist against various attacks like JPEG 

compression, high pass filtering, low pass filtering, cropping 

etc. Other issue is computational cost i.e. Cost of inserting 

and detecting data that should be minimized. 

 Chin-Chen Chang et al [1] use Sudoku and 

interpolation based steganography which involve data hide at 

only those location or pixels which are newly generated using 

interpolation, issue with their work was that their 

interpolation technique new pixels generate with only two 

pixels of original image which may lead an moderate 

interpolation solution, another issue was that they use a fix 

Sudoku for all the data. 

 Thai-Son Nguyen et al [2] also use Sudoku for data 

hiding and the Sudoku was fixed they simply sue Sudoku for 

hiding decimals digits in image and did not applied 

interpolation which leads major change in original pixels, 

hence low SNR.  

Proposed design resolve the problems of available work with 

significant modification done in interpolation method and 

Sudoku generation method.  

IV. CONCLUSION 

Steganography is an approach to hide the data (image in our 

case) efficiently into any covering object (image in our case) 

and it should do that any intruder cannot interpret it by any 

means, it can be concluded on the basis of literature work that 

http://ieeexplore.ieee.org/search/searchresult.jsp?searchWithin=%22Authors%22:.QT.Chin-Chen%20Chang.QT.&newsearch=true
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available methods are good in steganography but there are 

still some problems with those techniques and that can be 

improve. Based on the proposed algorithm, the authenticity 

and integrity of the transmitted images can be verified either 

in the spatial domain or in the encrypted domain or in both 

domains. The work is implemented on MATLAB design and 

simulation tool. Thesis work uses modified Sudoku based 

data protection and SNR is very high in present thesis work.  
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