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Abstract— Currently, consumers are not feel condent about 

their data or information that they are access or to store on 

the cloud server regarding to cloud security. In-addition to 

this, the cloud Cloud Service Consumers are get fed up on 

the current authentication steps. This paper tries to discuss 

on the Security Authentication and access provision of the 

Cloud Service Consumers in Federated clouds using 

Subscribed user identity. On the cloud service consumer's 

authentication process, User Identity Verification Module 

serves as a cloud broker to minimize the work overloads on 

the central cloud federation management system. 
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I. INTRODUCTION 

Today, cloud-computing domain on different cloud services 

(public, private and hybrid clouds). The cloud computing 

circle furnish services to service devours /user several 

profits as a high availability, minimize the repairing costs 

and the ability to the reasonable cost. As described in [2] the 

cloud computing model as originally formed has reached 

high level of evolution, exposure to various extents that to 

settle the primary characteristic of the prototype resource 

argument, interpose of services, lack of interop-erability in 

data representation, quality of service degradation, and 

others. cloud computing technology helps the enterprises 

and organizations to make computing their resources 

addressable to the partner and consumer to be more scalable, 

flexible, competent and cost effective circle for application 

development. 

II. KEY CONCEPTS & TECHNOLOGIES 

Over the past few years, major IT vendors (such as Amazon, 

Microsoft and Google) have provided virtual machines 

(VMs), via their clouds, that customers could rent. These 

clouds utilize hardware resources and support live migration 

of VMs in addition to dynamic load-balancing and on-

demand provisioning. This means that, by renting VMs via a 

cloud, the entire datacenter footprint of a modern enterprise 

can be reduced from thousands of physical servers to a few 

hundred (or even just dozens) of hosts. While it is practical 

and cost effective to use cloud computing in this way, there 

can be issues with security when using systems that are not 

provided in-house. To look into these and find appropriate 

solutions, there are several key concepts and technologies 

that are widely used in cloud computing that need to be 

understood, such as virtualization mechanisms, varieties of 

cloud services, and “container” technologies. 

A. Virtualization Mechanisms 

A hypervisor or virtual machine monitor (VMM) is a key 

component that resides between VMs and hardware to 

control the virtualized resource [4]. It provides the means to 

run several isolated virtual machines on the same physical 

host. Hypervisors can be categorized into two groups [5]: 

1) Type I:  

Here the hypervisor runs directly on the real system 

hardware, and there is no operating system (OS) under it. 

This approach is efficient as it eliminates any intermediary 

layers. Another benefit with this type of hypervisor is that 

security levels can be improved by isolating the guest VMs. 

That way, if a VM is compromised, it can only affect itself 

and will not interfere with the hypervisor or other guest 

VMs.  

B. Type II:  

The second type of hypervisor runs on a hosted OS that 

provides virtualization services, such as input/output (IO) 

device support and memory management. All VM 
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233 interactions, such as IO requests, network operations 

and interrupts, are handled by the hypervisor. 

Xen2 and kernel virtual machine (KVM)2 are two 

popular open-source hypervisors (respectively of Type I and 

Type II). Xen runs directly on the underlying hardware and 

it inserts a virtualization layer between the system hardware 

and the virtual machines. The OSs running in the VMs 

interact with the virtual resources as if they were actually 

physical resources. KVM is a virtualization feature in the 

Linux Kernel that makes it possible to safely execute guest 

code directly on the host CPU. 

Security Context Description 

Authentication and 

Authorization 

Authentication and authorization of 

cloud consumers using predefined 

identification schemes 

Identity & Access 

Management 

Cloud consumer provisioning and 

deprovisioning via heterogeneous 

cloud service providers 

Confidentiality, 

Integrity, 

Availability 

Assuring the confidentiality of the 

data objects, authorizing data 

modifications and ensuring that 

resources are available when needed. 

Monitoring and 

Incident Response 

Continuous monitoring of the cloud 

infrastructure to assure compliance 

with consumer security policies and 

auditing requirements. 

Policy 

Management 

Defining and enforcing rules for 

certain actions such as auditing or 

proof of compliance. 

Privacy 
Protect personally identifiable 

information (PII) within the cloud 
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from adversarial attacks that aim to 

find out the identity of the person that 

PII relates to. 

Table 1: Security and Privacy Factors of the Cloud 

Providers 

III. CONTAINERS TECHNOLOGY 

Clouds based on Linux container (LXC) technology are 

considered to be next-generation clouds, so LXCs has 

become an important part of the cloud computing 

infrastructures because of their ability to run several OS-

level isolated VMs within a host with a very low overhead. 

LXCs are built on modern kernel features. An LXC 

resembles a light-weight execution environment within a 

host system that runs instructions native to the core CPU 

while eliminating the need for instruction level emulation or 

just-in-time compilation [8]. LXCs contain applications, 

configurations and the required storage dependencies, in a 

manner similar to the just enough OS (JeOS). 

Using containers, several applications can share an 

OS, binaries or libraries, which results in significant 

increases in efficiency compared to using hypervisors. For 

example, the portability of applications and the provisioning 

time of VMs are very low with container technologies [9]. 

LXC technologies were introduced in the 2980s, starting 

with the chroot (change root) command, and evolving into 

to popular container managers such as Docker. 

 Chroot: The Unix chroot system call, which was 

introduced as part of Unix version 7 in 2979, can be 

considered as the first step in the evolution of 

containerization. The chroot call changes the root 

directory of the calling process to a specified path, 

where the root directory is known by all children of the 

calling process. This feature is used by some containers 

for isolation and sharing the underlying file system. 

Chroot is often used when building system images by 

changing root to a temporary directory, downloading 

and installing packages in chroot or compressing chroot 

as a system root file system. 

 FreeBSD Jail7 extended chroot in 2998 to provide 

enhanced security. FreeBSD jail settings can explicitly 

restrict access outside the sandbox environment by files, 

processes, and user accounts (including accounts 

created by the jail definition). Jail can therefore define a 

new root user, who has full control inside the sandbox, 

but who cannot reach anything outside.  

 Namespaces were introduced in 2992 [22] for process-

based resource isolation. Namespaces provide tools for 

isolating the view of global resources such as details 

about file systems, processes, network interfaces, Inter 

Process Communication (IPC), host names, and user 

IDs. Processes in a particular namespace are invisible to 

other processes because they think that they are the only 

processes on the system and because "connectivity" is 

only permitted with the parent namespace 

IV. METHODOLOGY 

A. Cloud Security & Privacy Challenges 

Cloud computing has raised several security threats such as 

data breaches, data loss, denial of service, and malicious 

insiders that have been extensively studied in [67], [68]. 

These threats mainly originate from issues such as multi-

tenancy, loss of control over data and trust. (Explanations of 

these issues follow in the next subsection.) Consequently the 

majority of cloud providers – including Amazon’s Simple 

Storage Service (S3)23, the Google Compute Engine24 and 

the Citrix Cloud Platform25 - do not guarantee specific 

levels of security and privacy in their service level 

agreements (SLAs) as part of the contractual erms and 

conditions between cloud providers and consumers. This 

means that there are important concerns related to security 

and privacy that must be taken into consideration in using 

cloud computing by all parties involved in the cloud 

computing arena. These are discussed in the following 

subsections. 

B. Proposed Model 

1) Proposed Security Model 

Cloud federation has many benefits regarding to flexibility, 

availability, and resources utilization. On the other hand, 

there is a data vulnerability if there is no strong security 

authentication between the cloud service consumer and 

cloud service provider as well as between the cloud service 

providers. 

Currently very large number of people accesses 

cloud service from various cloud service providers using 

various electronics devices (smart technologies). The 

increasing of smart technologies also make the cloud 

computing service vulnerability is increased. However, on 

the other way the cloud service consumers want the short 

and secure way to access the cloud service on different 

cloud providers. Actually, it is very huge concept especially 

on the side of cloud security. To reconcile the consumer's 

need and security issue, the cloud federation is very good 

cloud infrastructure. Therefore this new proposed model is 

contributes to minimize the user long process to get user 

access permission in the federated clouds. To minimize the 

long process and complicated user access permission, we 

proposed two authentication steps, Cloud service provider 

authentication and cloud 

 
Fig. 1:  Proposed Cloud federations Architecture. 
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Fig. 2:  The Process of Cloud Service Providers 

Authentication. 

V. RESULTS 

 Cloud service consumers can access the cloud resources 

using their subscribed id without any other requirements 

for each of CSPs in the federated clouds.  

 Reduction in the execution time when multiple users are 

using in the cloud federation. 

 Efficient Reduction in the work overload (Fig 6.2) with 

25 logins that too in 3225 milliseconds.  

Also CFCMS communication and verification 

(without any overload) is in around 3 seconds. 

 
Fig. 3: Comparative analysis with  S.Ye, H. Liu, Y.-W. 

Leung and X. Chu with that of our Proposed work. 

 
Fig. 4 : Comparative analysis with  Christopher Van Eenoo; 

Osama Hylooz; Khaled M. Khan with that of our Proposed 

work. 

 
Fig. 5:  Execution time of user logIn in the cloud federation 

VI. CONCLUSION 

Our paper basic stand is that to eliminate/reduce the 

continuous and bulky steps of access provisioning of the 

cloud services. In addition to we have tries to show that 

eliminate/reduce the access provision steps does not affect 

the cloud service providers work in the cloud federation. 

Fig.4. shows that allowing the cloud resources consumer to 

use their subscribed identity in the cloud federation is 

considerably helps to reduce the execution time in the 

federated clouds. 

Even-though the cloud infrastructure and 

technology is growing an amazingly and update 

continuously, we have done that how the cloud service 

consumers can access the cloud resources using subscribed 

identity in the federated clouds. This also have the benefits 

to increase the cloud consumers and cloud service 

provider’s satisfaction. 
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