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Abstract— A few years ago, the company’s information will 

be stored generally on their own servers in the 

organizations’ data center and the more confidential data is 

separated and stored in the individual servers. Currently, the 

concept of virtualization and cloud is established where the 

information stays physically in their own infrastructure but 

it is administered by another entity. Cloud computing is 

anticipated as the growing architecture to transfer the 

information to the cloud, since the data is growing high and 

data needs to be approachable from the outside device. The 

cloud storage is preferred due to the reduction in cost and 

the emerging agile business environment. Still there are 

many complications in storing the data in the cloud 

beginning from the virtual device that acts as the medium 

for resource sharing and the cloud storage extremity. This 

happen because the infrastructure and resource computation 

owned and administered by the external party and the cloud 

storage is termed as unscrupulous in providing 

authentication. Hence there is a need to provide security to 

the data stored in the cloud by contributing the services like 

data confidentiality, authentication and integrity. The survey 

is to analyze the risks involved in storing the data in cloud 

and the risks can be minimized by offering the solutions to 

provide authentication and authorization. 
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I. INTRODUCTION 

Considering the aspect of faster access, cloud computing has 

become more trending because the small and medium scale 

business organization transfer their data to cloud due to 

reduction in cost. The cloud computing is related to pay and 

use technology and it is applicable for both technical and 

business models [2]. The business organization must 

concentrate on the profit making since the concept of cloud 

storage gives more attention to service delivery and the 

enterprise information is moved to the cloud environment 

due to the increase in agility. The importance of cloud 

computing is ever growing and it was founded by National 

Institute of Standards and Technology (NIST) by United 

States, moreover the academic professionals and 

industrialists are focusing on cloud computing. It acts as the 

model for permitting the global, appropriate, on-demand 

access to shared computational resources and it can be 

quickly stipulated, discharged with very little efforts or 

service provider communication.  

In the cloud computing technology, the end users 

externalize their information to the external servers that is 

managed by a cloud provider. The features including 

memory, bandwidth capacity and the storage size are 

conceptualized and retrieved by the consumers with the help 

of internet facility. Transferring the information to the cloud 

affords more receptiveness to the users and minimizes the 

efforts of local servers. The cloud computing model 

comprises of three types of service models and four 

categories of deployment models. The definition of cloud 

computing is depicted in figure 1. 

 
Fig. 1: Cloud Computing Model 

The usage of service models vary in the capacities 

that are recommended to the consumers. The clients can 

only use and run the software but they do not have the 

administering capability over the network. The cloud service 

provider is solely responsible for controlling the physical 

infrastructure without the client interference [4]. The 

software can be accessed by the web browser. Even though 

the cloud computing has more advantages, there are 

numerous security risks associated to it. There is a primitive 

demand for the ample resources and hence the need for 

cloud computing arises due to the existence of minimal 

resources. 

Cloud computing suffers from various security 

issues for the few reasons. The first thing is, the old 

cryptographic algorithms cannot be applied directly due to 

the data loss of the particular user. The validation should be 

performed for the stored information without the 

determinate knowledge. On the whole, the difficulty in 

validating the information stored in the cloud turns to be 

more demanding because of the different types of 

information collected in the cloud and the data security for 

the long period of time. The second thing is, the cloud 

computing is not considered to be the external parties 

repository. The collected information in the cloud is 

regularly upgraded by the user that includes inserting, 

deleting, modifying, etc. To certify the correctness in the 

data under the dynamic information up gradation is of great 

importance. There is a need for new solutions to solve the 

issues. The last thing is, the deployment model is 

empowered by data centers supervised in a synchronous, 

collaborated and deal out fashion. The user data is stored 

multiple times individually to minimize the data integrity 

issues. Hence the protocols must be established in attaining 

the security in cloud. The cloud computing method affords 

effectual data retrieval concern. 

The remaining sections are organized as follows: 

section illustrates the work associated to cloud computing; 

section 3 illustrates about cloud computing; section 4 

describes the issues and solutions to cloud computing and 

section 5 gives the conclusion. 
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II. RELATED WORK 

Thomas and Redmond in 2009 found that the evolution of 

cloud computing has brought the modifications in traditional 

storage environments where the resources are residing at the 

client side and it acts as an asset free network where the 

resources are obtainable in the network [12]. Ingalsbe et al 

in 2011 said that the academic professionals and industrialist 

had a discussion regarding cloud computing whether it turns 

out to be the revolution or outsourcing evolution. The 

evolution of cloud may have impact on the business models 

[5]. The global may earn nearly $68.3 billion in 2010 and 

there will be a growth to $148.8 billion in the year 2014 and 

it was founded by Pring et al in 2010.  

Bohem et al in 2011 demonstrated that the growth 

happened due to the increase of client demands, cost 

reduction criteria and flexible infrastructure with innovative 

ideas [1]. According to Smith in the year 2011, the cloud 

remains illusion free environment [13]. In the research 

perspectives, the cloud computing is required. Joachin in 

2011 organized a survey based on service oriented 

architecture in business models and also to determine the 

cloud computing features, cloud computing methods for 

executing the cloud services [7]. Leimester et al in 2010 

works in determining the cloud characteristics and the 

services are examined based on network aspects [9]. 

III. CLOUD COMPUTING 

Cloud computing are the services conveyed via internet and 

those services are provided by hardware and software 

system in the data centers. The services defined by them are 

called as Software as a Service (SaaS). The features of cloud 

computing includes: 

In this pay and use technology, the resource 

computation is performed at diverse system levels like 

utility services (for example, Software as a Service (SaaS), 

Platform as a Service (PaaS) and Infrastructure as a Service 

(IaaS)). The users of the cloud just pay for the actually 

utilized resources. 

The pliable and ascendable resources are required 

to the users in the cloud. The users in the cloud will be able 

to store the resources due to the cost reduction to maintain 

the workload fluctuation. 

The provided services can be organized by the 

cloud users which makes appropriate for the users to obtain 

the services and they do not coordinate with system 

administrators. 

The services can be accessed through internet and 

the users in the cloud can intricate these services in any 

environment. 

The resources are combined and given to the users 

and the location is said to be self sufficient. 

1) The entities present in the network are identified as 

follows: the users who depend on the cloud storage and 

computation comprise of individual users and business 

organization  

2) The cloud service provider (CSP) have remarkable 

resources and knowledge in constructing and handling 

the cloud servers and they are the owners of cloud 

computing servers.  

3) The third party holders are the one, who do not have 

more knowledge in assessing the cloud services and it is 

illustrated in figure 2.  

 
Fig. 2: Cloud Storage Architecture 

Even though there are many benefits in cloud 

computing, the data security, the data security is the major 

term. It is the method for incorporating technology, data 

protection, policies and its infrastructure [2]. This type of 

combination suffers from various attacks and the security 

issues are addressed in the next section. 

IV. PREVAILING ISSUES IN CLOUD COMPUTING 

The above mentioned coordination of data is the source for 

numerous attacks. Hence new evolutions in security 

requisites are needed when compared to other devices. The 

old architecture system is not used because the consumers 

do not have physical infrastructure of their own. By 

contracting out, the users may not have control over their 

stored information when it gets stored externally and the 

control is transferred to the untrusted third party. Even 

though the server is reliable, there are many security issues 

faced not only by the external party but also from the 

internal parties in the cloud. These hazards may imperil the 

features like data confidentiality, data integrity and 

availability. Few of the external parties conceal the 

information contravention to maintain their reputation or 

remove some data for having some free space. 

A. Hazards in Cloud Computing 

The “data loss” is occurring because the organizations are 

contracting out their complete information to cloud 

providers due to cost reduction, but the customers should be 

aware that they are not revealing the sensitive data. In this 

cloud storage, data loss occurs owing to the malicious 

attacks, server crash and accidentally deleting without 

taking the backup. The natural calamities like earthquake 

and firing may bring great loss to the data. When anyone 

attempts to find the encryption key, the data loss occurs. The 

risk called “data contravention” occurs because there are 

numerous users and business organization and the collected 

information are stored at the same place. Any contravention 

may reveal the details of entire users and organizations in 

the cloud [14].  

They are working under the concept “multi-

tenancy” and the diverse applications that shares the similar 

database could run on virtual devices and data corruption 

occurred in the system may affect the others. The internal 



A Brief Survey on Persuading Data Security and Privacy Issues in Cloud Computing 

 (IJSRD/Vol. 6/Issue 07/2018/083) 

 

 All rights reserved by www.ijsrd.com 350 

party may try to obtain the information indirectly or by 

retrieving the huge amount of data that makes the cloud to 

be uncertain and reveal the information. The “internal 

intruders” are the person who are authentic and validating 

the information like administering, members of the 

organization affording the services in the cloud, 

collaboration and contractors who has permission to obtain 

the data [8]. When other enterprises pay more to these 

people, then they try to sneak or alter the data. The cloud 

providers may not be conscious about impotency in 

handling their employees. 

The “interface turns to be insecure” where the data 

communication takes place through interface between 

service provider and client and the clients can have powers 

over their data through interface. The interfaces placed must 

be more secured enough from any unauthorized people. If 

the security mechanism available in the interface cannot 

oppose them, then the users will act like authorized user in 

obtaining the resources. The users are obtaining the resource 

in the cloud by the use of password management and hence 

their information can be “hijacked”. The passwords are 

modified by the unauthorized user who have access to client 

data by modifying, deleting or by sneaking it for the purpose 

of promoting it to others [10]. The service providers have 

different centers in different places.  

The “data location” turns to be another hazard and 

many users do not know about the data location. There are 

many standards in few countries where the organization 

locates their information. The organization needs the system 

availability every time and the service provider affords some 

of the resources that can be transferred between clients [1]. 

When the unauthorized user utilizes the available resources 

and authorized user cannot access it the issue is called as 

“denial of service” and it also lowers the system’s 

performance. 

B. Solutions Offered to the Hazards in Cloud Computing 

The hazards in the cloud computing can be solved by below 

mentioned problems.  The “data confidentiality” issue can 

be resolved by enciphering the data before the data is 

contracted out. The enciphered data is obtained by the 

service provider. The client should take the responsibility in 

maintaining the access control procedure, enciphering, 

deciphering and the encipherment key. There must be more 

flexibility in encipherment to maintain the large group of 

users when the information is transmitted between the users 

and the keys are maintained and the access control 

procedure to safeguard the data confidentiality [11]. The 

data owner process the encryption using the public key of 

the user and class identifiers are to be described. The other 

side recipient must have the master key to generate other 

secret keys for taking out the cipher text. This key is used to 

decipher the data and hence cryptographic system attains 

high level of access control without providing them the key 

used for encryption. 

The “data integrity” issue can be solved by 

computing the hash value. The file has to downloaded and 

then to check the hash function. The Message 

Authentication Code (MAC) is used which takes two inputs 

and produces single output [5]. This is implemented on the 

client side and after obtaining the MAC, the owner of the 

information transfers it to the cloud. The data integrity can 

be checked by downloading the data and to compute the 

MAC and check the computed data with the previously 

obtained hash value. This method offers both authentication 

and integrity. 

The “data availability” can be maintained by the 

proposed RAID architecture. The three servers are available 

where the data is exposed to any of the two server and the 

parity bits are stored in other server [6]. After performing 

encryption, the sequential arrangement is followed to split 

the cipher text into various blocks. One of the blocks is 

allocated for one server (i.e. first server storage), the other 

block is allocated to second server (i.e. next server storage) 

and the third block is allocated to third server (i.e. parity 

bits). The two servers are combined together to organize the 

information and one of the server contains the encrypted 

data to prevent the unauthorized access and the third service 

maintains the parity bits and this server is meant for data 

availability. 

The “information loss” can be avoided by utilizing 

the effectual interface for the access control. During the data 

transmission, the enciphering takes place to maintain data 

integrity. Run time data protection methods are to be 

examined. The generated key should be effective and it 

should be stored properly. The policies are specified to 

maintain back up and data retrieval. The “internal intruders” 

can be rectified by assessing their given identity [3]. The 

requirements of human resources are clearly defined. The 

data security and the service practices must be made visible. 

When the data violation happens, another procedure has to 

be generated for notification. 

The “interface insecurity” is resolved by examining 

the best suited security model for cloud provider interface. 

The access control mechanism must be established during 

data transmission and absorbing the reliance in interface. 

The “hijacking” is minimized by preventing the credentials 

sharing of the users. The bi-directional authentication 

system has to be used. The actions are recorded to identify 

the unauthorized users. The security procedures need to be 

regularized and observed [15]. 

V. CONCLUSION 

Cloud computing is the trending technology that gain more 

attention from academic professionals and industrialists in 

future. The cloud computing is more attracted because of the 

reduction in cost in constructing the infrastructure. Owing to 

the enormous growth in cloud computing, many security 

hazards are also accompanying this technology. The hazards 

are associated to data confidentiality has to be protected 

from unauthorized users, data integrity issues to the stored 

data and availability of the data when required. The survey 

also tells the solutions required to resolve the above issues. 

Many suggestions are considered to identify the hazards that 

greatly demolish the data confidentiality, integrity and 

availability in order to examine the solutions. These 

solutions provide more security to the cloud storage and this 

gives more compliance and more trust on the cloud. 
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