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Abstract— A wireless mesh network is a kind of multi-hop 

network and can be used as synonym for an Mobile ad-hoc 

network. A MANET (Mobile Ad-hoc Network) is a self-

configuring system of mobile nodes connected by wireless 

links. MANETs are self-configuring and decentralized 

without having any fix infrastructure. In such a network, each 

node acts as an end system as well as a relay node (or router). 

It is a network having many to many connections with the 

capability of dynamically healing the network topology. 

Security is a challenging application of a wireless mesh 

network. The self-configurable self-organized nature makes 

a wireless mesh network more vulnerable to various types of 

attacks. Exploitation of a WMN can cause a large scale 

degradation of network performance. In this dissertation 

some attacks that are performed on various layers of TCP/IP 

model and performed a comparative study for a specific 

network layer attack: grey hole attack. A grey hole attack is 

often difficult to detect and recover. There are different 

techniques for its detection which have their advantages and 

shortcomings. Attack is often difficult to detect and recover. 

There are different techniques for its detection which have 

their advantages and shortcomings. 
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I. INTRODUCTION 

WMNs are deployed to resolve the limitations and to improve 

the performance of ad hoc networks, WLANs, WPANs, and 

wireless metropolitan area networks. Some characteristics of 

a WMN are rapid deployment, self-organization and self-

configuration. A mesh network contains much more 

connectivity than a traditional wireless network, thus it can 

provide better internet access in the area. WMN’s can be used 

in many applications such as public safety, environment 

monitoring and across the city wireless Internet services 

.Mesh network contains two types of nodes, Mesh nodes and 

mesh clients. Mesh routers have very little mobility or they 

can be stationary, i.e. they can be employed on rooftops to 

provide wireless broadband service. There are three types of 

wireless mesh networks Infrastructure/Backbone WMNs. 

Client WMNs. Hybrid WMNs. A hybrid WMN is shown in 

figure.1. The gateways connect a WMN to outside world (i.e. 

Ethernet, WiMax etc). Mesh Points (MP) having mesh 

functionalities provide services to mesh clients (users) (i.e. 

Laptop, workstations etc). Nodes having access point 

functionalities in addition to mesh functionalities are shown 

as MAP (Mesh Access Points). Some mesh functionalities are 

path selection and forwarding. 

 Wireless communication is currently one of the 

fastest growing technologies worldwide due to recent 

advances in mobile computing devices and wireless 

technology. Mobile devices such as laptops, personal digital 

assistants (PDAs), and mobile phones have become 

lightweight and portable enough to be conveniently carried 

by mobile users. Wireless communication networks have a 

number of advantages over their traditional wired 

counterparts. In principle, wireless networks allow 

anywhere/anytime connectivity. They can be deployed in 

areas without a preexisting wired-communication 

infrastructure or where it is difficult to lay cables. 

 For example, in many places, historic preservation 

laws make it difficult to carry out cable installation in old 

buildings. In addition, the installation of a wireless network 

is much cheaper than a wired infrastructure making wireless 

networks an attractive option, especially in less developed 

world regions. Further, wireless networks provide a flexible 

and instantaneous communication setup. 

 For instance, mobile users can turn on their laptops 

and PDAs and immediately connect to the Internet at public 

places such as airports, university campuses and coffee shops. 

Conference attendees can have wireless access to the Internet 

and can even share presentation files with other attendees. 

The wireless communication industry has several segments 

such as cellular telephony, satellite-based communication, 

wireless local area networks (WLANs) and worldwide 

interoperability for microwave access (WiMAX). The de 

facto adoption of the IEEE 802.11 standard has fuelled the 

development of WLANs by ensuring interoperability of 

wireless transmission technologies among various vendors 

thereby aiding the technology’s market penetration. This 

standard defines the specifications of the first two layers of 

the Open System. 

 The IEEE 802.11 standard defines two major 

wireless networks for WLANs depending on the underlying 

configurations: infrastructure-based and infrastructure less-

based (or ad hoc) networks. The infrastructure-based WLANs 

require special nodes (i.e. hosts or terminal in the network) 

called access points (APs), which are connected via existing 

wired LANs. The APs are used to coordinate communication 

between the mobile nodes (i.e. mobile hosts or terminals in 

the network such as laptops and PDAs) and wired networks. 

This configuration is used to provide services for so-called 

Wi-Fi hotspots, i.e., to provide wireless internet access at 

airports, conferences and other public places. The set of 

mobile nodes that are associated with a particular AP is called 

the Basic Service Set (BSS). To extend the Wi-Fi coverage 

area, a number of BSSs can be connected together by means 

of a Distribution System (i.e. a backbone network). The later 

configuration is referred to as the Extended Service Set (ESS) 

in the IEEE 802.11 nomenclature. All APs in an ESS are 

given the same service set identifier, which serves as a 

network “name” for the network users. Figure 1-1 shows a 

typical example of an infrastructure-based WLAN. Here, the 

ESS is the union of the two BSSs (assuming that both APs 

are configured to be part of the same ESS). In contrast to a 

wired LAN, mobile nodes in an ESS are not physically 

constrained by cables and may communicate with each other, 
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even though they may be in different BSSs, and they may 

move between BSSs in a seamless hand-off process. 

 The cost and difficulty associated with the 

deployment of infrastructure-based WLANs may not be 

acceptable for dynamic environments such as battlefields, 

disaster sites, and temporary conference meetings where 

people and/or vehicles need to be temporarily interconnected. 

Such environments are often without a pre-existing 

communications infrastructure, or the cost of deploying such 

an infrastructure may be prohibitive. In these cases, 

infrastructure less or ad hoc WLANs provide an efficient 

alternative solution. The ad hoc WLANs do not need any 

fixed infrastructure and require only the mobile nodes to 

cooperate in a peer-to-peer fashion to form an Independent 

Basic Service Set (IBSS) in order to exchange data. However, 

this configuration of the IEEE 802.11 standard is limited to 

single-hop communication which is only applicable to mobile 

nodes within a mutual transmission radius. But, as the 

processing power and transceiver capabilities of mobile 

nodes have increased, it has become feasible to increase the 

communication range of IBSS using the mobile nodes 

themselves as forwarding agents and relying on the upper 

layers of the protocol stack for multi-hop paths. This requires 

the implementation of routing mechanisms at each mobile 

node so that it can forward packets towards intended 

destinations. By acting as routers, mobile nodes may form the 

backbone of a spontaneous network that extends the range of 

the ad hoc WLAN beyond the transmission radius of the 

source. This later configuration of ad hoc WLANs is 

popularly referred to as a Mobile Wireless Ad Hoc Network 

(or MANET for short). Figure 1.2 shows a typical example of 

a MANET. Suppose node Disoutside the range of node A’s 

transmission range (the dotted circle around node A) and 

node A is outside the range of node D’s transmission range. 

Therefore, these two nodes cannot directly communicate with 

each other. If nodes And D wish to exchange a packet, nodes 

B and C act as routers and forward the packet on behalf of 

And D, since Band Care intermediate nodes that are within 

the transmission range of And D. 

A. Characteristics of MANETs 

MANETs are self-organizing and adaptive in that the 

topology of a formed network can change on-the-fly without 

the intervention of a system administrator. Although 

MANETs share many of the properties of the traditional 

wired networks, they possess certain unique characteristics 

which derive from the inherent nature of their wireless 

communication medium and the distributed function of their 

medium access mechanisms. The issues involved may be 

categorized as follows. 

B. Wireless Channel 

The wireless communication medium (or channel) is 

susceptible to a variety of transmission impediments such as 

path loss, interference and blockage. These factors restrict the 

range, data rate and reliability of the wireless transmission. A 

signal is considered successfully received at a node if the 

measured signal to interference and noise ratio (SINR) is 

large enough to be decoded. Typically, the transmitted signal 

has a direct-path component between the transmitter and 

receiver. Other components of the transmitted signal referred 

to as multi-path components are signals reflected, diffracted 

or scattered by the environment, and arrive at the receiver 

shifted in amplitude, frequency and phase with respect to the 

direct-path component. 

C. Path Loss of a Signal 

It can be expressed as the ratio of the power of the transmitted 

signal to that of the received signal at the receiver on a given 

path. Estimation of path loss is critical in designing and 

deploying of 802.11 networks, since it measures the effects 

of the terrain and the carrier frequency used on signal 

propagation. Several path loss models have been suggested 

for 802.11 networks. The free space propagation model is the 

simplest path loss model which assumes the existence of a 

direct-path signal between the transmitter and the receiver, 

with no atmospheric attenuation of multi-path components. 

Another popular wireless signal propagation model is the 

two-ray ground model which assumes that the signal reaches 

the receiver through two paths, one a line-of-sight path, and 

another the path through which the reflected or refracted and 

scattered wave is received. 

D. Fading 

One of the major problems that plague radio frequency 

networks is multi-path fading. This refers to the rapid 

fluctuations in signal strength when received at the receiver, 

and it is usually caused by propagation mechanisms, notably, 

reflection, refraction or diffraction of the transmitted signal. 

For example, most mobile nodes operating on 802.11 are 

equipped with omni-directional antennas which radiate radio 

frequency energy in all directions. 

E. Interference 

Transmission over the wireless communication mediums 

susceptible to interference from different sources. Two main 

forms of signal interference are adjacent channel interference 

and co-channel interference. In adjacent channel interference, 

the signals in nearby frequencies have components outside 

their allocated frequency ranges, and these components may 

interfere with on-going transmissions in the adjacent 

frequencies. This interference can be avoided by carefully 

introducing guard bands between the allocated frequency 

ranges. Co-channel interferences one of the major problems 

in MANETs, and is due to other nearby (e.g.) communication 

systems using the same transmission frequency. The MAC 

layer of the 802.11 standard is carefully designed to reduce 

co-channel interference by dynamically coordinating access 

to the wireless channel among mobile nodes. 

 Other approaches to reducing radio interference at 

the physical layer include the use of directional antennas 

which radiate radio signals in particular directions. 

 Taking the above transmission impediments into 

account, and for isotropic transceivers, three signal ranges 

may be identified as shown in Figure 1.3. 

 These are from the sender’s perspective: 

Transmission Range (Rt): The range within which a 

transmitted packet can be successfully received by the 

intended receiver. Within this range, the SINR is large 

enough for the frame to be decoded by the receiver. The Rt 

depends mainly on the transmission power, the radio 

propagation prosperities and the sensitivity of the receiver 
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hardware. Carrier Sensing Range (Rc): The range within 

which nodes are able to sense the transmitted signal, even 

though correct frame reception may not be available. 

 This range is used by the transmitting node to 

distinguish between busy and idle channels. A mobile node 

reports the channel state as busy if its 802.11 clear channel 

assessment mechanism senses energy above a threshold that 

is determined by antenna sensitivity. The RCIS typically 

larger than the transmission range, usually twice as large as 

the transmission range when the highest transmit power level 

is applied as depicted in Figure 1.3. However, a large 

Reproduces spatial reuse (i.e. allowing concurrent 

communication between different source-destination pairs 

which are “reasonably” far from each other using either the 

same time slot or frequency band) and affects the aggregate 

throughput because any potential transmitters, which sense a 

busy channel, are required to keep silent. 

F. Interference Range 

The range within which the intended receiver maybe subject 

to interference from other transmission sources, thereby 

causing the rate of transmission errors to be higher than 

desired. This range is not fixed and largely depends on the 

transmitter-receiver distance and the receiver-interfering 

node distance. 

 Any communication protocol for MANETs should 

contend with the issue of interference in the wireless shared 

medium. When two or more nodes transmit a packet to a 

common neighbor at the same time, the common node will 

not receive any of these packets. In such a case, collisions said 

to have occurred at the common node. 

G. Mobility 

The network topology in MANETs can be highly dynamic 

due to the movement of nodes; thus an ongoing 

communication session suffers frequent path breaks. The 

frequent path breaks in a MANET can be due to the 

movement of nodes in the network. Also, it can be due to the 

ability of nodes to leave or join the network at any time. This 

can be due to individual random mobility, group mobility, 

motion along pre-planned routes etc. Establishing and 

maintaining network connectivity in such a mobile 

environment will require periodic exchange of network 

information, leading to a possible increase in communication 

overhead. As a consequence, routing protocols for MANETs 

must be able to perform efficient and effective mobility 

management. 

H. Bandwidth 

Abundant communication bandwidth is available in wired 

networks due to the advent of fibre optic cables and 

exploitation of wavelength division multiplexing 

technologies. However, the available radio frequency 

bandwidth of the wireless channel in MANETs is 

significantly lower compared to their wired counterparts. 

Since the wireless channel is shared by the nodes located 

within the same transmission range, the bandwidth available 

per wireless channel depends on the number of nodes and the 

traffic they each inject into the network. As a result, only a 

fraction of the total bandwidth is available for each node. 

Also, the limited bandwidth availability imposes a constraint 

on routing protocols when maintaining topological 

information. Due to the frequent changes in the network 

topology, maintaining consistent topological information at 

all nodes results in significant communication overhead 

which, in turn, leads to inefficient utilization of the limited 

channel bandwidth. Therefore, the design of any routing 

protocol should take account of this constraint by minimizing 

the overhead as much as possible. Limited Resources: Most 

ad hoc network nodes such as PDAs, laptops and sensors 

suffer from constrained resources compared to their wired 

counterparts. 

 These resources include limited energy, 

computational power and memory. Energy Nodes in a 

MANET depend on batteries for their energy source. 

However, since a battery’s lifetime is limited, the power 

resource is at a premium. But wireless signal transmission, 

reception, retransmission, and beaconing operations all 

consume battery power. Energy efficiency in mobile nodes 

can be achieved through improvement in various levels, 

including the communication terminal (i.e. processors, BUS, 

PCMCIA, form factor etc.), protocols (i.e. broadcast and 

uncast protocols), and application layers (browsing, FTP, 

streaming etc.). For example, the power management feature 

in 802.11 cards allows two modes of operation, the active 

mode and power save mode. During the active mode, the 

wireless card is always ready to transmit or receive frames in 

accordance with the specifications of the 802.11 medium 

access control protocols. In the power save mode, nodes are 

temporarily put to sleep and are awakened only in scheduled 

time intervals for short durations. 

I. Computational Power 

The computing components used in a mobile node, such as 

processors, memory and I/O devices, usually have low 

capacity and limited processing power. Therefore, algorithms 

for communication protocols need to be lightweight in terms 

of computational and storage requirements. 

II. APPLICATIONS OF MANETS 

There are a number of possible application areas for 

MANETs. These can range from simple civil and commercial 

applications to complicated high-risk emergency services and 

battlefield operations. Below are some significant examples 

including civil, emergency and military domains; the 

interested reader can refer to for further details and other 

examples. Civil and Commercial Applications: Two 

emerging wireless network scenarios that are soon likely to 

become part of the daily routines are vehicular 

communication in an urban environment, and personal area 

networking. In the vehicular communication scenario, short 

range wireless communication will be used within the car for 

monitoring and controlling the vehicle’s mechanical 

components. Another application scenario is for 

communication with other vehicles on the road. Potential 

applications include road safety messages, coordinated 

navigation and other peer-to-peer interactions. 

1) Personal Area Networks (PANs) 

It formed between various mobile (and immobile) devices 

mainly in an ad-hoc manner. For example, on a University 

campus, students can form small workgroups to exchange 
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files and to share presentations, results etc. At conferences, 

participants can connect their laptops or PDAs to share files 

and other network services. In an amusement park, groups of 

young visitors can interconnect to play network games. Their 

parents can network to exchange photo shots and video clips. 

But PANs will become more useful when connected to a 

larger network. Used in this way, PANs can be seen as 

extensions of the telecom network or Internet. Closely related 

to this is the concept of ubiquitous/pervasive computing 

where people, whether transparently or not, will be in close 

and dynamic interaction with devices in their environment. 

2) Emergency Services 

MANETs can be very useful in emergency search and rescue 

operations, such as in environments where the conventional 

infrastructure-based communication facilities are destroyed 

due to natural calamities such as earthquakes, or simply do 

not exist. Immediate deployment of MANETs in these 

scenarios can assist rapid activity coordination. For instance, 

police squad vehicles and fire brigades can remain connected 

and exchange information more quickly if they can cooperate 

to form ad hoc networks. The major factors that favor 

MANETs for such tasks are their self-configuration 

capability with minimal overhead, independent of a fixed or 

centralized infrastructure, the freedom and flexibility of 

mobility, and the unavailability of conventional 

communication infrastructures. 

3) Battlefield Operations 

In future battlefield operations, autonomous agents such as 

unmanned ground vehicles and unmanned airborne vehicles 

will be projected to the front line for intelligence, 

surveillance, enemy antiaircraft suppression, damage 

assessment and other tactical operations. It is envisaged that 

these agents, acting as mobile nodes, will organize into 

groups of small unmanned ground, sea and airborne vehicles 

in order to provide fast wireless communication, perhaps 

participating in complex missions involving several such 

groups. Examples of such activities might include: 

coordinated aerial sweep of large urban/suburban areas, 

reconnaissance of enemy positions in the battlefield etc. 

A. Problem Statement 

Previously the works done on security issues i.e. attack (Grey 

Hole attack) involved in MANET were based on reactive 

routing protocol like Ad-Hoc on Demand Distance vector 

(AODV). Grey Hole attack is studied under the AODV 

routing protocol and its effects are elaborated by stating how 

this attack disrupt the performance of MANET. Very little 

attention has been given to the fact to study the impact of 

Grey Hole attack in MANET using both Reactive and 

Proactive protocols and to compare the vulnerability of both 

these protocols against the attack. There is a need to address 

both these types of protocols as well as the impacts of the 

attacks on the MANETs. 

B. Motivation 

Security in Mobile Ad-Hoc Network (MANET) is the most 

important concern for the basic functionality of network. 

Availability of network services, confidentiality and integrity 

of the data can be achieved by assuring that security issues 

have been met. MANET often suffer from security attacks 

because of its features like open medium, changing its 

topology dynamically, lack of central monitoring and 

management, cooperative algorithms and no clear defense 

mechanism. These factors have changed the battle field 

situation for the MANET against the security threats. 

C. Aims & Objectives 

Aims and objectives of this thesis work are summarized as 

follow: 

The study focus on analysis of Grey hole attack in MANET 

and its consequences. Analyzing the effects of Grey hole 

attack in the light of Network load, throughput and end-to-

end delay in MANET. Simulating the Grey hole attack using 

Proactive and Reactive routing protocols. Comparing the 

results of both Proactive and Reactive protocols to analyze 

which of these two types of protocols are more vulnerable to 

Grey Hole attack. Previously proposed plans are suggested 

for counter measurement of Grey Hole attack. 

III. ROUTING PROTOCOLS IN MANET 

One of the most challenging goals in mobile ad hoc network 

is the design of routing protocols. The role of routing protocol 

is to efficiently find the shortest path between the source and 

the destination of a flow[19]. 

Routing protocols may generally be categorized as two types 

 Proactive 

 Reactive 

 Proactive protocols are also referred to as table-

driven while reactive protocols are referred to as on-demand. 

Proactive protocols attempt to maintain consistent, up-to-date 

routing information from each node to every other node in the 

network. On the other hand, reactive protocols initiate route 

discovery only in the presence of data for transmission at the 

source. Example of each kind of protocol is given below 

IV. AODV ROUTING PROTOCOL 

To find routes, the AODV routing protocol [20] uses a 

reactive approach and to identify the most recent path it uses 

a proactive approach. That is, it uses the route discovery 

process similar to DSR to find routes and to compute fresh 

routes it uses destination sequence numbers. The AODV 

protocol relies on ratio of Acknowledgement and 

Retransmission of packets through hops across the path from 

source to destination. The two phases of the AODV routing 

protocol are described below. 

A. Route Discovery 

In this phase, RREQ packets are transmitted by the source 

node in a way similar to DSR. The components of the RREQ 

packet include fields such as the source identifier (SId), the 

destination identifier (DId), the source sequence number 

(SSeq), the destination sequence number (DSeq), the 

broadcast identifier (BId), and TTL. When a RREQ packet is 

received by an intermediate node, it could either forward the 

RREQ packet or prepare a Route Reply (RREP) packet if 

there is an available valid route to the destination in its cache. 

To verify if a particular RREQ has already been received to 

avoid duplicates, the (SId, BId) pair is used. While 

transmitting a RREQ packet, every intermediate node enters 

the previous node’s address and its BId. A timer associated 

with every entry is also maintained by the node in an attempt 
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to delete a RREQ packet in case the reply has not been 

received before it expires. 

 
Fig. 1: Route Discovery in AODV 

 When a node receives a RREP packet, the 

information of the previous node is also stored in it in order 

to forward the packet to it as the next hop of the destination. 

This plays a role of a “forward pointer” to the destination 

node. By doing it, each node contains only the next hop 

information; whereas in the source routing, all the 

intermediate nodes on the route towards the destination are 

stored. 

 Figure 3.3 depicts an example of route discovery 

mechanism in AODV. Suppose that node A wishes to 

forward a data packet to node G but it has not an available 

route in its cache. It then initiates a route discovery process 

by broadcasting a RREQ packet to all its neighboring nodes 

(B, C and D). All the SId, DId, SSeq, DSeq, BId, and TTL 

fields are inserted in the RREQ packet. When RREQ packet 

reaches to nodes B, C and D, these nodes immediately search 

their respective route caches for an existing route. In the case 

where no route is available, they forward the RREQ to their 

neighbors; otherwise a comparison is made between the 

destination sequence number (DSeq) in the RREQ packet and 

the DSeq in its corresponding entry in the route cache. It 

replies to the source node with a RREP packet consisting of 

the route to the destination in the case the DSeq in the RREQ 

packet is greater. In Figure 2.4, node C gets a route to G in its 

cache and its DSeq is greater when compared with that in the 

RREQ packet. Consequently, it sends a RREP back to the 

source node A. By doing this, node A has already stored the 

path A-C-F-G. A RREP is also sent back by the destination 

node to the source. One possible route is A-B-E-G. The 

intermediate nodes on the path from source to destination 

make an update on their routing tables with the latest DSeq in 

the RREP packet. 

B. Route Maintenance 

The way in which the route maintenance mechanism works is 

described below. Whenever a node finds out a link break (via 

link layer acknowledgements or HELLO messages), it 

broadcasts an RERR packet (in a way similar to DSR) to 

notify the source and the end nodes. This process is illustrated 

in Figure 3.4. If the link between nodes C and F breaks on the 

path A-C-F-G, RERR packets will be sent by both F and C to 

notify the source and the destination nodes. 

 

 
Fig. 2: Route Maintenance in AODV 

 The main advantage of AODV is the avoidance of 

source routing to reduce the routing overload in a large 

network. Another good feature of AODV is its application of 

expanding-ring-search to control the flood of RREQ packets 

and search for routes to unknown destinations. In addition, it 

also supplies destination sequence numbers, allowing the 

nodes to have more up-to-date routes. 

 However, some notes have to be taken into 

consideration when using AODV. Firstly, it requires 

bidirectional links and periodic link layer acknowledgements 

to detect broken links. Secondly, unlike DSR, it needs to 

maintain routing tables for route maintenance unlike DSR. 

V. THREATS IN MANET 

A wireless ad hoc network is a temporary network set up by 

wireless nodes usually moving randomly and communicating 

without a network infrastructure. Due to security 

vulnerabilities of the routing protocols, however, wireless ad 

hoc networks may be unprotected against attacks by the 

malicious nodes. Security remains as a concern in MANET. 

In general, a MANET is vulnerable due to its fundamental 

cooperation of open medium, absence of central authorities, 

dynamic topology, distributed cooperation and constrained 

capability [21]. A node in the MANET without any adequate 

protection can become an easy target for attacks. Attacker just 

needs to be within radio range of a node in order to intercept 

the network traffic. 

 The attacks on MANET are classified as passive 

attacks and active attacks [22]. In passive attacks, an intruder 

snoops the data exchanged between the nodes without 

altering it. In these type of attacks, a selfish node abuses 

constrained resources such as battery power for its own 

benefit. The goal of an attacker is to obtain the information 

that is being transmitted that leads to the violation of massage 

confidentiality. Passive attacks are difficult to detect because 

the activity of the network is not disrupted in these attacks. In 

active attacks, an attacker actively participates in disrupting 

the normal operation of the network services. These can be 

performed by injecting incorrect routing information to 

poison the routing table or by creating a loop. 

 MANETs attacks are further divided into external 

and internal attacks. External attacks are carried by nodes that 

are not authorized part of the network. Internal attacks come 

from compromised nodes, which are legitimate part of the 

network. Active attacks are very difficult to detect because 

the attacker is part of the network. Attacks can also be 

classified according to network protocol stacks. some attacks 

could be launched at multiple layers. 
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A. Different Types of Layers [23] 

Physical layer attacks: Eavesdropping is the intercepting and 

reading of messages and conversations by unintended 

receivers. The mobile hosts in mobile ad hoc networks share 

a wireless medium. The majorities of wireless 

communications use the RF spectrum and broadcast by 

nature. Signals broadcast over airwaves can be easily 

intercepted with receivers tuned to the proper frequency 

.Thus, messages transmitted can be eavesdropped, and fake 

messages can be injected into network. 

1) Eavesdropping 

Eavesdropping is another kind of attack that usually happens 

in the mobile ad hoc networks. It aims to obtain some 

confidential information that should be kept secret during the 

communication. The information may include the location, 

public key, private key or even passwords of the nodes. 

Because such data are very important to the security state of 

the nodes, they should be kept away from the unauthorized 

access. Moreover, a radio signal can be jammed or interfered, 

which causes the message to be corrupted or lost .If the 

attacker has a powerful transmitter, a signal can be generated 

that will be strong enough to overwhelm the targeted signals 

and disrupt communications. The most common types of this 

form of signal jamming [6] are random noise and pulse. 

Jamming equipment is readily available. In addition, 

jamming attacks can be mounted from a location remote to 

the target networks. 

2) Link layer attacks 

The MANET is an open multipoint peer-to-peer network 

architecture. Specifically, one-hop connectivity among 

neighbors is maintained by the link layer protocols, and the 

network layer protocols extend the connectivity to other 

nodes in the network. Attacks may target the link layer by 

disrupting the cooperation of the layer’s protocols. 

3) Network Layer Attacks 

Network layer protocols extend connectivity from 

neighboring 1-hops nodes to all other nodes in MANET. The 

connectivity between mobile hosts over a potentially multi-

hop wireless link strongly relies on cooperative reactions 

among all network nodes. A variety of attacks targeting the 

network layer have been identified and heavily studied in 

research papers. By attacking the routing protocols, attackers 

can absorb network traffic, inject themselves into the path 

between the source and destination, and thus control the 

network traffic flow, as shown in Figure 2 (a) and (b), where 

a malicious node M can inject itself into the routing path 

between sender S and receiver D. The traffic packets could 

be forwarded to a non-optimal path, which could introduce 

significant delay. In addition, the packets could be forwarded 

to a nonexistent path and get lost. The attackers can create 

routing loops, introduce severe network congestion, and 

channel contention into certain areas. Multiple colluding 

Attackers may even prevent a source node from finding any 

route to the destination, causing the network to partition, 

which triggers excessive network control traffic, and further 

intensifies network congestion and performance degradation. 

4) Transport Layer Attacks 

The objectives of TCP-like Transport layer protocols in 

MANET include setting up of end-to-end connection, end-to-

end reliable delivery of packets, flow control, congestion 

control, clearing of end-to-end connection. Similar to TCP 

protocols in the Internet, the mobile node is vulnerable to the 

classic SYN flooding attack or session hijacking attacks. 

However, a MANET has a higher channel error rate when 

compared with wired networks. Because TCP does not have 

any mechanism to distinguish between whether a loss was 

caused by congestion, random error, or malicious attacks, 

TCP multiplicatively decreases its congestion window upon 

experiencing losses, which degrades network performance 

significantly. 

5) Application Layer Attacks 

Application layer attacks can be mobile viruses, worm 

attacks, and repudiation attacks. In Wormhole attacks, the 

attacker connects two distant parts of the ad hoc network 

using an extra communication channel (e.g. a fast LAN 

connection) as a tunnel. As a result two distant nodes assume 

they are neighbors and send data using the tunnel. The 

attacker has the possibility of conducting a traffic analysis or 

selective forwarding attack. 

6) Multiple Layers Attacks 

Some security attacks can be launched from multiple layers 

instead of a particular layer. Examples of multi-layer attacks 

are denial of service (DoS), man-in-the middle, and 

impersonation attacks. 

B. Denial of Service (DoS) [6] 

It aims to crab the availability of certain node or even the 

services of the entire ad hoc networks. In the traditional wired 

network, the DoS attacks are carried out by flooding some 

kind of network traffic to the target so as to exhaust the 

processing power of the target and make the services 

provided by the target become unavailable. 

1) Impersonation [6] 

Impersonation attack is a severe threat to the security of 

mobile ad hoc network. If there is not such a proper 

authentication mechanism among the nodes, the opponent 

can capture some nodes in the network and make them look 

like benign nodes. In this way, the compromised nodes can 

join the network as the normal nodes and begin to conduct the 

malicious behaviors such as propagate fake routing 

information and gain inappropriate priority to access some 

confidential information. 

2) Sinkhole Attack [6] 

The attacking node tries to offer a very attractive link e.g. to 

a gateway. Therefore, a lot of traffic bypasses this node. 

Besides simple traffic analysis other attacks like selective 

forwarding or denial of service can be combined with the 

sinkhole attack. 

3) Sybil Attack [8] 

The Sybil attack especially aims at distributed system 

environments. The attacker plays multiple roles. It tries to act 

as several different identities/nodes rather than one. This 

allows him to forge the result of a voting used for threshold 

security methods. 

4) Traffic Analysis [8] 

It is a passive attack used to gain information on which nodes 

communicate with each other and how much data is 

processed. 

5) Black Hole Attack [9] 

The black hole attack has two properties. First, the node 

exploits the mobile ad hoc routing protocol, such as AODV, 
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to advertise itself as having a valid route to a destination node, 

even though the route is spurious, with the intention of 

intercepting packets. Second, the attacker consumes the 

intercepted packets without any forwarding. However, the 

attacker runs the risk that neighboring nodes will monitor and 

expose the ongoing attacks. There is a more subtle form of 

these attacks when an attacker selectively forwards packets. 

An attacker suppresses or modifies packets originating from 

some nodes, while leaving the data from the other nodes 

unaffected, which limits the suspicion of its wrongdoing [1]. 

6) Gray Hole Attack [10] 

A variation of the black hole attack is the gray hole attack. 

This attack when launched by the intermediate nodes 

selectively eaves drop the packets I.e. 50% of the packets, 

instead of forwarding all. 

C. Intrusion Detection [11] 

In Information Security, intrusion detection is the act of 

detecting actions that attempt to compromise the 

confidentiality, integrity or availability of a resource. When 

Intrusion detection takes a preventive measure without direct 

human intervention, then it becomes an Intrusion-prevention 

system. An intrusion detection system (IDS) is a device or 

software application that monitors network or system 

activities for malicious activities or policy violations and 

produces reports to a management station. Some systems may 

attempt to stop an intrusion attempt but this is neither required 

nor expected of a monitoring system 

 Intrusion detection can be performed manually or 

automatically. Manual intrusion detection might take place 

by examining log files or other evidence for signs of 

intrusions, including network traffic. A system that performs 

automated intrusion detection is called an Intrusion Detection 

System (IDS). An IDS can be either host-based, if it monitors 

system calls or logs, or network based if it monitors the flow 

of network packets. Modern IDSs are usually a combination 

of these two approaches. Another important distinction is 

between systems that identify patterns of traffic or application 

data presumed to be malicious (misuse detection systems), 

and systems that compare activities against a ’normal’ 

baseline (anomaly detection systems). 

 When a probable intrusion is discovered by IDS, 

typical actions to perform would be logging relevant 

information to a file or database, generating an email alert, or 

generating a message to a pager or mobile phone. 

Determining what the probable intrusion actually is and 

taking some form of action to stop it or prevent it from 

happening again are usually outside the scope of intrusion 

detection. However, some forms of automatic reaction can be 

implemented through the interaction of Intrusion Detection 

Systems and access control systems such as firewalls [12]. 

VI. PROPOSED METHOD 

A. Gray Hole Attack 

In this kind of attack the attacker misleads the network by 

agreeing to forward the packets in the network. As soon as it 

receive the packets from the neighboring node, the attacker 

drop the packets. This is a type of active attack. In the 

beginning the attacker nodes behaves normally and reply true 

RREP messages to the nodes that started RREQ messages. 

When it receives the packets it starts dropping the packets and 

launch Denial of Service (DoS) attack. The malicious 

behavior of gray hole attack is different in different ways. It 

drops packets while forwarding them in the network. In some 

other gray hole attacks the attacker node behaves maliciously 

for the time until the packets are dropped and then switch to 

their normal behavior [24]. Due this behavior it’s very 

difficult for the network to figure out such kind of attack. 

Gray hole attack is also termed as node misbehaving attack 

[4] 

B. Black Hole Attack 

In black hole attack, a malicious node uses its routing 

protocol in order to advertise itself for having the shortest 

path to the destination node or to the packet it wants to 

intercept. 

 This hostile node advertises its availability of fresh 

routes irrespective of checking its routing table. In this way 

attacker node will always have the availability in replying to 

the route request and thus intercept the data packet and retain 

it [21]. In protocol based on flooding, the malicious node 

reply will be received by the requesting node before the 

reception of reply from actual node; hence a malicious and 

forged route is created. When this route is establish, now it’s 

up to the node whether to drop all the packets or forward it to 

the unknown address [15]. 

 
Fig. 3: Black Hole Attack in AODV 

 The method how malicious node fits in the data 

routes varies. Fig. 4.1 shows how black hole problem arises, 

here node “A” want to send data packets to node “D” and 

initiate the route discovery process. So if node “C” is a 

malicious node then it will claim that it has active route to the 

specified destination as soon as it receives RREQ packets. It 

will then send the response to node “A” before any other 

node. In this way node A” will think that this is the active 

route and thus active route discovery is complete. Node “A” 

will ignore all other replies and will start seeding data packets 

to node “C”. In this way all the data packet will be lost 

consumed or lost. 

 Two types of black hole attack can be described in 

AODV in order to distinguish the kind of black hole attack. 

 Internal Black hole attack this type of black hole 

attack has an internal malicious node which fits in between 

the routes of given source and destination. As soon as it gets 

the chance this malicious node make itself an active data 

route element. At this stage it is now capable of conducting 

attack with the start of data transmission. This is an internal 

attack because node itself belongs to the data route. Internal 
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attack is more vulnerable to defend against because of 

difficulty in detecting the internal misbehaving node. 

 External Black hole attack External attacks 

physically stay outside of the network and deny access to 

network traffic or creating congestion in network or by 

disrupting the entire network. External attack can become a 

kind of internal attack when it take control of internal 

malicious node and control it to attack other nodes in 

MANET. External black hole attack can be summarized in 

following points malicious node detects the active route and 

notes the destination address. Malicious node sends a route 

reply packet (RREP) including the destination address field 

spoofed to an unknown destination address. Hop count value 

is set to lowest values and the sequence number is set to the 

highest value. 

 
Fig. 4: Packet Drop during Black Hole Attack 

 Malicious node send RREP to the nearest available 

node which belongs to the active route. This can also be send 

directly to the data source node if route is available. 

 The RREP received by the nearest available node to 

the malicious node will relayed via the established inverse 

route to the data of source node. The new information 

received in the route reply will allow the source node to 

update its routing table. New route selected by source node 

for selecting data. The malicious node will drop now all the 

data to which it belong in the route. 

 In AODV black hole attack the malicious node “A” 

first detect the active route in between the sender “E” and 

destination node “D”. The malicious node “A” then send the 

RREP which contains the spoofed destination address 

including small hop count and large sequence number than 

normal to node “C”. This node “C” forwards this RREP to the 

sender node “E”. Now this route is used by the sender to send 

the data and in this way data will arrive at the malicious node. 

These data will then be dropped. In this way sender and 

destination node will be in no position any more to 

communicate in state of black hole attack. 

C. Blackhole Nodes [16] 

Every mobile node maintains a routing table that maintains 

the next hop node information for a route to the destination 

node. When a source node wishes to route a packet to a 

destination node, it uses the specified route if a fresh enough 

route to the destination node is available in its routing table. 

If not, it starts a route discovery process by broadcasting the 

Route Request (RREQ) message to its neighbors, which is 

further propagated until it reaches an intermediate node with 

a fresh enough route to the destination node specified in the 

RREQ, or the destination node itself. Each intermediate node 

receiving the RREQ, makes an entry in its routing table for 

the node that forwarded the RREQ message, and the source 

node. The destination node or the intermediate node with a 

fresh enough route to the destination node, unicasts the Route 

Response (RREP) message to the neighboring node from 

which it received the RREQ. An intermediate node makes an 

entry for the neighboring node from which it received the 

RREP, then forwards the RREP in the reverse direction. Upon 

receiving the RREP, the source node updates its routing table 

with an entry for the destination node, and the node from 

which it received the RREP. The source node starts routing 

the data packet to the destination node through the 

neighboring node that first responded with an RREP. Some 

researchers [4,19] discuss the vulnerabilities in Ad hoc 

routing protocols and the attacks that can be mounted. The 

AODV protocol is vulnerable to the well-known black hole 

attack. A black hole is a node that always responds positively 

with a RREP message to every RREQ, even though it does 

not really have a valid route to the destination node. Since a 

black hole does not have to check its routing table, it is the 

first to respond to the RREQ in most cases. When the data 

packets routed by the source node reach the black hole node, 

it drops the packets rather than forwarding them to the 

destination node. Deng, Li, and Agrawal [17] assume the 

black hole nodes do not work as a group and propose a 

solution to identify a single black hole. However, the 

proposed method cannot be applied to identifying a 

cooperative black hole attack involving multiple nodes. 

 In the proposed method, the solution is provided to 

detect the Grey hole attack that has been included in the 

AODV routing protocol. This is method RREQ, and RREP 

packet is slightly modified as per figure. Modified packets are 

rename das M-RREQ, and M-RREP Table 1.1 shows the 

various field of RREP message. 

 As per original AODV (O-AODV) routing protocol, 

an initial node that is marked as S, broadcast the RREQ 

packet to find the path to travel to the destination node. Any 

intermediate or destination node having the path and can send 

back the reply to source S. By default Initial node accept first 

fresh RREP packet coming to it. In the proposed approach 

like O-AODV routing protocol, the intermediate or 

destination node generates the M-RREP packet, but it also 

generates another M-RREP packet. It confirms the first 

packet with the sequence number which is incremented by 

one. It means this approach is generating two RREQ 

messages from the destination node or an intermediate node 

that has the route to the destination. First M-RREQ is with the 

typical sequence and second M-RREQ is with the same but 

incremented by one. Initially both the field VERIFIED set to 

0. When the intermediate node receives the RREP packet 

stores the information about the packet reply, then it checks 

our appended field VERIFIED if it is set to 1 or 0. If the 

packet is not yet verified or it is an invalid packet, it means 

that it is 0. If it is set to 1, that means packet is valid and 

verified, and it is forwarded to the next node. In case of the 

field verified is 0 and intermediate node receive a second 

route reply message, it must verify if the first M-RREP 
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sequence no is equal to the second M-RREP 1. If the 

verification is accurate, it sets the field VERIFIED to 1 and 

forwarded the packet. Also, when the intermediate node 

receives another MREP from the malicious node which 

performs Grey hole attack with a very high destination 

sequence no. The same procedure will be repeated at every 

node. In case of verification failed, the intermediate node 

leaves the field VERIFIED set to 0 and ignore the packet. 

This solution avoids the Grey hole attack and multi Grey hole 

attack. Also, the control messages from the malicious node, 

are not forwarded in the network. 

 The simulations are done using NS-3.25 network 

simulator to analyze the performance of our proposed 

solution against Grey hole nodes. In an area of 500x500 m, 

50 nodes are randomly distributed, they execute once the 

standard AODV and another time the M-AODV routing 

protocol for comparing the two protocols under the Grey hole 

attack. All the malicious nodes are also distributed in a 

random fashion. Five pairs were randomly chosen for data 

communication, each sending 512 bytes per second. All 

nodes were moved in a Random-way point model, with 

random speeds ranging between 0 and 30m/s. Therefore, each 

data point represents an average of twenty runs. 

VII. SOFTWARE IMPLEMENTATION 

Simulations have been carried out in order to evaluate routing 

protocol. We focused our attention on the evaluation of 

network performance in terms of routing overhead, 

throughput, packet delivery ratio and normalized routing load 

of a mobile ad hoc network where a number of nodes are 

varying [18]. 

A. Simulation Setup 

General Parameters 

Number of Nodes 10,20,30,40,50 

Topology Dynamic 

Simulation Time 1000 Sec 

MAC Layer 802.11 

Range 200 meters 

Simulation Area 1000 x 1000 meter2 

Routing Protocol AODV 

Traffic Model Parameter 

Traffic Model Constant Bit Rate 

Packet Size 512 Bytes 

Interval 1 Sec 

Table 1: Simulation Parameter 

Here topology specify overall square area for network. 

Traffic model suggest what kind of traffic we are using. 

Interval specifies time between successive packets. Range 

specifies wireless network card signal propagation range. 

B. Simulation Results on Routing Protocols 

1) Performance Parameters 

In order to evaluate the performance of our approach, we have 

used the following Quality of Services Perameters: 

a) Throughput 

The throughput is the number of bytes transmitted or received 

per second. The throughput is denoted by T, 

Throughput = received node/simulation time 

 Packet Delivery Ratio (PDR): It is the ratio of the 

total number of data packets received by the destination nodes 

and the total number of data packets generated by the source 

nodes. Hence, the packet delivery ratio shows the total 

number of the data packets that reach destination 

successfully. Higher packet delivery ratio shows higher 

protocol performance. 

PDR = (number of received packets / number of sent 

packets) * 100 

2) Average End-to-End Delay 

It can be defined as the time elapsed between the moment of 

sending of a bit by the source node and the moment of its 

reception by the destination node. It includes all possible 

delays taken by router to seek the path in the network such as 

buffering during route discovery latency, queuing at the 

interface queue, propagation, re-transmission delays at the 

MAC and transfer times. The average end to end delay is 

measured in milliseconds. 

E-2-E delay = received time – sent time 

 Normalized Routing Overhead: This metric denotes 

the number of routing control packets generated per data 

packets transmitted. It is called Normalized Routing 

Overhead or Normalized Routing Load. 

VIII. SIMULATION RESULTS & ANALYSIS 

A. Throughput 

 
Fig. 5 Throughput 

B. Packet Delivery Ratio 

The Fig. 5 and the Fig. 6 show the packet delivery ratio of 

AODV, our solution and AODV under one Grey hole node 

and under five Grey hole attackers when node mobility 

increases. It is clear from the figures that the performance of 

our approach is superior over AODV under Grey hole attack 

either for one or multiple attackers. The PDR of AODV under 

one attack was approximately 15%, while the PDR of 

Modified AODV in the presence of one attack was 

approximately 60%, increased by 45%. Similarly the PDR of 

AODV under multiple attacks was approximately 7%, which 

was increased by 43% when compared to our scheme also 

under multiple attacks. Moreover, the PDR of AODV routing 

protocol without any attacks is around 64%, which is due to 

congestion in the network. 
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Fig. 6: Packet Delivery Ratio 

C. Average End-to-End Delay 

From the Fig. 7 and Fig. 8, it can be observed that, when the 

Modified AODV protocol is used, there is an increase in the 

average end-to-end delay, compared to the standard AODV 

routing protocol without attack. Also, we observe that our 

approach under one attack is slightly increased in the average 

end-to-end delay, compared to under multiple attackers. This 

is due to the additional waiting time in each intermediate node 

before sending the reply, and when there is a multiple attack 

our approach need more time to calculate the right route reply 

than when one attack exists. The end to end delay in the 

presence of attackers in the AODV is the fewer in the two 

cases, either in the presence of one Grey hole node or in the 

presence of multiple attackers. This is because the immediate 

reply from the malicious node, which doesn’t check its 

routing table for the route availability. 

 
Fig. 7: End to End Delay 

D. Normalized Routing Overhead 

The normalized routing overhead is shown in Fig. 9 and Fig. 

10 while varying the mobility. In our modified AODV, the 

routing overhead under one or multiple malicious nodes is 

slightly higher compared to the standard AODV because of 

the additional process involved to avoid the selection of 

malicious nodes. The normalized routing overhead for 

AODV under Grey hole attack, whether one or multiple 

attacks is very high compared to the AODV without attack. 

This is due to the Grey hole nodes that send false replies to 

the route request packets which compromise the routing 

protocol then the protocol starts misbehaving and generating 

additional routing packets. 

 
Fig. 8: Network Routing Overload 

 Evaluation of the Number of the Dropped Packets 

by the Grey Hole Attack in AODV and M-AODV We have 

calculated the rate of the number of packets sent, dropped and 

received in both cases with one Grey hole attack and five 

attackers in the standard AODV routing protocol and also in 

our modified AODV, as shown in Fig. 11 and Fig. 12. In this 

simulation, 25 nodes are moving randomly with maximum 

speed at 10 m/s, 10s for pause time, the number of 

connections is 5 and the number of packets flowing through 

the network is 2849 packets. From the simulation, we 

definitely assert that our proposed scheme overcame the Grey 

hole attack when there is a single Grey hole attack and even 

when there are multiple attackers. For the difference between 

sent packets and the sum of the packets dropped and received 

packet is due to the packets dropped in case of collision or 

buffering or other reasons. 

IX. CONCLUSION & FUTURE WORK 

A. Conclusion 

Compared of on-demand routing protocols, namely, Original 

Ad hoc On-Demand Distance Vector Routing (O-AODV) 

and Modified Ad hoc On-Demand Distance Vector Routing 

(M-AODV). The simulation of these protocols has been 

carried out using NS-3.25. Grey Hole Attack on AODV 

Protocol is also implemented. 

 Simulation is carried out for 10, 20, 30, till 50 nodes 

ad hoc network. As a traffic parameter we have used Constant 

Bit Rate. As far as mobility concern we are using Random 

Way Point Model. An average of 10 simulations is taken to 

make result more appropriate. Both protocols are analyzed in 

terms of throughput, Delay, Routing Overhead and Packet 

Delivery Ratio. 
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 It is also observed that in case of Grey hole attack, 

the routing overhead is decreased. This is because this 

attacker node do not forward routing packets and that reduce 

overall routing overhead. 

 Ad hoc routing protocols are prone to various 

attacks due to the ignorance of the security aspect during their 

designs. A Grey hole attack disrupts normal network 

functionality by sending bogus routing information during 

route discovery phase. In this paper, we proposed a solution 

to avoid the Grey hole and the multiple Grey hole attackers 

on the AODV routing protocol in MANETs. According to the 

simulation results, the modified AODV gives significant 

improvement in packet delivery ratio with acceptable average 

end-to-end delay and normalized routing overhead when the 

mobility of nodes increases. Consequently, we concluded that 

our proposed approach shows superior performance than the 

AODV in the presence of one or multiple Grey hole nodes 

B. Future Work 

Wireless Ad-Hoc networks are widely used networks due to 

their flexible nature i.e. easy to deploy regardless of 

geographic constraints. These networks are exposed to both 

external and internal attacks as there is not centralized 

security mechanism. A lot of research work is still need in 

this area. Tried to discover and analyse the impact of Grey 

Hole attack in MANETs using AODV routing protocols. 

There is a need to analyse Grey Hole attack in other MANETs 

routing protocols such as DSR, TORA and GRP. Other types 

of attacks such as Jellyfish, Wormhole and Sybil attacks are 

needed to be studied in comparison with Grey Hole attack. 

They can be categorized on the basis of how much they affect 

the performance of the network. Grey Hole attack can also 

attack the other way around i.e. as Sleep Deprivation attack. 

The detection of this behaviour of Grey Hole attack as well 

as the elimination strategy for such behaviour has to be 

carried out for further research. 
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