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Abstract— The project initially explains the identification of 

different problems faced by the Indian public sector banks 

and some private sector banks like ICICI and HDFC banks in 

their websites through analysis of their mobile/normal web 

pages. In subsequent to this, recommendations are proposed 

to overcome these issues and in order to do so a mobile 

framework has been proposed and designed which takes cares 

of these issues. The implementation of designed framework 

is presented briefly in the later section. The project work is 

concluded with advantages of the designed framework and 

future works to be done in order to improve the framework 

and embed extra features to it, thus increasing its usability at 

different levels. 
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I. INTRODUCTION 

To improve the quality life of people, Security plays an 

important role. Security not in the sense with physical but 

with the other aspect for example security to mobile banking, 

security for online ticket booking etc. With this approach, to 

provide security with different aspects which adopts the 

enhancement in human knowledge, information security 

plays crucial role to provide the solution. In today’s era, there 

is more demand to data security and information security as 

more improvements in the technology. Because the data and 

information is crucial and is in the confidential form, some 

solution will be the necessity. With this necessity, users need 

some competent system where he/she can process and 

transfer the data with less efforts. 

 To provide the solution to the mobile banking for 

secure access, the paper is proposing an application which is 

based on android platform. The application is using location 

based cryptography, Geo-encryption algorithm and anti-

spoof GPS. Compare to existing banking applications which 

are location independent, the proposed application is location 

dependent where the cryptography cipher text related to 

banking transaction, only be decrypted at a specified location. 

If any attempt to decrypt the cipher text at any other location 

will expose no information about the plain text and results in 

fail attempt. The user can access his/her account from any 

location and is also providing security to physical attack by 

executing the fake 

 A web document consisting of either text, images, 

videos, audios or anything is called a webpage. A collection 

of web pages hosted on a web domain, to serve the audience 

is called Website. In short, Website is a collection of web 

elements like images, videos, etc. presented in webpages. 

They are mostly written in Hypertext Markup language 

(HTML) and are designed using different web development 

tools available. Website brings people together thus 

connecting them with each other by sharing information. 

Websites are broadly classified into two categories Normal 

(Desktop) Websites and Mobile Websites. Later they are 

differentiated into different types based on usage. Website 

usability plays a vital role in the success of a product, 

institution or person. Good usability helps to provide a 

seamless experience for visitors and improves the chances of 

success. It is one of the factors that sets a professionally 

designed website apart from the rest. This can be achieved 

only when the website follows some characteristics for its 

type. It can help to make a website a success. Normal 

websites must have certain characteristics to serve the people 

such as Clean, Simple and visually appealing design, rituality 

of the content and features, support at different environment 

e.g. for different screen resolution, easy navigation, and fresh 

content and proper information flow throughout the site. All 

these characteristics makes the audience stick to that website 

and thus it improves the efficiency of the website. In the 

similar way, Mobile websites do have certain characteristics 

like faster page loading, compatible to all mobiles, Mobile 

browser consistency, well-formatted content that can be 

easily scanned, well planned information architecture, valid 

mark-up & clean code, Effective Navigation like Multiple 

ways to explore content, good internal linking, informative 

header and footer and most important accessible to all users 

irrespective of mobile size and shape and its connectivity. 

 Mobile websites are those which are meant to be 

accessed not only on mobile devices but also on the tablet 

devices. Mobile websites development is on peak of web 

development due to its usability and reach by common 

people. So there is a need to develop efficient mobile websites 

in order to serve the audience at major level. Seeing this the 

banks are making efforts to increase their reach by using the 

mobile websites and thus bringing mobile banking into action 

for new generation. Mobile related services offer people to 

enjoy its services at any time anywhere without any 

difficulties. 

 This has made people to keep all their data safely in 

their pockets. One of this service is the Mobile Banking 

feature offered by various banks to do transactions and other 

bank related tasks from anywhere thus reducing the horde at 

the nearest bank. In simple words, Mobile Banking is the 

system through which one can perform all his/her financial 

and banking related tasks through mobile devices and tablets. 

Mobile banking facilities are being provided by different 

banks through different channels like Short Messaging 

Services (SMSs), Web Applications, Telephone and Mobile 

websites. Among this the basic approach is to use mobile 

websites so that it can meet the needs of different users 

instead of making user to have different applications or 

efforts required to remember SMS codes. 

 When thought about mobile banking through banks 

websites the customer has to face many problems related to 

its usability, efficiency and robustness. Considering these 

aspects it was felt necessary to create a common solution 

through which customers need not depend on different 

mobile banking applications and would have a common way 

to interact with the banks. So it was thought necessary to build 
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a common interface for the customer of the banks through 

compatible mobile websites. 

II. MOBILE WEBSITES OF BANKS IN INDIA 

Moving from normal websites to mobile websites raises 

numerous issues to be faced by the banks when trying to avail 

the mobile banking service through mobile websites. In this 

phase, problems are presented, that are faced by customers 

and mobile banking websites of Indian public sector banks 

and some major private sector banks like ICICI and HDFC in 

terms of mobile compatibility, performance, data delivery 

and so on, by analyzing and evaluating their mobile websites 

and in absence to it their net banking pages are considered. 

 It involves challenges faced from customer point of 

view to access content of mobile website same as that of 

normal websites and from banks point of view to provide 

those contents efficiently in order to satisfy customer needs, 

prior to design of respective mobile websites. Unavailability 

of complete information regarding different bank services, 

topics, etc. Missing features that are provided into desktop 

site Displaying unsupported data format Scattering of 

information and unsuitable display of pages Less user 

responsive while accessing, Mismatched and poor user 

interface of website leading to bad performance Slow site 

navigation or no navigation Irrelevant content delivery, 

Loading of pages for long time Unavailability of access 

controls e.g. Access Keys 

 
Fig. 1: W3C Mobile Compatibility Score 

 The above pie diagram shows the compatibility 

index score provided by the W3C using the discussed mobile 

web standards. It uses nearly all the defined 60 parameters for 

the mobile website testing guidelines. In the pie diagram, 

larger the cake size the more friendly or compatible the 

respective bank’s mobile or net banking website is.From the 

pie chart, it is obvious to see ‘Bank of Baroda’ takes the 

largest share with 91% compatibility score but that it made 

for the online net banking as they do not provide specific 

mobile banking website. Which is next followed by mobile 

websites of Indian bank, IDBI bank, Canara bank and net 

banking site of Bank of India with 51% mobile friendliness 

score. The ones which fall lowest in this testing are mobile 

websites of Indian Overseas bank and Punjab National Bank. 

Also net banking websites of Vijaya Bank, Syndicate Bank 

and UCO bank are one who have very less score nearly 2% 

for the compatibility on different mobile handsets. State Bank 

of India with 30% compatibility score. Other remaining 

websites are rated between 3% to 40% mobile compatibility 

score. 

 
Fig. 2: Mob Ready Mobile Compatibility Score 

 This pie diagram shows the Mobiready score, 

calculated for compatibility of the mobile website on the 

different mobile handsets but this takes into consideration 

only the essential guidelines provided by W3C for mobile 

web standards rather than considering every parameters of the 

test. It also uses some other testing parameters for mobile web 

pages like Google sitemap and transform in cache control. 

According to Mobi ready score, net banking website of 

Corporation bank is considered better among others with 75% 

compatibility score. The other banks following to it are Indian 

Bank, Bank of India, State bank of India, Allahabad bank and 

United bank of India with compatibinty score between 65% 

to 70%.It states that UCO bank, Indian Overseas bank and 

Vijaya bank are one which lowest and thus less compatible 

on mobile devices which may cause poor display and 

usability of the website. 

III. FRAMEWORK OF MOBILE WEBSITES OF BANKS IN INDIA 

The Proposed Mobile Website Framework is designed 

keeping in mind the bank’s mobile website simplicity for 

better customer experience. The framework is made initially 

with only important features possess by the banking website 

focussing on the design of website rather than security of the 

website. For the security attacks at login, registration and 

other things measures are been taken so as to make 

framework stiff to its working rather than leading to poor 

performance. The design phase focuses on the targets the 

framework achieves and the working of the framework using 

the flowchart and other diagrams. 

 
Fig. 3: Features Included in Designed Bank's Mobile 

Websites Framework 



Design & Implementation of Mobile Banking 

 (IJSRD/Vol. 6/Issue 06/2018/062) 

 

 All rights reserved by www.ijsrd.com 248 

 The framework designed is made by using the web 

technologies like HTML, HTML5, CSS, CSS3, JQuery, 

JavaScript, PHP, MySQL and Ajax. The use of the web 

technologies according to the device support is taken into 

care, for example Java phones are not provided with HTML5 

audio/video support, Smart phones are supplied with 

connectivity oriented content i.e. If customer’s mobile 

supports new web features then they are provided with it, else 

they are kept with what their mobile deserves. Thus, making 

a balance between customer needs and bank’s content supply 

for the same. 

 The framework provides the additional support to 

the mobile devices with the included plug-in like ATM and 

bank Locator within 1km of the customer’s location. It also 

provides generalized plug-in for image optimization and 

image compression depending on the image quality. For the 

images less than 1Kb, a plug-in is designed to convert those 

images into Data URI format thus reducing the number of 

network requests. A light captcha system plug-in based on 

Data URI is also included with framework. 

IV. MOBILE WEBSITE FRAMEWORK THROUGH IDRBT 

SERVER 

Here the focus is made by using the framework at IDRBT 

server where it is connected to different banks so as to 

facilitate the mobile banking with different banks. This can 

be achieved by using IDRBT as the gateway through which 

the customer can navigate to different banks services and 

portals, this phenomenon can proved to be beneficial for 

IDRBT in order to keep the records of different banks usage 

and can generate yearly or periodic statististical reports for 

different banks. 

 
Fig. 4: Flowchart of Framework at IDRBT server 

 The framework will start working at the core of the 

server side whenever any request is made to access the bank’s 

mobile website through IDRBT server. Initially the 

framework is setup at the IDRBT server with all the installed 

components for achieving the goal. 

 A request is made to the IDRBT server through a 

mobile device or a tablet for accessing the bank’s mobile 

website. This request is accepted by IDRBT server and now 

the Mobile Website Framework is called upon to perform its 

further tasks. First the frameworks makes connection to the 

IDRBT database for identifying the authorized user i.e. 

whether a new user or a registered user. During this process 

customer is moved to the login page with an option to 

continue without login. If user is registered then the user 

details regarding its mobile device, connectivity type and 

other content related information are fetched and stored. If 

user is unregistered then he/she is asked to register, which can 

be skipped for time being thus restricting to some features 

only. In the next step irrelevant to the first step, here the whole 

actual webpage of the requested banks website is fetched and 

scan for the details about the webpage which includes meta 

tags details related to content type, encoding type, author 

,description, keywords, title, favicon and other details. Also 

the webpage scripts and style sheets are stored. In third step, 

the framework scans and selects the elements to be displayed 

depending if the website was using the designed mobile 

framework or not. If designed element framework is not used 

then it scans and stores only links, images and form elements 

of the current mobile website and moves to next step, else it 

goes for another level of this step. It addition to above it adds 

data from important classes and ids defined in elements 

framework. They are scanned and store. It may include audio, 

video, slideshow and other content rich stuffs. This step deals 

with the compression and conversion of images of the 

websites. It has two phases based on images size. All images 

are compressed using the plugin or the designed tool so as to 

reduce page size thus reducing page load time. For images 

less than 1(Kb) Kilobytes it moves to one more phase of 

optimization else moves to next step. Images less than 1Kb 

are converted to Data URI format thus reducing the number 

of network request through Image2DataUri tool. Removing 

of erroneous links, whitespaces and comments is made during 

this step. This step is a dependent phase that is if user was 

recognized as a registered one then they are provided with 

connectivity orientated content delivery else normally else no 

connectivity related content are added and user is moved to 

next step showing required information and content support. 

All the Stored information from the step 1-5 are now 

compiled and appended to the actual webpage and moved to 

the final step. This is the final step as it completely organizes 

the content according to the mobile device screen size and the 

support for the required content which the customer 

possesses. This creates an optimized and full relative content 

supported webpage for the customer’s mobile or tablet 

device. Here the role of the frameworks ends completely and 

now user can enjoy the optimal bank’s mobile website 

according to his/her mobile type and connectivity type. 

 
Fig. 5: Implementation of framework at Bank's Server 
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 The implementation of the framework at the 

respective Bank’s server is also easy to setup, but they would 

not be able to achieve full fledge features by doing so. This 

bank’s problem can be solved by just calling the framework 

at the IDRBT Server which can be done via redirection or 

some other means. When framework is called via another 

bank then the URL of that bank’s mobile page is taken as the 

source and thereafter framework continues as usual by 

providing webpage directly to customer webpage or to the 

bank to provide the same. The above two implementation 

model one at IDRBT server and another at Bank’s respective 

shows the portability features possess by the designed 

framework and how it can be used to meet anyone’s need at 

different operational means. 

 The implementation of the framework at the 

respective Bank’s server is also easy to setup, but they would 

not be able to achieve full fledge features by doing so. This 

bank’s problem can be solved by just calling the framework 

at the IDRBT Server which can be done via redirection or 

some other means. When framework is called via another 

bank then the URL of that bank’s mobile page is taken as the 

source and thereafter framework continues as usual by 

providing webpage directly to customer webpage or to the 

bank to provide the same. 

V. RESULTS 

 
Fig. 6.1: Form Elements –Buttons, Radio Checkbox, Range, 

Progress Elements 

Fig. 6.2: Others Select, Accordion & Tabbed Data Container 

 
Fig. 7.1: Form elements –Buttons, Radio Checkbox, range, 

progress Elements 

Fig. 7.2: Others Select, Accordion & Tabbed data Container 

 
Fig. 8: Included Geo Location Plugin For Nearest Bank & 

ATMS Sample 

VI. CONCLUSION 

The project report shows the different identified issues being 

currently faced by the banks in India. To solve these issues 

recommendations are proposed and these recommendations 

will be applied efficiently if and only if the proposed 

framework is used. Framework also contains optimizations 

and conversion tools which inbuilt with the framework so no 

extra effort is to be made for optimization of complete 

website. Apart from this, the Information Portal design is also 

proposed which is very beneficial for the bank’s mobile 

websites. The project report can be concluded with the 

advantages of the designed framework which would show the 

potential of the framework to bring a better mobile banking 

experience to the customers via banks mobile websites by 

proving them a relevant content support. 
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