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Abstract— The research presented in this paper offers how 

Big Data can improve cyber security. Cyber security concerns 

affect organizations across virtually all industries, including 

retail, financial, communications and transportation. Big 

Data and analytics are some of the most effective defences 

against cyber intrusions. Hackers continue to develop 

powerful offensives to prevent what used to be considered 

highly effective cyber defences. With the resources available 

to hackers today, they can move around a defence-in-depth 

strategy to breach data systems. With tools and techniques 

that now exist to handle the volume and complexity of 

today’s cyber-attacks, enabling enterprises to stay ahead of 

evolving threats. Big Data along with automated analysis 

brings network activity into clear focus to detect and stop 

threats, as well as shorten the time to remedy when attacks 

occur. 
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I. INTRODUCTION 

It is the era of Big Data. We are living in the digital world 

today, where data is getting generated every minute of the 

day. According to Intel‘s Infographic [1], 1,572 GB of global 

IP data is transferred every Internet minute. 38,194 photos are 

loaded on Instagram, 4.1 million searches are done on 

Google, 194,064 apps are downloaded while 3.3 million 

pieces of content are shared on Facebook in an Internet 

minute. It is predicted that by 2017, the number of connected 

devices will be equal to three times the number of people on 

earth. This massive traffic will add to the volume and variety 

of Big Data. While the big data technology is being leveraged 

for business analytics, prediction of sales and profit, and 

adding to business value, we can also use big data to defend 

against the cyber threats, prevent cyber-attacks, and improve 

cybersecurity and situational awareness. This paper describes 

how big data can be used to strengthen cybersecurity. The 

paper first starts with the definition and concepts of cyber 

security, different categories of security and challenges faced 

in cyber security. It then describes the characteristics of Big 

Data and how it can be useful to strengthen cybersecurity. It 

also discusses few big data tools which are being used to 

solve cyber security issues. In general, the paper does a 

survey of how paradigm shift is occurring in cybersecurity 

due to Big Data Analytics 

II. CYBERSECURITY 

Wikipedia [2] defines Cybersecurity as the protection of 

information systems from theft or damage to the hardware, 

software, and to the information stored on them. It also 

includes protection from snooping or misdirection of the 

services they provide. In simple words, cybersecurity refers 

to the tools and practices implemented to protect information 

in this digital world. According to the IDC IView Report on 

‗Digital Universe in 2020‘ [3], the proportion of data in the 

digital world that needs protection is growing faster than the 

digital world itself, from less than a third in 2010 to more than 

40% in 2020.Cyber-crime costs are predicted to reach $2 

trillion by 2019. Such big corporate hacks do emphasize the 

need to upgrade the security systems and practices. 

III. TYPES OF THREATS 

According to Robert Eastman [4], most current cybersecurity 

threats can be categorized into the following broad 

categories: 

A. Advanced Persistent Threats (APT) 

An APT is a set of quiet and continuous computer hacking 

processes, often coordinated by humans targeting a specific 

entity. An APT usually aims organizations or nations for 

business or political purposes. 

B. Insider Data Theft 

An insider threat is a malicious threat to an institute that 

comes from people within the institute, such as employees, 

contractors or business associates, who have inside 

information concerning the institute‘s security practices and 

data. Data theft is done with the intent to compromise privacy 

or gain confidential information. 

C. Distributed Denial of Service (DDoS) 

In computing, a denial-of-service (DoS) attack is an attempt 

to make a network resource unavailable to its intended users, 

by temporarily suspending services of a host connected to the 

Internet. In a DDoS the attack source is more than one, often 

thousands of unique IP addresses. 

D. Trojan Attacks 

A Trojan horse is any malicious computer program which 

appears as useful, routine, or interesting in order to influence 

a victim to install it. Trojans are commonly spread by some 

form of social engineering. 

E. Phishing 

Phishing is an attempt to acquire sensitive information such 

as usernames, passwords, and credit card details, by 

impersonating as a trustworthy entity. 

F. External Software Introduction Including Malware 

Malware is any software used to disturb computer operations, 

gather sensitive information, and gain access to private 

computer systems. Sometimes, it can be used to display 

unwanted advertising. 

G. Zero-day Attacks 

A zero day susceptibility refers to a security hole in software 

that is not known to the vendor. This hole is then misused by 

hackers before the vendor becomes aware and tries to fix it— 

this exploit is called a zero day attack. 
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IV. CHALLENGES IN CYBERSECURITY 

Cyber-attacks are global and the risks associated with cyber 

security are universal. These are not the concerns of any 

particular country alone. 

 An article from CSI [5] observes that satellites, power 

grids, thermal power plants, websites, banks and almost 

all digital systems, are susceptible to cyber-attacks. Thus, 

while the world is going digital and progressing by leaps 

and bounds, this progress requires security. 

 Attackers are extremely advanced and have organized 

crime rings which run attack operations on a large scale. 

They are seen to have tremendous collaboration with 

each other, which is lacking among the good guys. 

 The authors of [6] have proposed nine D‘s of 

cybersecurity to detect, react and sustain against the 

attacks. These include deterrence, detection, 

differentiation of protection and distraction with decoys. 

 IDC's research uncovered that cybersecurity threats are 

evolving at a rapid rate and that firms and government 

agencies must shift from a reactive approach to a pre-

emptive approach[4] by understanding the threat before 

an attacker can cause damage. 

 Shifting to a proactive approach requires organizations 

to look into all available information and apply 

predictive and behavioral analytic tools to discover the 

likelihood of a threat, detect the actual threat, gather 

intelligence about the attack, and execute an enterprise 

wide response before the threat becomes significant. 

 The historical dump-and-then-analyse approach has 

proved to be ineffective because the needed data history 

is not typically stored or analysed in a timely fashion. 

Enter Big Data! 

V. BIG DATA 

This section takes a look at what Big Data is, and how it can 

help one to solve cybersecurity challenges. According to 

Gartner‘s definition [7], big data demand cost-effective and 

state-of-the-art information processing to produce value for 

the business. It is an interdisciplinary issue which requires the 

collaboration of academia, industry and enterprise [8]. 

VI. DIFFERENT METHODS TO PREVENT OF CYBER THREATS 

With the help of Big Data log analytics we can prevent cyber 

threats by monitoring data. When Big Data log analytics is 

combined with JIT (Just in Time) analysis it collects 

information on the machines that have an open connection 

with locations outside the local network. It also predicts 

future attacks and gives you information about previous 

attacks that might have occurred on your system. An IBM 

report shows us that forty-six (46) percent of businesses are 

experiencing security breaches; which shows that the need to 

protect our information is very high. IBM developed a 

solution using Big Data that protects data from threats and 

fraud. IBM’s solution detects risk and intrusion while 

analysing structured and unstructured data. QRadar performs 

real-time correlation, anomaly detection and reporting for 

immediate threat detection, and also sends enriched security 

data to IBM Big Data products, such as IBM Info Sphere Big 

Insights [8]. 

 Moreover, Hadoop is a Java-based programming 

framework that helps to store, organize, process, and analyse 

data. The analytical ability of Hadoop allows Counter Tack, 

a form of APT, to analyse system level information collected 

from any kind of data to detect intrusion or malicious 

behavior. Counter Tack uses Cloudera, which uses Hadoop 

algorithm, to protect against security threats. Hadoop allows 

us to manipulate through data affording us complete access 

to the information. Also, Apache Storm is a free open-source 

real-time streaming analytics. It is similar to Hadoop, 

however, it was introduced for real-time analytics. It is fast 

and scalable, supporting not only analytics in real-time but 

machine learning too. The Apache Storm algorithm reduces 

the number of false positives found during security 

monitoring. Apache Storm is commonly available in cloud 

solutions that support antivirus programs which includes Big 

Data used to analysed as well as uncover threats. 

VII. HOW LOG MONITORING CAN PREVENT CYBER THREATS 

Monitoring data validates access to the systems, tracks 

logged-in activities, prevents a breach as well as manages 

passwords efficiently. Surveillance is a major function of 

securing any network and the first deterrent for hacking or 

infiltrating anything in general. Continuously monitoring 

surveillance deters the hacker from successfully infiltrating 

the system. Other prevention methods include regular scans, 

updated virus protection software and firewalls. Free 

software is available like Barracuda’s Firewall, McAfee’s 

Advanced Protection or Patrol that monitors and protect 

against security breaches. 

 All operating systems come equipped with standard 

log in features and are often overlooked. Software that may 

be used to monitor the system for security has a built-in event 

logger found in Windows based operating systems. This tool 

gives administrators (audit on Windows Server) the ability to 

view events that vary from login actions against files to either 

access a file, delete a file or create a file, and much more. 

These log files keep track of events that are produced from 

hardware and software operations. They can range in 

notification from informational events to warnings and 

subsequently to critical errors. However, not all events are 

collected by default, important audit settings must be turned 

on in domain group policies and on the folder or device that 

contains valuable data in order to receive the events. Log files 

can alert an administrator that a significant file has been 

modified, deleted or an unsuccessful attempt to change the 

file raises a red flag. 

 Log monitoring usually consists of three tiers; log 

generation, log analysis, and log monitoring. Log generation 

involves the hosts making their logs accessible to the servers. 

Log analysis receives log data that is converted into the 

necessary formats so it can become a single standard readable 

format. Log monitoring includes console or software that 

handles monitoring and reviewing of log files. With log 

monitoring we can monitor system traffic to detect and 

prevent cyber-attacks. Additional log monitoring benefits 

include tracking suspicious behavior, meeting regulatory 

compliance, detecting/preventing unauthorized access, as 

well as monitoring user activity. Also, there is tool called 

System Information and Event Managements which handles 
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the generation of reports, alerts when an abnormality is 

present, manages incidents, and correlates and analyzes 

events. 

A. How to Prevent Cyber Attacks using Event Viewer 

When a windows server or machine has problems or issues, 

the administrator would want to know what the activity that 

caused the problem is. The event viewer allows the 

administrator to view the activity. Each activity, referred to 

as an event, is assigned a number. There are certain events 

that require more caution than others and warrant more 

attention to prevent an intrusion. For example, Event 4724 

represents an innocent password reset or is it someone trying 

to wreak havoc on your system. Another example, Event 

1102 which represents someone clearing the security log or is 

it someone trying to erase their tracks after their attempt to 

intrude in unauthorized territory. Windows 2008 and later 

versions contain built-in alerting of certain events. To prepare 

Windows to give an alert of certain events, perform the 

following steps. Step 1: Open the task manager and create a 

basic task. Step 2: Give the task a name, for example monitor 

Event xxx, and a brief description of the event. Step 3: Set the 

trigger to identify when a specific event is logged. Step 4: 

Specify which log to look at and the event Id number. Step 5: 

Select the action whether email, message, or start program 

when the event is logged. Verify the message is correct when 

completing this step. In the case that an event is logged, 

Windows will perform the alert. From this point the 

administrator can validate if the event requires more attention 

or not. Using this method is highly preventative of cyber 

threats and can provide real time speed to thwart a concurring 

intrusion. 

B. How Data Compression & Reduction Method Could Help 

Cyber Threats 

In many instances, investigators require only a portion of Big 

Data; however, data is delivered in voluminous amounts. This 

leaves researchers to combat the cost it takes for Big Data to 

be transferred. This goal to compress Big Data is achieved 

using a reduced data size. 

 The size of large datasets must be reduced in order 

to successfully identify anomalies. The algorithm offers an 

efficient data reduction method that effectively condenses the 

amount of data. This algorithm enables users to store the 

desired amount of data in a file and decrease the time in which 

observations are retrieved for processing by using a reduced 

standard deviation range that significantly minimizes the 

original data. View the diagram below for an outlook on how 

large Big Data is presented. 

 
Fig. 1: Actual Plotted Big Data 

 It is clear that when attempting to plot large sets of 

Big Data, researchers’ ability to attain desirable results is 

hindered. Often times only a small portion of the data sets is 

of interest to the researcher. 

 
Fig. 2: Condensed Version Plotted from Big Data 

 The following diagram reveals the detection of a real 

cyber threat. Data reduction method was able to successfully 

locate the threat and provide a range of severity of the threat 

from low to high after reducing a large data set to a reasonable 

size. The use of a reduction method effectively condensed the 

amount of data as seen in Figure 2. The range of severity for 

cyber threat detected in this example is high. 

 The algorithm enables users to compress Big Data 

by a percentage value. The program instructs the user to input 

the following: 

 Maximum and minimum threats 

 Desired percentage that such Big Data should be reduced 

 
Table 1: Result Big Data Reduced with Cyber Threat degree 

 Table 1 presents a sample of a typical data. The data 

displayed in Table 1 shows the results of Big Data reduced 

with cyber threat degree range. 
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 The data in Table 2 includes many negative 

numbers. However, the program ignores the numbers that 

indicate a severity range of low such as negative numbers (-

1). Therefore, in this particular illustration, there are only a 

few data values that are of significance based on the 

percentage that the program was instructed to perform. This 

critical reduction makes data easily retrievable and 

accessible. In addition, it provides researchers with the 

amount of data that examiners request. 

VIII. CONCLUSIONS 

Organizations need to be current with the latest 

vulnerabilities to prevent known attacks 

 Nearly one million malware threats are released 

daily and the estimated cost of cyber-crimes average billions. 

The importance of continuous vulnerability management 

should not be overlooked because exploits and viruses are 

constantly evolving. Although cyber criminals will always 

pursue weaknesses in computer systems, the 

countermeasures put in place today will help deter attacks in 

the future. Big Data analytics has already produced positive 

results in its efforts to reduce cyber threats. 84 percent of Big 

Data users say their agency has successfully used Big Data 

analytics to thwart cyber security attacks and 90 percent have 

seen a decline in security breaches [13]. 

REFERENCES 

[1] Intel Corporation, ―What happens in an Internet 

Minute?,‖ Info graphic, year 2014, website 

http://www.intel.co.uk/content /www/uk/en/ 

communications/internet-minute-infographic.html 

[2] Wikipedia, ―Computer security‖, Wikipedia, the free 

encyclopedia. 

[3] John Gantz, David Reinsel, ―Digital Universe in 2020,‖ 

IDC IView Report, December 2012. 

[4] Robert Eastman, ―Big Data and Predictive Analytics: 

On the Cybersecurity Front Line‖, IDC Whitepaper, 

February 2015 

[5] N.J.Rao, ―Cybersecurity: Issues and Challenges,‖ CSI 

Communications, Volume no 39, May 2015. 

[6] Wilson, Kiy, ―Some fundamental cybersecurity 

concepts‖, IEEE access, 2013 

[7] Gartner, ―Big Data‖, IT glossary, www.gartner.com 

[8] Shen Yin, Okyay Kaynak, ―Big Data for Modern 

Industry: Challenges and Trends‖, Vol. 103, No. 2, 

February 2015, Proceedings of the IEEE 

[9] Stephen Kaisler et.al, ―Big Data: Issues and Challenges 

Moving Forward‖, IEEE Computer Society Intl Conf in 

Hawaii -Jun13 

[10] IBM, ―Top 12 predictions for 2016 from leading 

cybersecurity experts‖, http://www.ibmbigdatahub.com 

[11] Morel, ―Artificial intelligence a key to the future of 

cybersecurity‖, ACM, 2011 

[12] Zuech, ―Intrusion detection and Big Heterogeneous 

Data: a Survey‖, Journal of Big Data, Springer, 2015 

[13] IBM, ―Spark takes on the big security threats‖, article, 

http://www.ibmbigdatahub.com 

[14] Teradata, ―Big Data Analytics in Cyberdefence‖, 

Research report by Teradata, February, 2013 

[15] Fortscale tool, https://fortscale.com 

[16] IBM, ―IBM Security Intelligence with big Data‖, 

article, http://www-

03.ibm.com/security/solution/intelligence-big-data/ 

[17] Platfora, ―Platfora big data discovery platform‖, 

www.platfora.com 

[18] Gersh, Bos, ―Cognitive and organizational challenges 

of big data in cyber defence‖, ACM human-centered big 

data research, 2014 


