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Abstract— Network-on-Chip (NoC) has become one of the 

regular options in scaling chip multiprocessor (CMP) 

systems. While scaling networks in deep submicron (DSM) 

technology and with multiple cores, the NoC systems are 

subjected to manufacturing defects which results in low 

productivity, one such defects being the fault issues which 

reduce the number of available routing paths for packet 

delivery that will lead to severe traffic congestion finally 

resulting in a system crash. Therefore this gives rise to the 

necessity for the fault-tolerant routing algorithm which 

ensures the correct functioning of system. In order to 

overcome fault problems, we can employ fault-tolerant 

routing algorithm, many fault-tolerant routing algorithms 

such as Modified X-First, Gradient, Minimal and defect-

resilient (MD) and PDA-FTR are available which considers 

path diversity information and buffer information. In this 

work we are going to make performance analysis of all this 

algorithms with respect to parameters such as saturation 

throughput, area and power efficiency for single and 

multiple faulty routers NoC systems under different traffic 

scenarios including both synthetic and real traffics. When 

we compare performance results of these fault-tolerant 

routing algorithms, it is found that PDA-FTR has improved 

average saturation throughput with only 8.9 % average area 

overhead and 7.1 % average power overhead. 
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I. INTRODUCTION 

As the semiconductor technology advances, the hardware 

complexity increases and delays across the interconnections 

also increases limiting performance of System-on-Chip 

(SoC). The Network-on-Chip (NoC) architecture which has 

been proven flexible, scalable, and reusable solution for chip 

multiprocessor systems [1], [2] can be employed to increase 

the efficiency of interconnections and meet data transfer 

requirements. 

However, as the number of cores increases in deep 

submicron technology even the NoC system will be 

subjected to manufacturing defects [3], and hence becomes a 

faulty NoC. These faulty NoC systems can have defects in 

processing elements (PE), routers and/or interconnections of 

which, the problems in PEs can be solved by disabling the 

faulty PEs and re-mapping [5] tasks through other PEs. 

However, the defective routers and interconnections reduce 

the number of routing paths available, which degrades 

overall performance of the system by impairing desired 

packet delivery causing highly unbalanced traffic 

distribution and congestion. To overcome this problem, a 

fault-tolerant routing algorithm is required. 

Many fault-tolerant routing algorithms have been 

proposed to deal with the problem of faulty routers and 

faulty links in NoCs. Fault-tolerant routing algorithms can 

be classified into two categories: 1) flooding-based fault-

tolerant routing algorithms, and 2) turn model-based fault-

tolerant routing algorithms. 

Flooding-based fault-tolerant routing algorithms 

[13], [14] achieve fault-resilient packet delivery by sending 

redundant replicate packets over different routes to increase 

the probability of successful transmission. But, these 

approaches have high chance of encountering deadlock and 

livelock. Also, these algorithms lead to significant area and 

storage overhead as well as power consumption which make 

such algorithms not a good choice for the resource-limited 

NoC system. 

Turn model-based fault-tolerant routing algorithms 

prohibit packets making certain turns to avoid deadlock, 

which leave some paths untaken and hence lead to 

unbalanced traffic load. Modified X-First, Gradient, 

Minimal and defect-resilient (MD) routing and Path 

Diversity Aware are the examples of Turn Model-Based 

Fault-Tolerant Routings. 

The rest of this paper is organized as follows. We 

carry out performance analysis of Modified X-First, 

Gradient, Minimal and defect-resilient (MD) and PDA-FTR 

fault-tolerant routing algorithms with respect to saturation 

throughput for single and multiple faulty NoC in Section 3. 

Section 4 analyzes performance of these algorithms with 

respect to area and power requirement. Finally, we conclude 

this work in Section 5. 

II. FAULT-TOLERANT ALGORITHMS 

A. Modified X-First algorithm: 

According to Modified routing algorithm, if a faulty router 

is encountered, it is assumed that all components in the 

cluster are deactivated, and the faulty cluster is neither the 

source nor the destination of any packet. It is an ultra-low-

cost reconfigurable routing algorithm supporting any one-

faulty-router topology which is fully scalable and in 

massively parallel multi-processors architecture, this 

reconfiguration capability becomes mandatory to improve 

the yield issues [15]. 

B. Gradient algorithm: 

An accurate selection of alternative routes can avoid a large 

number of hops for packets to reach destination. The 

Gradient routing algorithm selects more alternative routes 

with minimum hops compare to other existing fault tolerant 

deadlock-free adaptive routing algorithms which makes it 

adaptive and fault-tolerant for 2D mesh topology. In case of 

conventional algorithms if there are faults in the main route 

and the first alternative route, then the packet will choose a 

longer distance path to reach the destination node which will 

increase the number of hops thereby degrading the network 
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performances. The Gradient algorithm chooses the shortest 

alternative route to avoid a hot-spot area or a faulty element 

in the network which makes the distance to destination node 

closer than other existing fault-tolerant 2D mesh routing 

algorithm and avoids the degradation of network 

performance with respect to latency and throughput [16]. 

C. Minimal and defect-resilient algorithm: 

Minimal and defect-resilient (MD) algorithm is based on 

three main concepts:  

1) Fault Distribution Mechanism:  

The fault information is distributed in a way that each router 

is informed about the fault condition in two-hop links. For 

this purpose, each router transfers the fault information on 

its direct links to the neighboring nodes. Using this 

information, packets are routed through minimal and non-

faulty paths which avoids making unnecessary routing 

around faulty components [17]. 

2) Bypassing Faulty Links:  

With regard to the relative positions of the source and 

destination nodes, a data packet can be sent in eight 

directions: north, south, east, west, northeast, northwest, 

southeast, and southwest. The algorithm takes only the 

shortest paths in the absence of a faulty link in the network. 

If faults are present in shortest paths, no rerouting takes 

place through these paths and the algorithm remains free 

from deadlock. However, in case of faulty paths non-

minimal paths will be taken [17]. 

3) Adaptive Fault-Tolerant Algorithm:  

Unlike other algorithms where a deterministic routing is 

commonly used MD algorithm uses the deterministic 

routing only when a packet gets close to the area of faulty 

link. MD uses two virtual channels along both directions 

and avoids taking unnecessary non-minimal paths when any 

minimal paths are available, resulting in significant 

improvement in performance. MD is able to deliver packets 

through alternative paths to the destination, thereby avoiding 

congestion in the network both in fault-free and faulty 

condition, if the distance from the source to destination node 

is greater than one hop along both directions, packets can 

adaptively choose among the non-faulty links without any 

restriction. If multiple directions have the same number of 

free buffer slots, then a direction is random chosen. The 

solution to this issue is sending a packet in a desired 

direction. Therefore, when the difference between the 

number of free slots in two input buffers is less than or equal 

to two flits, the packet is sent in the desirable direction [17]. 

D. PDA-FTR algorithm: 

Path-Diversity Aware Fault-Tolerant Routing algorithm 

considers FPD information and adopts minimal routing 

paths for packet delivery. However, if the minimal routing 

paths are blocked by faults, then PDA-FTR will employ 

non-minimal ones to prevent packet congestion in the faulty 

region. If there are two more routing path candidates, then 

PDA-FTR refers to Effective Buffer Length (EBL) 

information of each candidate output channel to select the 

better output channel. The channel with the highest FPD is 

considered to be the minimal path and use minimal adaptive 

routing. On the other hand, when minimal path is not longer 

available, non-minimal adaptive routing algorithm will be 

adopted to prevent packet stalling. In addition, FPD and BO 

information is combined and defined as Effective Buffer 

Length (EBL) [18]. This metric is the weighted free slot 

determined by FPD, which is expressed as a product term of 

normalized FPD and the non-occupied buffer spaces. 

Therefore, when the routing function returns two or more 

candidate output directions for a packet, we would select the 

direction with higher EBL [18]. 

III. PERFORMANCE EVALUATION 

In this section, we will evaluate and compare the 

performance of different Fault tolerant Routing algorithms 

including Modified X-First [15], Gradient [16], Minimal and 

defect-resilient [17] and PDA-FTR [18] schemes under both 

synthetic traffic scenarios including random, shuffle and bit-

reversal traffic and for real traffic including multimedia 

systems (MMS) and Low-Density Parity Check (LDPC) 

scenarios for the single-fault system and for the multiple-

fault system.  

The simulation results are generated using 

SystemC NoC simulator, Noxim. The system supports 

wormhole switching mechanism and matrix arbitration and 

each channel has an input buffer capacity of 4 flits and each 

packet length being 8-flits. The simulation time is taken to 

be 12,000 cycles and the first 2,000 cycles are required for 

warming up the network so that the steady-state 

performance of the NoC system could be measured.  

We consider average packet latency and saturation 

throughput as performance metrics. Saturation throughput is 

defined as the packet injection rate (PIR) when average 

packet latency worsens to more than twice of zero-load 

latency of a baseline fault-tolerant routing scheme [10].  

A. Performance of PDA-FTR in Single-Fault NoC: 

Fig. 1 demonstrates the average latency for different packet 

injection rates with single faulty router in the network. Fig. 

7a shows the average latency of Modified X-First, Gradient, 

Minimal and defect-resilient and PDA-FTR algorithms 

under random traffic pattern. We can note that the Modified 

X-First has the worst performance compare to other 

algorithms as it is deterministic and made of only single 

candidate output channel where congestion builds up easily 

which degrades the performance. In case of MD both buffer 

information and location of source-destination pair is 

considered to determine the best path, which results in 

comparatively better performance but, its fault information 

only extends to two hop link which limits its performance. 

PDA-FTR has sufficient path diversity and considers both 

buffer and PD information and results in best performance 

than the other competitor algorithms. Fig. 1b illustrates the 

average latency comparison of all the competitor algorithms 

under shuffle traffic and Fig. 1c, for bit-reversal traffic. 

Fig.1d and Fig.1e, demonstrates the performance of all the 

algorithms under a realistic MMS traffic and LDPC traffic.  
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Fig. 1: The average latency of Modified X-First, Gradient, 

MD and PDA-FTR approaches in single fault system under 

(a) random traffic, (b) shuffle traffic, (c) bit-reversal traffic, 

(d) MMS and (e)LDPC traffic 

We can quantify the network performance with 

respect to saturation throughputs of different Fault routing 

algorithms under different traffic scenarios can be 

summarized as shown in Fig. 2 where in we can consider 

Modified X First as the baseline as it has the worst 

performance compare to other algorithms. From the results 

acquired we can notice that the PDA-FTR algorithm 

provides the highest overall saturation throughput compared 

to all other competitor Fault Tolerant Routing algorithms. 

 
Fig. 2: Normalized performance improvement of different 

routing algorithms under various traffic scenarios. 

B. Performance of PDA-FTR in Multiple-fault NoC: 

Now we shall evaluate the performance of Gradient, 

Minimal and defect-resilient and PDA-FTR within a 

multiple-fault network. Since, Modified X-First can tolerate 

single fault [15] only it is not considered in this section. As 

we can see in Fig. 3, PDA-FTR outperforms the other two 

competitors under all traffic scenarios. Fig. 4 shows 

saturation performance in a system with four faulty routers, 

we can notice that performance of PDA-FTR under different 

traffic scenarios is high compare to other competitor routing 

algorithms. From the experimental results we can claim that 

PDA-FTR has high fault-tolerance capability as it possess 

slow performance degradation as the number of fault 

increases. 

 
Fig. 3: The average latency of Gradient, MD and PDA FTR 

under (a) random traffic, (b) shuffle traffic, (c) bit-reversal 

traffic, (d) MMS traffic, and (e) LDPC traffic where the 

network has two faulty routers[18]. 

 
Fig. 4: The average latency of Gradient, MD and PDA-FTR 

under (a) random traffic, (b) shuffle traffic, (c)bit-reversal 

traffic, (d) MMS traffic, and (e) LDPC traffic where the 

network has four faulty routers[18]. 

IV. ANALYSIS OF HARDWARE OVERHEAD 

Fig. 5 shows the Area Overhead for router architecture 

which is synthesized with TSMC 90nm CMOS process with 

operating frequency of 400 MHz without pipeline. The 

result graph shows that the router following PDA-FTR has 

an area overhead of 10.7% compared to the baseline design, 

Modified X-First [15]. However this area overhead is worth 

noting that routing table accounts only 2% of PDA-FTR 

total router area. Also, compared with Modified X-First 

[15], Gradient [16] and MD [17] have relatively lower area 

overhead than PDA-FTR [18]. 

 
Fig. 5: Router Area and Total Power Consumption with 

Different Routing Algorithms 

V. CONCLUSION 

This paper explains the concept of Fault tolerant Algorithms 

such as Modified X-First, Gradient, Minimal and defect-

resilient (MD) and PDA-FTR algorithm in order to achieve 

fault-resilient packet delivery and to balance traffic load. 

Based on the FPD information, we integrate it with local 

buffer information for path selection. Moreover, we 

compare different Fault tolerant algorithms in term of 

performance parameters saturation throughput, fault-

tolerance ability, traffic-balancing ability and performance 

scalability. The experiments show that advanced and 

recently proposed PDA-FTR achieves the better 

performance compare to all other previous similar 

algorithms in a single as well as multiple faulty NoC system 

with very affordable area and power overhead. 
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