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Abstract— Wireless sensor networks compose resource 

constrained nodes that are assigned with multiple functions 

such as monitoring and processing data, to serve various 

application purposes. As these nodes are resource 

constrained, they have limitations on their physical size and 

have restricted on-board resources, processing capability, 

power resources, memory requirements and bandwidth for 

communication. In wireless sensor network it is essential 

that gathered information remains secret and reliable. 

Information leakage may result in breaking the privacy of 

the environment. The main objective of this paper is aimed 

towards finding an algorithm for providing security for 

wireless sensor network. The system proposes RC4 stream 

cipher with two state tables (RC4-2S) as an enhancement to 

RC4. 
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I. INTRODUCTION 

Wireless sensor networks compose resource constrained 

nodes that are assigned with multiple functions such as 

monitoring and processing data, to serve various application 

purposes. Sensor nodes and base stations are the key 

components of these networks. Sensor nodes are fixed and 

mobile nodes can be deployed on the basis of the 

requirements of the application. These nodes are 

programmed to communicate through wireless medium. 

Sensor nodes are resource constrained so we have to apply 

such algorithm to provide confidentiality and authentication 

with minimum energy consumption [1]. 

In wireless sensor network it is essential that 

gathered information remains secret and reliable. 

Information leakage may result in breaking the privacy of 

the environment. However providing security for wireless 

sensor network is tedious task, as the traditional security 

schemes may not be compatible for it. Wireless sensor 

network demands for lightweight security schemes in order 

to reduce the overhead imposed.  

For providing security to the sensor networks, the 

key areas to be considered are: cryptography, secured 

location, secured routing, secured data fusion, key 

management, detection of the attack and its prevention and 

other issues in security. Cryptographic operations such as 

encryption, authentications are to be performed in wireless 

sensor networks in order to achieve high level of security. 

The project is aimed towards finding an algorithm 

for providing security for wireless sensor network. RC4 is a 

synchronous stream cipher proposed by Ron Rivest in 1987 

for RSA data security. The algorithm satisfies both security 

and efficiency for lightweight algorithms, suitable for 

resource constrained environments.  

RC4 is a stream cipher that can be applied to 

various applications. It has several weaknesses like 

correlating problem between the internal states. One of the 

problems is the weakness of Key Scheduling Algorithm. 

There are two significant weakness of KSA. The first 

weakness is the existence of large classes of weak keys, in 

which a small part of the secret key determines a large 

number of bits of the initial permutation (KSA output). In 

addition PRGA translates these patterns in the initial 

permutation into patterns in the prefix of the output stream. 

The second weakness is a related key vulnerability which 

applies when part of the key presented to the KSA is 

exposed to the attacker. It consists of the observation that 

when the same secret key is used with numerous different 

exposed values, an attacker can again derive the secret part 

by analyzing the initial word of the key streams with 

relatively little work. 

So a new modified RC4 with two state tables need 

to be implemented. 

Figure 1 shows proposed system architecture. 

 
Figure 1: System Architecture 

We propose RC4 stream cipher with two state 

tables (RC4-2S) as an enhancement to RC4. RC4-2S stream 

cipher system solves the correlation problem between the 

public known outputs of the internal state using permutation 

between state 1 (S1) and state 2 (S2). Furthermore, key 

generation time of the RC4-2S is faster than that of the 

original RC4 due to less number of operations per a key 

generation required by the former. The experimental results 

confirm that the output streams generated by the RC4-2S are 

more random than that generated by RC4 while requiring 

less time than RC4. Moreover, RC4-2S’s high resistivity 

protects against many attacks vulnerable to RC4 and solves 

several weaknesses of RC4 such as distinguishing attack. 

Proposed system senses the distance between base station 

and sensors. Modified RC4 is appied on the distance vector 

and cipher text (ciphered distance) is sent to the receiver. 
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 The paper has been organized into different 

sections:  Section II: Overview of RC4, Section III: 

Methodology, Section IV: System Testing, Section V: 

Conclusion. 

II. RC4: OVERVIEW 

RC4 is a synchronous stream cipher proposed by Ron Rivest 

in 1987 for RSA data security. XOR operation is performed 

on the data and key stream. The generated key stream is 

independent of plaintext. An N-bit state table is initialized 

using a variable length key ranging from 1 to N. The state 

table generates subsequent pseudo random bits, which 

produce pseudo random key stream. The resulting stream is 

XORed with the plain text to obtain the cipher text. The 

algorithm composed of two phases, Key Scheduling 

Algorithm and Pseudo Random Generation Algorithm 

(PRGA). 

In the RC4 encryption algorithm, the key stream is 

completely independent of the plaintext used. An 8 * 8 S-

Box (S0 S255), where each of the entries is a permutation of 

the numbers 0 to 255, and the permutation is a function of 

the variable length key. There are two counters i, and j, both 

initialized to 0 used in the algorithm.  

The algorithm uses a variable length key from 1 to 

256 bytes to initialize a 256-byte state table. The state table 

is used for subsequent generation of pseudo-random bytes 

and then to generate a pseudo-random stream which is 

XORed with the plaintext to give the ciphertext. Each 

element in the state table is swapped at least once. 

The algorithm works in two phases, key setup and 

ciphering. Key setup is the first and most difficult phase of 

this encryption algorithm. During a N-bit key setup (N being 

your key length), the encryption key is used to generate an 

encrypting variable using two arrays, state and key, and N-

number of mixing operations. These mixing operations 

consist of swapping bytes, modulo operations, and other 

formulas. A modulo operation is the process of yielding a 

remainder from division.  

Chang et al [2] presented a simple, lightweight but 

robust security protocol for resource constrained 

communication. This protocol is based on the backward 

property of RC4 stream cipher and achieves data 

confidentiality, data authentication, data integrity and data 

freshness with low overhead and simple operations. 

Chaun et al [3] explained that to secure the wireless 

sensor network for data transmission, RC4 stream cipher is 

able to provide the advantages of fast performance and 

simplicity in resource constrained environment. 

Madhumitha et al [4] worked on wireless sensor 

network consisting of autonomous sensor nodes attached to 

one or more base stations. They explained that as wireless 

sensor networks continues to grow, they become vulnerable 

to attacks and hence the need for effective security 

mechanisms. 

Shish et al [5] explained various symmetric key 

encryption algorithms like DES, BLOWFISH, RC4 etc. for 

securing the information. The main aim here was to apply 

security in sensor network in such a way that it provide 

confidentiality with authentication using stream cipher 

modes of operation, so that the energy consumption will 

minimizes at the sensor node and the lifetime of sensor node 

will increase. 

Jaya et al [6] presented that message secrecy is one 

of the most important aspect of communication and that in 

wireless environment messages are highly insecure and 

encryption is must in such environment. They showed that 

RC4 encryption algorithm is stream type and can be 

implemented in hardware and software. 

RC4 design avoids the use of Linear Feedback 

Shift Registers (LFSRs) [7] where many stream cipher 

algorithms depend on it, especially in hardware. It attempts 

to achieve highest randomness via swapping of elements in 

arrays. 

III. METHODOLOGY 

A. Working 

There are many weaknesses in the RC4 algorithm. We have 

proposed a modified state table to the existing RC4 

algorithm. The modified algorithm is same as that of the 

original RC4 algorithm but there are modifications in the 

initialization and computational steps. 

The system contains 6 important modules. They are, 

1) Secret key 

2) Key Scheduling Algorithm (KSA) 

3) Pseudo Random Generation Algorithm (PRGA) 

4) Key streams 

5) Plain Text 

6) Cipher Text 

1) Secret key: 

We are generating 128 bits of secret key using “random” 

function. This secret key K of length L is used as the seed 

for the states S1 and S2. S1 and S2 are used as 2 secret 

random inputs for second phase. 

2) Key Scheduling Algorithm (KSA) 

In KSA phase, S1 is filled with values ranging from0 to 

(N/2)-1 while S2 is filled with the remaining N/2 numbers 

from N/2 to N-1. The input secret key, k, as a seed, is used 

to make permutations and swapping of the elements of S1 

and S2. Consequently, S1 and S2 become two secret random 

inputs for PRGA phase. 

3) Pseudo Random Generation Algorithm (PRGA) 

In PRGA phase, S1 and S2 produce two keys in each key 

generation cycle (instead of one byRC4). In this algorithm, 

there are more elements to be swapped between S1 and S2 

by three pointers: i, j1 = j1 + S1[i], and j2 = j2 + S2[i] in the 

S-box. S1 and S2 in PRGA are used to produce the sequence 

of output stream , which is XOR-ed with data to encrypt 

data or XOR-ed with the cipher text to decrypt data. 

4) Key Streams 

RC4 generates a pseudorandom stream of bits (a keystream). 

As with any stream cipher, these can be used for encryption 

by combining it with the plaintext using bit-wise exclusive-

or; decryption is performed the same way (since exclusive-

or with given data is an involution) 

5) Plain Text 

Plain text is the data (e.g. file contents) that represent only 

characters of readable material but not its graphical 

representation nor other objects (images, etc.). It may also 

include a limited number of characters that control simple 

arrangement of text, such as line breaks or tabulation 

characters. Plain text is different from formatted text. Plain 

text is the message the sender wants to send to the receiver. 
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The sender encrypts the message using RC4 algorithm and 

then sends it to the intended receiver. 

6) Cipher Text 

In cryptography, cipher text or cypher text is the result of 

encryption performed on plaintext using an algorithm, called 

a cipher. The receiver decrypts the sent message using RC4 

algorithm. 

At the high level, ultrasonic HC-SR04 sensors and 

bluetooth HC-05 is used. HC‐05 module is an easy to use 

Bluetooth SPP (Serial Port Protocol) module, designed for 

transparent wireless serial connection setup. 

IV. SYSTEM TESTING & RESULT 

Depends on different test conditions, we determine whether 

a system under test satisfies requirements or works 

correctly. 

Two tests-at the sender side and at the receiver side 

are performed. The test result at the sender and receiver side 

are as shown. 

Sl 

No 
Test Condition 

Expected 

Result 

Test 

Result 

1 Sense the data Data is sensed Successful 

2 Encrypt the message Encrypt Successful 

3 Send the cipher text Sent Successful 

4 
Send the key to 

sender 
Sent Successful 

Table 1: Test Condition for Sender 

Sl 

No 
Test Condition Expected Result 

Test 

Result 

1 
Receive the 

encrypted message 

Display 

encrypted data 
Successful 

2 
Decrypt the 

message 
Decrypt Successful 

Table 2: Test Condition for Receiver 

ThingSpeak IoT platform is used to analyze live 

data streams.  

Figure 2 shows the analysis of total sensor nodes at 

the respective times.  

 
Fig. 2: ThingSpeak Browser 

V. CONCLUSION 

In this paper, we proposed enhanced RC4 algorithm for the 

wireless sensors. The proposed RC4 stream cipher with two 

state tables (RC4-2S) offers an enhanced randomness in the 

generated key sequences while the key generation time of 

RC4-2S is faster than that of RC4RC4-2S stream cipher 

system solves the correlation problem between the public 

known outputs of the internal state using permutation 

between state 1 (S1) and state 2 (S2). The suggested RC4-2S 

algorithm is not a complicated one. Thus, it can be 

implemented in either software or hardware. 

This work can be further improved for the design 

and development of secure military communications. 
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