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Abstract— Currently, most computer systems use user IDs 

and passwords as the login patterns to authenticate users. 

However, many people share their login patterns with co-

workers and request these co-workers to assist co-tasks, 

thereby making the pattern as one of the weakest points of 

computer security. Insider attackers, the valid users of a 

system who attack the system internally, are hard to detect 

since most intrusion detection systems and firewalls identify 

and isolate malicious behavior launched from the outside 

world of the system only. In addition, some studies claimed 

that analysing system calls (SCs) generated by commands can 

identify these commands, with which to accurately detect 

attacks, and attack patterns are the features of an attack. 

Therefore, a security system, named the Internal Intrusion 

Detection and Protection System (IIDPS), is proposed to 

detect insider attacks at SC level by using data mining and 

forensic techniques. The IIDPS creates users’ personal 

profiles to keep track of users’ usage habits as their forensic 

features and determines whether a valid login user is the 

account holder or not by comparing his/her current computer 

usage behaviours with the patterns collected in the account 

holder’s personal profile. The experimental results 

demonstrate that the IIDPS’s user identification accuracy is 

94.29%, whereas the response time is less than 0.45 s, 

implying that it can prevent a protected system from insider 

attacks effectively and efficiently. 
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I. INTRODUCTION 

The computer systems are widely used to provide users with 

an easier and easier world. However, when people come 

across the powerful abilities and processing power of 

computer systems, since very usually attackers try to hack the 

computer systems and behave maliciously, e.g., critical data 

of a company is steeled , one of the serious problems in the 

computer domain is security systems are made out of work or 

even systems are also destroyed. Generally, from all the 

attacks such as distributed denial-of-service (DDoS), 

pharming attack, eavesdropping attack, and spear-phishing 

attack [1][2], insider attack is one of the most difficult attack 

to be detected because intrusion detection systems (IDSs) and 

firewalls usually excuse against outside attacks. Although, 

attackers have an option of installing Trojans to lift victims’ 

login patterns or to encounter a large number of trials with the 

help of a dictionary in order to get the users’ passwords. In 

order to authenticate the users, for now most of the systems 

check the pattern which is the login pattern using user ID and 

password .On successful attempt, attackers then may log in to 

the system ,in order to access private files of users, or to 

change or destroy the setting of the system. However, it is 

very difficult to know who the attacker is because attack 

packets are often attached with forged IPs or attackers can 

enter and use the system along with the valid login patterns. 

Happily most of current systems that are host-based security 

systems [3] and network-based IDSs [4], [5] can find a known 

trespass in a real-time manner. Even though OS-level system 

calls (SCs) are very much helpful in order to detect attackers 

and the identifying users [6], the engineering challenges 

include dealing with a large volume of SCs, extracting 

malicious activity from them, and then identifying all the 

possible attackers for an intrusion. 

 Currently, to keep safe the organization electronic 

assets, Intrusion Detection System (IDS) is critical 

requirement. To know whether the traffic is evil or not 

Intrusion detection is the process of knowing and analyzing 

the traffic on any device or network. That can be a software 

or physical appliance that checks the traffic which goes 

against organization security policies and all the standard 

security practices. In order to detect the intrusion and respond 

within time effective manner as a result chances of intrusions 

is devalued it continuously monitors the traffic. Host based 

Intrusion Detection System is arranged on a particular 

system/server. It continuously look after and analyze the 

activities of the system. On the basis of the deployment IDS 

broadly partitioned into two types i.e. Host based Intrusion 

Detection System (HIDS) and the other one is Network based 

Intrusion Detection System (NIDS). Tem where it is 

arranged. 

II. LITERATURE SURVEY 

Computer forensics science, which views computer systems 

as crime scenes, aims to identify, preserve, recover, analyze, 

and present facts and opinions on information collected for a 

security event [7]. It analyzes what attackers have done such 

as spreading computer viruses, malwares, and malicious 

codes and conducting DDoS attacks [8]. Most intrusion 

detection techniques focus on how to find malicious network 

behaviour [9], [10] and acquire the characteristics of attack 

packets, i.e., attack patterns, based on the histories recorded 

in log files [11], [12]. Qadeer et al. [13] used self-developed 

packet sniffer to collect network packets with which to 

discriminate network attacks with the help of network states 

and packet distribution. O’ Shaughnessy and Gray [14] 

acquired network intrusion and attack patterns from system 

log files. 

 These files contain traces of computer misuse. It 

means that, from synthetically generated log files, these 

traces or patterns of misuse can be more accurately 

reproduced. Wu and Banzhaf [15] overviewed research 

progress of applying methods of computational intelligence, 

including artificial neural networks, fuzzy systems, 

evolutionary computation, artificial immune systems, and 

swarm intelligence, to detect malicious behaviors. The 

authors systematically summarized and compared different 

intrusion detection methods, thus allowing us to clearly view 

those existing research challenges. These a fore mentioned 

techniques and applications truly contribute to network 

security. 
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 However, they cannot easily authenticate remote-

login users and detect specific types of intrusions, e.g., when 

an unauthorized user logs in to a system with a valid user ID 

and password. In our previous work [16], a security system, 

which collects forensic features for users at command level 

rather than at SC level, by invoking data mining and forensic 

techniques, was developed. Moreover, if attackers use many 

sessions to issue attacks, e.g., multistage attacks, or launch 

DDoS attacks, then it is not easy for that system to identify 

attack patterns. Hu et al. [17] presented an intelligent 

lightweight IDS that utilizes a forensic technique to profile 

user behaviors and a data mining technique to carry out 

cooperative attacks. The authors claimed that the system 

could detect intrusions effectively and efficiently in real time. 

However, they did not mention the SC filter. Giffin et al. [18] 

provided another example of integrating computer forensics 

with a knowledge-based system. The system adopts a 

predefined model, which, allowing SC-sequences to be 

normally executed, is employed by a detection system to 

restrict program execution to ensure the security of the 

protected system. This is helpful in detecting applications that 

issue a series of malicious SCs and identifying attack 

sequences having been collected in knowledge bases. 

 The Internal Intrusion Detection and Protection 

System, as shown in Fig. 1, consists of an SC monitor and 

filter, a mining server, a detection server, a local 

computational grid, and three repositories, including user log 

files, user profiles, and an attacker profile. 

 
Fig. 1: System architecture 

III. RESULTS & DISCUSSION 

In this paper, an IIDPS is developed to detect insider attacks 

at SC level by using data mining and forensic techniques. The 

experimental results show that the IIDPS can effectively 

resist several aforementioned attacks. The outcome extends 

the features of [16], confirming that data mining and forensic 

techniques used for intrusion detection provide effective 

attack resistance. The second experiment indicates that the 

average detection accuracy is 94.29%. However, in Table VI, 

the accuracy of user backup is 89.97% since backup’s log file 

has more common SCs than the other users’. It also shows 

that the IIDPS may detect inaccurately when user’s habit 

suddenly changes. Nevertheless, in most cases, the IIDPS can 

still identify the legality of a login user. 

IV. CONCLUSION 

I have proposed an approach that employs data mining and 

forensic techniques to identify the representative SC-patterns 

for a user. The time that a habitual SC pattern appears in the 

user’s log file is counted, the most commonly used SC-

patterns are filtered out, and then a user’s profile is 

established. By identifying a user’s SC-patterns as his/her 

computer usage habits from the user’s current input SCs, the 

IIDPS resists suspected attackers. The experimental results 

demonstrate that the average detection accuracy is higher 

than 94% when the decisive rate threshold is 0.9, indicating 

that the IIDPS can assist system administrators to point out 

an insider or an attacker in a closed environment. The further 

study will be done by improving IIDPS’s performance and 

investigating third-party shell commands. 
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