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Abstract— Authentication supported passwords is employed 

mostly in applications for laptop security and privacy. 

However, human actions like selecting unhealthy passwords 

associate degreed inputting passwords in an insecure 

approach area unit. Considered the weakest link within the 

authentication chain. Instead of discretionary alphabetical 

strings, users tend to decide on passwords either short or 

substantive for straightforward acquisition. With net 

applications and mobile apps stilt up, folks will access these 

applications anytime and anyplace with numerous devices. 

This evolution brings nice convenience however additionally 

will increase the chance of exposing passwords to shoulder 

aquatics attacks. Attackers will observe directly or use 

external recording devices to gather user’s credentials. To 

beat this downside, we have a tendency to plan a completely 

unique authentication system PassMatrix, supported 

graphical passwords to resist shoulder aquatics attacks. With 

a one-time valid login indicator and circulatory horizontal 

and vertical bars covering the whole scope of pass-images, 

PassMatrix offers no hint for attackers to work out or slender 

down the secret even they conduct multiple camera-based 

attacks. We have a tendency to additionally enforce a 

PassMatrix example on golem and administered real user 

experiments to judge its memorability and usefulness. From 

the experimental result, the planned system achieves higher 

resistance to shoulder aquatics attacks whereas maintaining 

usability. 
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I. INTRODUCTION 

The shoulder water sport attack in associate attack which will 

be performed by the antagonist to get the user’s positive 

identification by observance over the user’s shoulder as he 

enters his positive identification. As typical positive 

Identification schemes area unit at risk of shoulder water 

sport, Sobrado & Birget planned 3 shoulder resistant 

graphical positive identification schemes. However, most of 

this graphical positive identification schemes area unit at risk 

of shoulder-surfing a proverbial risk wherever associate 

aggressor will capture a positive identification by direct 

observation or by recording the authentication session. As a 

result of the visual interface, shoulder-surfing becomes 

associate exacerbated drawback in graphical passwords. A 

Graphical positive identification is simpler than a text-based 

positive identification for many individuals to recollect. 

Suppose associate 8- character positive identification is 

critical to realize entry into a specific electronic network. 

Robust passwords may be made that area unit immune to 

guesswork, wordbook attack. Key-loggers, shoulder-surfing 

and social engineering. Graphical passwords are consumed in 

verification for mobile phones, ATM machines, E-

transactions. 

II. LITERATURE SURVEY 

[1]. Draw-a-Secret password schemes, like the Google 

Android Pattern Lock, entail stroking out a shape on a touch 

screen. [2] We present DooDB, a doodle database containing 

data from 100 users captured with a touch screen-enabled 

mobile device under realistic conditions following a 

systematic protocol. [3] User authentication using simple 

gestures is now common in portable devices. In this work, 

authentication with free-form sketches is studied. [4] When a 

user interacts with a computing system to enter a secret 

password, shoulder surfing attacks are of great concern. [5] 

We present DooDB, a doodle database containing data from 

100 users captured with a touch screen-enabled mobile device 

under realistic conditions following a systematic protocol. 

III. EXISTING SYSTEM 

Using traditional textual passwords or PIN method, users 

need to type their passwords to authenticate themselves and 

thus these passwords can be revealed easily if someone peeks 

over shoulder or uses video recording devices such as cell 

phones shoulder surfing attacks have posed a great threat to 

users’ privacy and confidentiality as mobile devices are 

becoming indispensable in modern life. In the early days, the 

graphical capability of handheld devices was weak; the color 

and pixel it could show was limited. With the increasing 

amount of mobile devices and web services, users can access 

their personal accounts to send confidential business emails, 

upload photos to albums in the cloud or remit money from 

their e-bank account anytime and anywhere. While logging 

into these services in public, they may expose their passwords 

to unknown parties unconsciously. 

A. Disadvantages of Existing System 

1) Security weakness. 

2) The easiness of obtaining passwords by observers in 

public. 

3) The compatibility issues to devices. 

IV. PROPOSED SYSTEM 

To previous system problem, we proposed a shoulder surfing 

resistant authentication system determined by graphical 

passwords, named PassMatrix. Employing a one-time login 

indicator per image, users can mention the location of their 

pass-square without directly clicking or touching it, that is an 

action vulnerable to shoulder surfing attacks. Due to kind of 

the horizontal and vertical bars that cover the entire pass-

image, it gives you no idea for attackers to restrict the 

password space even should they have more than one login 

records of that account. Here in PassMatrix, your password 

asset includes only one pass-square per pass-image for any 

sequence of n images. The quantity of images (i.e., n) is user-

defined. In PassMatrix, users select one square per image to 

get a categorization of n images as an alternative to n squares 

in one image as that within the Pass Points scheme. 
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PassMatrix authentication is made up of registration phase 

and an authentication phase as described below: During this 

period, the user creates a free account that contains a 

username as well as a password. The password contains only 

one pass-square per image to get a sequence of n images. The 

amount of images (i.e., n) is set from the user after with the 

trade-off between security and usability from the system. 

During this period, the person uses his/her username, 

password and login indicators to log into PassMatrix. 

A. Advantages of Proposed System 

1) Highly secured. 

2) Device compatible. 

3) Easy to handle. 

V. SYSTEM ARCHITECTURE 

 
Fig. 1: System Architecture 

VI. RESULT 

A. Home Page 

 
Fig. 2: 

B. Registration Page 

 
Fig. 3: 

C. Login Page 

 
Fig. 4: 

D. Successful Registration 

 
Fig. 5: 

E. Successful Login 

 
Fig. 6: 

VII. CONCLUSION 

The designed shoulder surfing verification system based on 

graphical passwords, named PassMatrix. By using a one-time 

login indicator per image, users can indicate the positioning 
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of their pass-square without directly clicking or touching it, 

that is an action susceptible to shoulder surfing attacks. As a 

result of design of the horizontal and vertical bars that cover 

the entire pass-image, it provides no idea for attackers to 

narrow down the password space even if they have more than 

one login records of these accounts. Furthermore, we 

implemented a PassMatrix prototype on Android and 

accomplished user experiments to evaluate the memorability 

and usefulness. The experimental result indicated that users 

can sign in to the device with about 1:64 tries (Median=1), 

and also the Total Accuracy coming from all login trials is 

93:33% even a fortnight after registration. The entire time 

consumed to log into PassMatrix with around 3:2 pass-

images is between 31:31 and 37:11 seconds and is considered 

acceptable by 83:33% of participants within our user study. 

Depending on the experimental results and survey data, 

PassMatrix is often a novel and straightforward-to-use 

graphical password authentication system that may 

effectively alleviate shoulder-surfing attacks. Additionally, 

PassMatrix does apply to any authentication scenario and 

device with simple input and output capabilities. The survey 

data in the user study also showed that PassMatrix is sensible 

in person. 
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