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Abstract— Mobile Sensor Networks (MSN) is a collection of 

mobilized data and sensor nodes which can move separately 

or task define specifically. Routing is a basic step for data 

exchange in MSN. The routing protocols designed for ad hoc 

networks are suitable to MSN because they support mobility 

but due to resource constraint nature of MSN these protocols 

are not used directly. Hence we need new protocols. Zone 

based Energy Efficient Routing Protocol (ZEEP) is one of the 

new protocol in this direction which is the modified form of 

famous Ad Hoc On Demand Distance Vector Routing 

Protocol (AODV). The broadcasting nature of sensors 

presents a number of security threats to this kind of network. 

Black Hole Attack is one such massive attack, which 

consumes more data packets of the network and reasons data 

loss. That badly affects the performance of the network. In 

this paper, we investigate this issue, error and proposed a new 

protocol known as Black Hole affected ZEEP or BZEEP. Our 

simulation results show that the effect of Black Hole Attack 

is less in case of BZEEP that proves ZEEP is more secure 

than traditional AODV in MSN area. For simulation purpose 

Network Simulator version 2.35 have been used. To support 

our views we used three quality of service parameters like 

Packet Delivery Ratio, Throughput and radio frequency 

analysed those using graphs that shows BZEEP gives high 

packet delivery ratio and throughput than Black Hole affected 

AODV or BAODV thus increasing the life time of the 

network. 
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I. INTRODUCTION 

For all these reasons, combined with significance advances in 

technology and standardization, new alternative ways to 

deliver mobile connectivity have been emerging. These are 

focused around having the Wireless sensor network (WSN) 

refers to a group of spatially dispersed and dedicated sensors 

for monitoring and recording the physical conditions of the 

environment and organizing the collected data at a central 

location. WSNs measure environmental conditions like 

temperature, sound, pollution levels, humidity, wind speed 

and direction, pressure, etc. WSN is somehow similar to ad 

hoc mobile network in the sense that both are resource 

constrained, like the battery power, computation capacity, 

communication range and memory. WSNs nodes (WNs) can 

sense the environment, can communicate with neighboring 

nodes, and can, in many cases, perform basic computations 

on the data being collected. 

A. Challenges 

Sensor nodes are deployed randomly in the application area, 

as a result of that, the WSN has usually varying degrees of 

node density along its area. The probably difference of node 

density among some regions of the network and the energy 

con- straint of the sensor nodes cause nodes slowly die 

making the network less dense 

 
Fig. 1: Wireless Sensor Network 

 In this new era of communication, the advent of 

mobile computing has revolutionized our information 

society. The proliferation of new, powerful, efficient and 

compact communicating devices like personnel digital 

assistants (PDAs), pagers, laptops and cellular phones, 

having extraordinary processing power paved the way for 

advance mobile connectivity. We are moving from the 

Personal Computer age to the Ubiquitous Computing age in 

which a user utilizes, at the same time, several electronic 

platforms through which he can access all the required 

information whenever and wherever needed. The nature of 

ubiquitous devices makes wireless networks the easiest 

solution for their interconnection and, as a consequence, the 

wireless arena has been experiencing exponential growth in 

the past decade. 

 Among the numerous applications and services run 

by mobile devices, net- work connections and corresponding 

data services are the most demanding ones. Currently, most 

of the connections among the wireless devices are achieved 

via fixed Infra-structure based service provider, or private 

networks. While infra- structure based networks provide a 

great way for mobile devices to provide network services, it 

takes time and potentially high cost to set up the necessary 

infrastructure. There are, many situations where user required 

networking connections are not available in a given 

geographic area, and providing the needed connectivity and 

network services in these situations mobile devices connect 

to each other in the transmission range through automatic 

configuration, setting up an ad hoc mobile network that is 

both flexible and powerful. The introduction of mobility in 

WSN is a very challenging task due to path breakage and 

node failure. Also frequent location changes can lead to drain 

of energy which increases number of collisions. Routing 

plays an important role to identify paths and transfer data 

towards base station in energy constraint sensor networks. 

 Energy is used more during searching for paths and 

data transmission operations. To solve these energy 

efficiency issues various energy efficient routing protocols 

have been developed in recent years. 
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Fig. 2: Architecture of MSN 

II. PROBLEM DESCRIPTION 

Routing is the most challenging issue and direct concern to 

energy in MSN com- parable with ad hoc and cellular 

networks. Clustering techniques for routing in MSN is 

considered most suited based on its characteristics such as 

energy-efficient, scalable, lower latency, etc. 

 But the problem with clustering is that in clustering, 

network is divided into sub networks or clusters and each 

cluster has cluster head which is responsible to collect the 

sensed data from his cluster and forward it to the base station 

.Cluster heads consumed more energy due to collecting and 

forwarding data from cluster while remaining nodes in the 

clusters still have more energy. 

 This situation normally happened due to unbalanced 

energy assumption which causes more drain of energy from 

nodes far from cluster heads in random fashion from sensor 

nodes. To address this issue, several energy efficient routing 

algorithms and protocols have been propose recently, The 

minimum energy routing problem has been addressed in 

literatures .If sensor nodes consume energy more equitably, 

they continue to provide connectivity for longer and the 

network lifetime increases. 

 Routing plays an important role to identify paths and 

transfer data towards base station in energy constraint sensor 

network. Energy is consumed more during path finding and 

data transmission operations. Initially routes are defined by 

the nodes then nodes become able to send or receive the data 

by using those routing paths. In case if sensed data is available 

to some segments of network but network not able to transfer 

it to the destination due to the energy deplete of sensor nodes 

for some segments. To solve these issues several routing 

protocols have been developed recently to address the energy 

efficiency issue. 

III. RELATED WORK 

In this section first we show the working principle of zone 

based energy efficient routing protocol ZEEP next we 

describe how black hole attack works for normal on demand 

based protocol. 

A. Zone based Energy Efficient Routing Protocol 

Energy efficient routing protocols are kind of routing 

techniques where sensor nodes save their energy level by 

using different techniques to increase node and network 

lifetime. 

 Energy efficiency is a critical issue in MSN. The 

existing energy-efficient routing protocols often use residual 

energy, transmission power, or link distance as metrics to 

select an optimal path. The distributed nature and dynamic 

topology of Mobile Sensor Networks (MSN) introduces very 

special requirements in routing protocols. The most important 

feature of a routing protocol, in order to be efficient for MSN, 

is the energy consumption and the extension of the networks 

lifetime[9]. 

 The devices used in MSN are resource constrained, they 

have a low processing speed, a low storage capacity and 

a limited communication bandwidth. 

 Moreover, the network has to operate for long periods of 

time, but the nodes are battery powered, so the available 

energy resources limit their overall 

 
Fig. no 3 Different Routing Protocols 

 In case of ZEEP also Mobility Factor is calculated 

to select the zone head. The goal of this protocol is to reduce 

the number of control packets than ZBR. 

 
Fig. 4: How ZEEP Protocol Works 

B. How Black-Hole Attack is working 

Black hole is one kind of security attack where a malicious 

node sends fake routing information, claiming that it has an 

optimum route towards destination and causes other good 

nodes to route data packets through the malicious one. This is 

a famous ad-hoc routing attack where nodes are dropped. In 

this attack a malicious node uses the ad-hoc routing protocol 

(here we use AODV) to advertise itself as having the shortest 

path to the node whose packets it wants to intercept. As 

AODV is a broadcast based protocol, here if the malicious 
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reply reaches the requesting node before the reply from the 

actual node, a forged route has been created. This malicious 

node then can choose whether to drop the packets to perform 

a denial-of-service attack or to use its place on the route as 

the first step in a man-in-the-middle attack. 

 For example, in AODV, the attacker can send a fake 

RREP (including a fake destination sequence number that is 

fabricated to be equal or higher than the one contained in the 

RREQ) and decreasing hop-count value to the source node, 

claiming that it has a sufficiently fresh route to the destination 

node. This causes the source node to select the route that 

passes through the attacker. Therefore, all traffic will be 

routed through the attacker and the attacker can drop the 

traffic. 

 
Fig. 5: Principle of Black Hole Attack 

IV. EXPERIMENT & RESULT 

NS characteristics The network simulator NS is an discrete 

event driven network simulator program, developed at the 

University of California Berkley, which includes many 

network objects such as protocols, applications and traffic 

source behavior. The NS is a part of software of the VINT 

project[27] that is supported by DARPA since 1995. 

 The network simulator covers a very large number 

of application of different kind of protocols of different 

network types consisting of different network elements and 

traffic models. Network simulator is a package of tools that 

simulates behavior of networks such as creating network 

topologies, log events that happen under any load, analyze the 

events and understand the network. Well the main aim of our 

first experiment is to learn how to use network simulator and 

to get acquainted with the simulated objects and understand 

the operations of network simulation and we also need to 

analyze the behavior of the simulation object using network 

simulation. Platform required to run network simulator UNIX 

and UNIX like systerms Linux (Use Fedora or Ubuntu 

versions) Free BSD SunOS/Solaris Windows 

95/98/NT/2000/XP Backend Environment. 

 In this work, i have tried to evaluate the effects of 

the Black Hole attacks in the energy efficient routing 

protocol. And compare the performance of ZEEP with 

AODV. To achieve this i have simulated the wireless 

scenarios which includes Black Hole node using NS Network 

Simulator program. In this chapter we present NS and its 

characteristics. 

A. Effects in NAODV 

 
Fig. 6: 

Simulation of Black-hole affected AODV protocol 

(BAODV) Here node 0 is the source and node 3 is the 

destination node. Node 5 is attacker node which deop all 

packets in the network 

 
Fig. 7: 

V. RESULT 

A. Packet Delivery Fraction 

Packet Delivery Ratio is the measured end-to-end successful 

transmission probability. This ratio is calculated by the number 

of data packets received by the sink divided by number of data 

packets produced by the source. 

B. Throughput 

It is defined as total number of packets received by the 

destination. It is a measure of effectiveness of a routing 

protocol. There is two representations of throughput one is 

the amount of data transferred over the period of time 

expressed in kilobits per second (Kbps). The other is the 

packet delivery percentage obtained from a ratio of the 

number of data packets sent and the number of data packets 

received. 
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Fig. 6: BAODV Vs BZEEP WRT Packet Delivery Ratio 

 
Fig. 7: BAODV Vs BZEEP WRT Throughput 

VI. CONCLUSION & FUTURE WORK 

From the above graphs for simulation results has shown that 

ZEEP has a better performance compared to AODV protocol 

in terms of energy consumption of the network. Black hole 

affected ZEEP(BZEEP) provide better packet delivery ratio 

and throughput than black hole affected 

AODV(BAODV).That means the effect of black hole attack 

is more severe in case of AODV protocol than energy 

efficient routing protocols. Result work are pending are to be 

processed further 

 For future consideration the security of the system 

can be an important domain of research. In this thesis we have 

not consider solution to Black hole affected ZEEP protocol. 

In future we should come with some ideas about how to solve 

this kind of attack in case of energy efficient routing 

protocols. 
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