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Abstract— At present with increasing popularity of online 

shopping Debit or Credit card fraud are also increased. 

Personal information security is major concerns for 

customers, merchants and banks specifically in the case of 

Card Not Present. Now a day’s many applications provide 

secondary authentication methods i.e., password recovery 

questions, to reset the password of account when a user login 

fails. Today’s prevalence of smart phones has granted us new 

opportunities to observe and understand how the personal 

data collected by smart phone sensors and apps can help 

create personalized secret questions without violating the 

users’ privacy concerns. We present a Secret-Question based 

Authentication system, called “Secret-QA” that creates a set 

of secret questions on basis of people’s smart phone usage. 

We develop a prototype on Android smart phones, and 

evaluate the security of the secret questions by asking the 

acquaintance/stranger who participate in our user study to 

guess the answers with and without the help of online tools; 

meanwhile, we observe the questions reliability by asking 

participants to answer their own questions. Our experimental 

results reveal that the secret questions related to motion 

sensors, calendar, app instalment, and part of legacy app 

usage history (e.g., phone calls) have the best memorability 

for users as well as the highest robustness to attacks. 
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Sensing, Activity Recognition 

I. INTRODUCTION 

Password security is measure concern. Whenever user forgot 

the password he /she request for resetting password by forgot 

password option. Security question has been asked to user, 

this question and answer is store at the time of registration. 

These question and answer are not update for long time due 

to this answer could be forgotten. Hacker could be guessing 

the password in few trials. This can cause loss of security so 

we need better system to reset the password. 

 Challenging questions are an increasingly important 

part of mainstream authentication solutions, most often used 

as a secondary mechanism to retrieve lost primary 

credentials. 

Secondary Authentication can be categorized in 2 types. 

1) When user forgets their password and wants to log in to 

their account by proving answer to the security Question. 

2) When the user wants to get access to the very secure form 

of information like banking then also he/she should 

provide answer to the Security Question. 

 Password recovery questions are widely used by 

many web Services as the secondary authentication method 

for resetting the account password when user forgets their 

primary credential. When User creates their account on 

usually used websites like Gmail, yahoo, msn etc. user have 

to choose questions from predetermined list of the Questions. 

All these are blank fillings. User can reset his account 

password by providing the correct answer to the security 

Question. 

 For the easiness of setting and memorizing the 

answers, most of the secret questions are blank-fillings and 

that are created based on the long-term remembrance of a 

user’s personal history that may not change over 

months/years (e.g., “What’s the model of your first car?”). So 

the research has revealed that such kind of blank-filling 

questions created upon the user’s long-term personal history 

may lead to poor security and reliability as answers of such 

Questions can be guessed by the usage of social networking 

sites. 

 The prevalence of smart phone has provided a 

source of the user’s personal data related to the knowledge of 

his short-term history, i.e., the data collected by the smart 

phone sensors and apps can be used for creating the secret 

Questions. Short - term personal history (typically within one 

month) can be used. Short-term personal history is less likely 

exposed to a stranger or acquaintance, because the rapid 

changes of an event that a person has experienced within a 

short term will increase the resilience to guess attacks. This 

implies improved security for such secret questions. 

 Propose system present a Secret-Question based 

Authentication system, with the advantage of the data of 

smart phone sensors and apps without violating the user 

privacy. 

II. EXISTING SYSTEM 

In existing system user can reset his/her password by email, 

mobile or secret question. 

 Nearly all websites that maintain user-specific 

accounts employ passwords to verify that a user attempting 

to access an account is, in fact, the account holder. However, 

websites must still be able to identify users who can't provide 

their correct password, as passwords might be lost, forgotten, 

or stolen. In this case, users will require a form of secondary 

authentication to prove that they are who they say they are 

and regain account access. Websites can use a variety of 

secondary authentication. The article discusses secondary 

authentication mechanisms, emphasizing the importance of 

assembling an arsenal of mechanisms that meet users' 

security and reliability need [1]. 

 A number of web service firms have started to 

authenticate users via their social knowledge, such as whether 

they can identify friends from photos. Author investigates 

attacks on such schemes. First, attackers of ten know a lot 

about their targets; most people seek to keep sensitive 

information private from others in their social circle. Against 

close enemies, social authentication is much less elective. 

Author formally quantifies the potential risk of these threats. 

Second, when photos are used, there is a growing 

vulnerability to face-recognition algorithms, which are 

improving all the time. Network analysis can identify hard 

challenge questions, or tell a social network operator which 

users could safely use social authentication; but it could make 

a big deference if photos weren't shared with friends of 

friends by default. This poses a dilemma for operators: will 



App for Enhancing the Security of Secret Questions 

 (IJSRD/Vol. 6/Issue 04/2018/097) 

 

 All rights reserved by www.ijsrd.com 376 

they tighten their privacy default settings, or will the 

improvement in security cost too much revenue[2]. 

 The concept of cognitive passwords is introduced, 

and their use as a method to overcome the dilemma of 

passwords that are either difficult to remember or easily 

guessed is suggested. Cognitive passwords are based on 

personal facts, interests, and opinions that are likely to be 

easily recalled by a user. A brief dialogue between a user and 

a system, where a user provides a system with exact answers 

to a rotating set of questions, is suggested to replace the 

traditional authentication method using a single password. 

The findings of an empirical investigation focusing on 

memorability and ease-of-guessing of cognitive passwords 

are reported. They demonstrate that cognitive passwords are 

easier to recall than conventional passwords, while being 

difficult for others, even those close to the users, to guess [3]. 

III. PROPOSED SYSTEM 

We design a user authentication system with a set of secret 

questions created based on the data of user’s daily activity 

and short-term smartphone usage. 

 We evaluated the reliability and security by using 

true/false type secret questions. These questions are easy to 

answer and no need to remember because those are based on 

user personal life and events. 

 Due to this application security will be enhance 

because only user knew the events and things he/she did 

recently. 

IV. SYSTEM ARCHITECTURE 

App for enhancing the security of secret questions is an 

android base project which collects the user activity data like 

user location, call log history. This data will used to generate 

question for resetting password. 

 
Fig. 1.2: System Architecture 

 User will install proposed third party application. 

This application will help to generate the questions and ask 

question based on daily activities. These questions are based 

on the short time duration like week, month. 

 At the beginning user will install application in 

his/her mobile phone. Application will continuously capture 

events; this event data is extracted and send back to the 

application. Application will generate question and answer as 

per data. These question and answer will store to the database. 

Question generation process is continuously executed in back 

ground. Previous question and answer will replace with new 

question and answer. User access social media application 

and request to the reset the password. Question will fetch ask 

to user, response from user will catch and match with answer. 

If answer given by user are correct then password will reset 

otherwise photo will capture automatically and send to the 

pre-register email id. 

Following modules are used in system architecture: 

a) User 

b) Question generation system 

c) Question answering storing Server 

d) Social media application 

A. User 

In user module user will install social media application and 

our 3rd party question generation application on his/her 

mobile phone. User performs all activity on same device. 

B. Question Generation System 

All events are capture in this model. Events are related to user 

location and call logs. These events are store in database. As 

per information system will extract the event. These events 

are sending back to the user application. According to event 

extraction question answer are created those question answer 

send to the storing server. 

C. Question Answering Storing Server 

After generating question and answer those question answer 

are stored in this model. These question and answer are 

updated periodically. Question generation and updating 

process is continuously run in background. 

D. Social Media Application 

Social media application is used to perform social activity. 

Whenever users want to reset application password he/she 

can request to reset password. After requesting, stored 

question and answer are fetching and asked to user. If user 

answer those question correctly then password will be reset 

successfully otherwise system will capture photo and send it 

to the registered email id. 

V. IMPLEMENTATION 

A. Algorithm 

1) Haversine Algorithm 

It is used to calculate the distance between 2 points on a 

sphere given their longitudes and latitudes. 

1) R is the radius of earth in meters. 

LatO= latitude of origin point, LongO = longitude of 

origin point 

LatT= latitude of target point, LongT= longitude of target 

point 

2) Difference in latitude = LatO-LatT 

Difference in longitude = LongO-LongT 

3) Ф =Difference in latitude in radians 

Λ =Difference in longitude in radians 

O= LatO in radians. 

T= LatT in radians. 

A= sin(Ф/2)* sin(Ф/2) + cos(O)  

*cos(T)*sin(Λ/2)*sin(Λ/2) 

4) B= min(1,sqrt(A)) 

5) Distance = 2*R*B 
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B. AES Algorithm 

It is technique to encrypt sensitive data. AES algorithm used 

for encryption of the securely generate QR code. Encryption 

is done with 128-bit block. It is used same secret private key 

for encryption as well as decryption. 

 In our system this encryption is applied when 

registration is done. This is secured medium used for secure 

the sensitive data of users. Basically in our system main data 

is saved on police sensor app, so all data is store on police 

department. This all data is stored in form of the encrypted 

format by using AES algorithm. 

VI. MATHEMATICAL MODEL 

Let S be the Whole system which consists: 

S= {IP, Pro, OP}. 

Where, 

IP is the input of the system. 

Pro is the procedure applied to the system to process the given 

input. 

OP is the output of the system. 

A. Input 

IP = {L, cl} 

U = User of system 

A = Answers submitted by users 

T = Time for current instance 

D = Current date 

Q = {Q1, Q2, Q3} 

An = set of answers for Q 

Where, 

L is user’s current location. 

cl is call logs 

B. Process 

1. Record L with T, D 

2. Record cl for current day 

3. Extract Q from (L, cl) 

4. When user select Forgot Password, System ask Q to U, 

U will submit A for Q 

5. If A = An, then U authenticated successfully 

Else U will be unauthenticated 

6. If answers are correct reset password otherwise capture 

photo and send to the register email id 

C. Output 

OP={srp, cp, pe} 

srp= successfully reset password, 

cp= capture photo, 

pe= send photo to register email id 

Reset the password successfully after answering question. If 

answers are incorrect then capture photo and send to register 

email id. 

VII. EXPERIMENTAL RESULT 

A. System Details 

[1] System is showing using java and android development, 

where database is saved. And access all of the module from 

client side. Such of this output is given below: 

 
Fig. 2: 

 
Fig. 3: 

 
Fig. 4: 
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VIII. CONCLUSION 

Propose system present a Secret-Question based 

Authentication system, with the advantage of the data of 

smart phone sensors and apps without violating the user 

privacy.  Application tracks users’ activity like location and 

call history. We create a set of questions based on the data 

related to sensors and apps, which reflect the users’ short-

term activities and smartphone usage. This is user friendly 

system because all questions are related to user activity on 

short time period. 
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