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Abstract— In several distributed systems a user should only 

be able to access data if a user possesses a certain set of 

attributes. In Information-Centric Internet of Things (ICIoT), 

data can be cached throughout a network for close data copy 

retrievals. Such a distributed data caching environment, 

however, poses a challenge to flexible authorization in 

network. To address this challenge, Cipher text-Policy 

Attribute-Based Encryption (CP-ABE) has been identified as 

a promising approach. Therefore we intend to aid insecurity 

of the Data Sharing Scheme by bringing Ensemble of 

Security Algorithm. In this paper we present a system 

Involves MD5 algorithm along with 8 Different Pattern 

which are based on ”Logical Gates” which makes MD5 more 

secure and stronger. In this Project We, are trying to 

implement Secure Data Transfer using Attribute-Based 

Encryption (ABE) and 8 Different patterns which are defined 

with level of security. By using this Algorithm Memory is 

also saved. This Algorithm Consists of Logical Gates like 

NAND, NOR, XOR, XNOR, AND. We hope to build an 

alternative security system for Data Sharing Scheme. 
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I. INTRODUCTION 

Using the proposed secure data sharing scheme, with the 

characteristics of intrinsic data sharing and low maintenance, 

provides a better utilization of resources. In cloud computing, 

it providers offer an abstraction of infinite storage space for 

clients to host data. It can help clients reduce their financial 

overhead of data managements by migrating local 

managements system into servers. 

 However, security concerns become the main 

constraint as we now outsource the storage of data, which is 

possibly sensitive, to server providers. To preserve data 

privacy, a common approach is to encrypt the data files before 

the clients upload the encrypted data into the server. 

Unfortunately, it is difficult to design a secure and efficient 

data sharing scheme, especially for dynamic groups in the 

server. 

 A cryptographic storage system that enables secure 

data sharing on untrustworthy servers based on techniques 

that dividing files into file groups and encrypting each file 

group with a file-block key. However, file-block keys need to 

be updated and distributed for a user revocation. Therefore, 

the system had a heavy key distribution overhead. Other 

schemes for the data sharing on untrusted servers have been 

proposed. However, the complexities of user participation 

and revocation in these schemes are linearly increasing with 

number of data owners and the revoked users. However, the 

single-owner manner may hinder the implementation of the 

applications, where any member in the group can use the 

service to store and share data files with others. Each user 

obtains the two keys after the registration while the attribute 

key is used to decrypt the data which is encrypted by the 

attribute-based encryption and the group signature key is used 

for privacy-preserving and traceability. However, revocation 

is not supported in this scheme. There are secure multi-owner 

data sharing scheme, named Mona. It is claimed that scheme 

can achieve fine-grained access control and revoked users 

will not be able to access the sharing data again once they are 

revoked. However, the scheme will easily suffer from 

collusion attack by the revoked user and the server. The 

revoked user can use his private key to decrypt encrypted data 

file and get the secret data after his revocation by conspiring 

with the server. In the phase of file access, first of all, revoked 

user sends his request to the server, then the server responds 

the corresponding encrypted data file and revocation list to 

the revoked user without verifications. Next, the revoked user 

can compute decryption key with the help of the attack 

algorithm. Finally, this attack can lead to the revoked users 

getting the sharing data and disclosing the other secrets of 

legitimate members. 

 It is claimed that the scheme can achieve efficient 

user revocation that combines role-based access control 

policies with encryption to secure the large data storage in the 

server. Unfortunately, the verifications between the entities 

are not concerned, the scheme easily suffer from attacks, for 

example, collusion attack. Finally, this attack can lead to 

disclosing sensitive data files. By leveraging access control 

polynomial, it is designed to achieve the efficient access 

control for dynamic groups. Unfortunately, the secure way 

for sharing the personal permanent portable secret between 

user and the server is not supported, the private key will be 

disclosed once the personal permanent portable secret is 

obtained by the attackers. 

 In this paper, we propose a secure data sharing 

scheme, which can achieve a secure key distribution and data 

sharing for dynamic group. The main contributions of our 

scheme include: 

1) We provide a secure way for the key distribution without 

any secure communication channels. The users can 

securely obtain their private keys from the group 

manager without any Certificate Authorities due to the 

verification for the public key of the user. 

2) Our scheme can achieve fine-grained access control, 

with help of the group user list, any user in the group can 

use the source in the server and revoked users cannot 

access the server again after they are revoked. 

3) We propose a secure data sharing scheme which can be 

protected from the collusion attack. The revoked users 

cannot be able to get original data files once they are 

revoked even if they conspire with the untrusted server. 

Our scheme can achieve a secure user revocation with 

the help of polynomial function. 

4) Our scheme is able to support dynamic groups 

efficiently, when a new user joins into the group or a user 

is revoked from group, the private keys of the other users 

do not need to be recomputed and updated. 

5) We provide security analysis to prove security of our 

scheme. In addition, we also perform simulations to 

demonstrate efficiency of our scheme. 
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II. SYSTEM MODEL 

As the system model, in this paper, we propose our scheme 

based data encryption, in which the adversary can overhear, 

intercept, and synthesis any message at the communication 

channels respectively. With this model, the only way to 

protect the information from attacking by the passive 

eavesdroppers and active saboteurs is to design the effective 

security protocols for message passing. This means there is 

none secure communication channels between the 

communication entities. Therefore, this kind of threaten 

model can be more effective and practical to demonstrate the 

communication in the real world for use. Therefore, we 

describe the main design goals of the proposed system \ 

including key distribution, data confidentiality, access control 

and efficiency as follows: 

A. Key Distribution 

The requirement of key distribution is users can securely 

obtain their private keys from the group manager without any 

Certificate Authorities. In other existing systems, this goal is 

achieved by assuming that the communication channel is 

secure, however, in our system, we can achieve it without 

considering this strong assumption. 

B. Access Control 

First of all, group members are able to use the server 

resources for data storage and data sharing. Secondly, 

unauthorized users cannot access the sever resource at any 

time, and revoked users will be incapable of using the server 

resources again once they are revoked. 

C. Data Confidentiality 

Data confidentiality requires that unauthorized users 

including the server are incapable of learning or accessing the 

content of the stored data. To maintain the availability of data 

confidentiality for dynamic groups is still an important and a 

challenging issue. Specifically, revoked users are unable to 

decrypt the stored data file after their revocation. 

D. Efficiency 

Any group member can store and share data files with others 

in the group. User revocation can be achieved without 

involving the others, which means that the remaining users 

do not need to update their private keys respectively. 

 
Fig. 1: System Model 

 

 The system model consists of three different entities 

as: the server, a group manager and a large number of group 

members. The server, maintained by the server service 

providers, provides storage space for hosting the data files in 

a pay-as-you-go manner. However, the server is untrusted 

since the sever service providers are easily to become 

untrusted. Therefore, the server will try to learn the content 

of the stored data in it. 

 Group manager takes charge of the system 

parameters generation, user registration, and user revocation. 

In practical applications, the group manager usually is the 

leader of the group. Therefore, we assume that the group 

manager is fully trusted by the other parties too. Group 

members (i.e. users) are a set of registered users that will store 

their own data into the server and share them with others 

group members. In this system, the group membership is 

dynamically changed, due to the new user registration and 

user revocation of the users. 

III. MD5 

MD5 hashing algorithm, it is one-way cryptographic function 

that accepts a message of any length as input and returns as 

output a fixed-length digest value to be used for 

authenticating the original message. MD5 hash function was 

designed for use as a secure cryptographic hash algorithm for 

authenticating digital signatures. MD5 has been deprecated 

for uses other than as a non-cryptographic checksum to verify 

data integrity and detect unintentional data corruption. 

 The algorithm takes input a message of arbitrary 

length and produces as output of 128-bit fingerprint or 

message digest of input. It is impossible to produce two 

messages having the same message digest, or to produce any 

message having a given specified target message digest. 

 The goal of any message digest function is to 

produce digests that appear to be random. To be considered 

cryptographically secure, the hash function should meet two 

requirements: first, that it is impossible for an attacker to 

generate a message matching a specific hash value; and 

second, that it is impossible for an attacker to create two 

messages that produce the same hash value. 

A. How MD5 Works 

The MD5 message digest hashing algorithm processes data in 

512-bit blocks, broken down into 16 words composed of 32 

bits each. The output from MD5 is a 128-bit message digest 

value. Computation of the MD5 digest value is performed in 

separate stages that process each 512-bit block of data along 

with the value computed in the preceding stage. The first 

stage begins with the message digest values initialized using 

consecutive hexadecimal numerical values. Each stage 

includes four message digest passes which manipulate values 

in the current data block and values processed from the 

previous block. The final value computed from the last block 

becomes the MD5 digest for that block. 

B. MD5 Algorithm Description 

1) Step 1 – Append Padded Bits: 

The message is padded so that its length is congruent to 

448, modulo 512. 

 Means extended to just 64 bits shy of being of 512 bits 

long. 
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 A single “1” bit is appended to the message, and then “0” 

bits are   appended so that the length in bits equals 448 

modulo 512. 

2) Step 2 – Append Length 

 A 64 bit representation of b is appended to the result of 

the previous step. 

 The resulting message has a length that is an exact 

multiple of 512 bits. 

3) Step 3 – Initialize MD Buffer 

 -A four-word buffer (A, B, C, and D) is used to compute 

the message digest. 

 Here each of A, B, C, D, is a 32 bit register. 

 -These registers are initialized to the following values in 

hexadecimal: 

Word A: 01 23 45 67 

Word B: 89 ab cd ef 

Word C: fe dc ba 98 

Word D: 76 54 32 10 

4) Step 4 – Process Message in 16-Word Blocks. 

 Four auxiliary functions that take as input three 32-bit 

words and      produce as output one 32-bit word. 

F(X, Y, Z) = XY v not(X) Z 

G(X, Y, Z) = XZ v Y not (Z) 

H(X, Y, Z) = X xor Y xor Z 

I(X, Y, Z) = Y xor (X v not (Z)) 

 If the bits of X, Y, and Z are independent and unbiased, 

the each bit of F(X, Y, Z), G(X, Y, Z), 

H(X, Y, Z), and I(X, Y, Z) 

Will be independent and unbiased. 

5) Step 5 – Output 

 The message digest produced as output is A, B, C, and 

D. 

 That is, output begins with the low-order byte of A, and 

end with the high-order byte of D 

C. Structure of MD5 

 
Fig. 2: 

D. AES Algorithm 

The more popular and widely adopted symmetric encryption 

algorithm likely to be encountered nowadays is Advanced 

Encryption Standard (AES). It is found at least six times 

faster than the triple DES. 

 A replacement for DES was needed as its key size 

was too small. With the increasing computing power, it was 

considered vulnerable against exhaustive key search attack. 

Triple DES was designed to overcome this drawback but it 

was also found slow. 

The features of AES are as follows 

 Symmetric key symmetric block cipher 

 128-bit data, 128/192/256-bit keys 

 Stronger and faster than the Triple-DES 

 Provide full specification and design details 

 Software implementable in C and Java 

E. Operation of AES 

AES is iterative rather than Feistel cipher. It is based on 

‘substitution–permutation network’. It comprises of series of 

linked operations, some of which involve replacing inputs by 

specific outputs (substitutions) and others involve shuffling 

bits around (permutations). 

 Interestingly, AES performs all its computations on 

bytes rather than the bits. Hence, AES treats 128 bits of a 

plaintext block as 16 bytes. These 16 bytes are arranged in the 

four columns and four rows for processing as a matrix. 

 Unlike DES, the number of rounds in AES is 

variable and depends on the length of key. AES uses 10 

rounds for 128-bit keys, 12 rounds for 192-bit keys and 14 

rounds for 256-bit keys respectively. Each of these rounds 

uses a different 128-bit round key, which is calculated from 

original AES key. 

The schematic of AES Structure is given in the following 

illustration as follows 

 
Fig. 3: AES Structure 

IV. ENCRYPTION PROCESS 

Here, we restrict to description of a typical round in AES 

encryption. Each round comprises of four sub-processes. The 

first round process is depicted below 
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Fig. 4: Key Processing 

A. Byte Substitution (Sub Bytes) 

The 16 input bytes are substituted by looking up a fixed table 

(S-box) given in the design. The result is in a matrix of four 

rows and four columns respectively. 

B. Shift Rows 

Each of four rows of the matrix is shifted to the left. Any 

entries that ‘fall off’ are re-inserted on the right side of the 

row. Shift is carried out as follows 

 First row is not shifted. 

 Second row is shifted one (byte) position to left. 

 Third row is shifted two positions to left. 

 Fourth row is shifted three positions to left. 

 The result is a new matrix consisting of same 16 bytes 

but shifted with respect to each other. 

C. Mix Columns 

Each column of four bytes is now transformed using special 

mathematical function. This function takes as an input, the 

four bytes of one column and outputs four completely new 

bytes, which replace the original column. The result is 

another new matrix consisting of the16 new bytes. It should 

be noted that this step is not performed in last round. 

D. Add Round key 

The 16 bytes of matrix are now considered as 128 bits and are 

XO Red to the 128 bits of the round key. If this is last round 

then the output is the cipher text. Otherwise, the resulting 128 

bits are interpreted as 16 bytes and we begin another similar 

round respectively. 

V. DECRYPTION PROCESS 

The process of decryption of an AES cipher text is similar to 

the encryption process in reverse order. Each round consists 

of four processes conducted in the reverse order – 

 Add round key 

 Mix columns 

 Shift rows 

 Byte substitution 

Since sub-processes in each round are in the reverse manner, 

unlike for a Festal Cipher, the encryption and decryption 

algorithms need to be separately implemented, although they 

are very closely related. 

A. AES Analysis 

In the present day cryptography, AES is widely adopted and 

supported in both hardware and software. Till date, no 

practical cryptanalytic attacks against AES have been 

discovered yet. Additionally, AES has a built-in flexibility of 

key length, which allows a degree of ‘future-proofing’ against 

progress in the ability to perform exhaustive key searches. 

However, just as for DES, the AES security is assured only if 

it is correctly implemented and the good key management is 

employed. 

B. AES Limitations 

However, what constitutes a strong encryption changes over 

time. Although no one has successfully cracked full AES, 

various researchers have published attacks against the 

reduced round versions of AES. Although these attacks are 

not deemed practical in wild as they require laboratory-type 

conditions, it does show that safety margin of AES is 

shrinking as times goes by. So at some point in the not-too-

distant future, increase in the number of rounds of all three 

AES variants should be done. For now the only successful 

published attacks against full AES have been side-channel 

attacks on specific implementations. Side-channel attacks 

don't attack actual AES cipher, rather its implementation. For 

example, in 2005 a cache-timing attack broke the custom 

server using Open SSL's AES encryption. Encryption 

algorithms are usually not weak point in an encryption 

product or service, but implementation or key management 

errors can be. This is why implementation of AES in products 

intended to protect national security systems and information 

has to be reviewed and certified by the NSA prior to their use; 

a solid encryption mechanism that is used improperly can 

often lead to a compromise. 

C. System Working 

Algorithm consists of different patterns used as an encryption 

technique. Different patterns consists of various logic gates. 

Encryption is provided with logic gates along with the MD5 

algorithm. The motive to use logic gates is as there are several 

drawbacks in MD5 algorithm which does not maintained the 

data integrity and data confidentiality. Receiver too requires 

user authentication for data transmission. When sender sends 

a message, the message is encrypted using different logic 

gates. 

 At a time only one logic gate can be used as an 

encryption technique. When a message is send by the sender, 

message is encrypted using the sender’s pubic key. Along 

with the message three keys are generated namely public key, 

private key and secret key. Amongst the three keys, secret key 

is only used for encryption. These keys are transferred 

through the mail to the sender. Thus mail authentication     is 

required for the encryption technique. This provides an 

additional encryption method. The message is transferred to 

the receiver in the encrypted format and the receiver uses the 

key to decrypt the message. In this way our algorithm named 
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Ensemble of Security Algorithms provide a next level 

security from the existing algorithms. 

VI. CONCLUSION 

Electronic networks for the banking, shopping, inventory 

control, benefit and service delivery, information storage and 

retrieval, distributed processing, and government 

applications will need improved methods for access control 

and the data security. The information security can be easily 

achieved by using the Cryptography technique. AES, DES 

are now considered to be insecure for some applications like 

banking system.  There are also some analytical results which 

demonstrate theoretical weaknesses in cipher. So it becomes 

very important to augment this algorithm by adding the new 

levels of security to make it applicable. By adding the 

additional key, more secure communication channel between 

clients or users within the server are achieved that reflects the 

efficiency of the algorithm. This scheme can be used for 

various applications especially in the applications where data 

integrity and data confidentiality needs to be maintained. 
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