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Abstract— In mobile ad-hoc network there are individual 

mobile nodes which communicates through wireless link. 

The node does not share its resource but get advantage from 

other nodes are called misbehaving node. We use changing 

topologies with different nodes in mobile ad-hoc network. 

Because of misbehaving nodes network of performance 

affected. Misbehaving link in network, its sends two 

acknowledgement packets to the previous node from where 

the packets received. For minimizing the routing overhead we 

use modified acknowledgement scheme in that less amount 

of packets received .In modified two acknowledgement 

scheme we use DSR protocol for communication. Detecting 

misbehaving node in mobile ad-hoc network which shows 

host and routers connected by classic IP address is given in 

network. In mobile ad-hoc network nodes are connected 

either externally or internally. Mobile ad-hoc network 

interface connects routers. Classic IP address connects 

routers to nodes. In the network every node acts as basic node 

when it gets same configuration and properties from previous 

node. In mobile ad-hoc network node does not send data to 

next node therefore performance of network decreases. For 

finding misbehaving node in mobile ad-hoc network use 

three-hop technology which is more effective.          
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I. INTRODUCTION 

A Mobile Ad Hoc Network is collection of mobile nodes. 

According to the movement of nodes, the topology of the 

network gets changed. MANET may vary from static network 

to dynamic network. There are two types of MANETs: 

1) Closed MANET: all mobile nodes works with a common 

goal. 

2) Open MANET: different nodes with different goals share 

their resources to ensure global connectivity. 

A selfish nodes are those which may attempt to 

benefit from other nodes and refuse to share its own resources 

and their behavior is called selfishness or misbehavior. These 

nodes refuse to forward data packets for others in order to 

conserve its own energy. 

MANET uses techniques like watchdog and path 

rater to detect and alleviate the effects of selfish nodes in 

MANET. Routing misbehavior can severely degrades the 

performance at the routing layer. Many nodes may participate 

in the route discovery and maintenance processes but refuse 

to forward data packets. The 2ACKNOWLEDGEMENT 

scheme to mitigate adverse effects of misbehavior nodes. 

In this scheme, when a node  forward data packet  to 

the next node, the destination node send two-hop 

acknowledgment called 2ACKNOWLEDGEMENT to 

indicate that the data packet has been  received successfully . 

Such 2ACKNOWLEDGEMENT transmission takes place 

for only a fraction of data packets, but not for all. Such 

selective acknowledgment is intended to reduce the 

additional overhead caused by the 

2ACKNOWLEDGEMENT scheme. Dynamic Source 

Routing protocol is used for evaluation of 

2ACKNOWLEDGEMENT scheme. 

II. LITERATURE SURVEY 

This paper proposes routing misbehavior detection in 

MANETs using 2ACKNOWLEDGEMENT scheme. 

Routing protocols for MANETs are designed based on the 

assumption that all participating nodes are fully cooperative. 

Node misbehavior may exist due to the open structure and 

scarcely available battery-based energy.  

In the existing system, a sender chooses a middle 

link to send some message to a destination, the middle link 

may not forward the packets to destination, it may be take 

long time to send packets or it may alter the contents of the 

packet. In MANETs, as there is no retransmission of packets 

once it is sent, care must be taken not to lose packets. 

In this paper a technique, termed as 

2ACKNOWLEDGEMENT scheme to detect and mitigate the 

effect of such routing misbehavior in MANETs environment. 

It is based on a simple 2-hop acknowledgment packet that is 

sent back by the receiver of the next-hop link. 

2ACKNOWLEDGEMENT transmission takes place for only 

a fraction of data packets, but not for all. Such a selective 

acknowledgment is intended to reduce the additional routing 

overhead caused by the 2ACKNOWLEDGEMENT scheme.  

In this paper, some security aspects with 

2ACKNOWLEDGEMENT to check confidentiality of the 

message by verifying the original hash code with the hash 

code generated at the destination. If 

2ACKNOWLEDGEMENT is not received within the wait 

time or the hash code of the message is changed then the node 

to next hop link of sender is declared as the misbehaving link. 

III. PROBLEM DEFINITION 

In the network while transferring the data from one node to 

another node through the middle node occurs some problems 

like: 

 Data packets is not send from middle node to next node. 

 It required more time to send data. 

 Data may be alter while transmission. 

 Our aim is used to detect misbehaving node and also 

checking the confidentiality of the massage in the 

network.  

IV. SYSTEM REQUIREMENT 

A. Hardware Interaction: 

There is no specific hardware required for interaction in our 

system. Our system simply requires package consisting of a 

basic hardware configuration:  Intel Pentium II processor 

(Pentium III recommended), 128 MB of RAM (256 MB or 

more recommended), about 20 GB of hard disk space to 
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install Linux platform with Ns2 capability, color display and 

CD ROM.                                                      

B. Software Interaction: 

Any Linux platform supporting Ns2. The program has no 

other software requirements. 

V.  SYSTEM MODEL 

 
Fig. 1: System Model 

A. NODE 1:- (Source node) 

 it take message and divides it in 48 bytes 

 Sends it to receiver via middle node and get ack. 

 “Counter packets” counter is incremented by 1 after each 

sending. 

 If 2ACKNOWLEDGEMENT time less than wait time, 

“Counter misbehaving node” counter is increased by 1. 

 Ratio of misbehaving node is threshold ratio 

 If Counter of misbehaving node/Counter packets less 

than Ratio of misbehaving node, the link is working 

properly otherwise it is misbehaving.  

B. NODE 2:-(Middle node). 

 Get packet from sender 

 Replace/don’t replace 

 Get 2ACKNOWLEDGEMENT packet from receiver 

and sends 2 acknowledgements to sender.  

C. NODE 3:- (Destination node).  

 Get message from middle node 

 Find out  destination name and hash code 

 Decoding of hash code of destination and compares it 

with source’s 

 Sends 2ACKNOWLEDGEMENT to source via middle 

node.  The task of this node is to get message from the 

middle node, find out destination name and hash code 

and decode it. Compare the hash code of source node and 

destination node for security purpose. Send 

2ACKNOWLEDGEMENT to source through the middle 

node. 

VI.  ALGORITHM 

The triplet N1 → N2 → N3 in Figure illustrate 

2ACKNOWLEDGEMENT’s processing. Take care about 

each codes are run on each of the sender/receiver of the 

2ACKNOWLEDGEMENT packets. 

2ACKNOWLEDGEMENT scheme 

Packet at Sender Side (Node 3): 

1) Step1: publish hn // Send authenticated element to N1 

2) Step2: Counter packets = 0, Counter acknowledgement 

= 0, i= n , Initialization at node N3 

3) Step 3: if (data packet received) then go to step 5. 

4) Step 4: Increase the counter packets 

5) Step 5: if (Counter acknowledgement = Counter packets 

less than Rack) then the data packet acknowledged needs 

to be prepare MAC with hi{1  

prepare 2ACKNOWLEDGEMENT with ID, MAC, hi, 

Add authentication to 2ACKNOWLEDGEMENT 

packet 

6) Step 6: send 2ACKNOWLEDGEMENT 

7) Step 7: Increase the counter of acknowledged packets 

Packet at receiver side (Node 1): 

8) Step 8: Parallel process 1 (receiving hn) While ( true) do. 

9) Step 9: if receive hn from the 

2ACKNOWLEDGEMENT packet sender then Record 

hn, i n 

10) Step 10: Parallel process 2 (receiving 

2ACKNOWLEDGEMENT packets) while true do 

11) Step 11: if (data packet forwarded) then 

12) Step 12: stop 

13) Step 13: if (2ACKNOWLEDGEMENT packet received) 

then 

14) Step 14: stop 

15) Step 15: if (timeout event happens) then // 

2ACKNOWLEDGEMENT packet for a data ID is not 

received 

16) Step 16 :End 

17) Step 17: if (Counter of misbehaving node = Counter 

packets greater than Ratio of misbehaving node) then the 

observation period expires 

18) Step 18: send link misbehavior report 

19) Step 19: Stop 

20) Step 20: Stop 

VII. CONCLUSION 

 MANETs are Mobile Ad Hoc Networks (MANETs) have 

been used for application in military and civilian 

communications. Such a network is highly dependent on the 

cooperation of all its members to perform networking 

functions. This makes selfish nodes.  When such misbehaving 

nodes take part in the Route finding phase but refuse to 

forward the data packets, routing performance may be 

degraded severely. The 2ACKNOWLEDGEMENT scheme 

maintains up to 91% packet delivery ratio even when there 

are 40% misbehaving nodes in the MANETs nodes in 

MANETs. 
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