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Abstract— The Internet of Things (IoT) is changing human 

lives by connecting everyday objects together. Utilizing this 

application all items of grocery store can easily be connected 

to server, forming a smart shopping framework. In such an 

IoT framework, a modest RFID tag can be connected to every 

item which, when put into a savvy shopping basket, can be 

consequently perused by a truck furnished with a RFID 

reader.[9] Therefore, bill can be produced on the advanced 

cells of the clients, keeping clients from holding up in a long 

line at checkout. Another be net of this sort of framework is 

that stock administration turns out to be substantially less 

demanding, as all things can be consequently perused by a 

RFID reader rather than manual filtering by a labourer. Thus, 

this venture takes an activity to evade long lines in the 

shopping center [2]. 
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I. INTRODUCTION 

As far back as the introduction of remote innovation, 

electronic business has created to such a degree to give 

accommodation, solace, and efficiency in everyday life.[9] 

The principle motivation behind this paper is to give brought 

together and robotized charging framework utilizing RFID 

tags and RFID Reader. Every result of shopping center, stores 

will be provided with a RFID tag, to distinguish its write.[1] 

Each truck contains PID (Product Identification Device). 

Specifically, PID contains a micro-controller and RFID 

reader. There will likewise be a brought together database 

from which we can give item suggestion to the customer. 

Current development in chip manufacturing technology 

increases practical approach for new applications. Quick 

development in RFID innovation is having effect on 

numerous businesses. The unified database will give item 

suggestion and data about the item on the cell phones of 

clients, which will help the client in purchasing items.[8] The 

cell phones will demonstrate the bought things rundown and 

its depiction and aggregate bill produced. The reason for this 

paper is to give a programmed charging framework by 

utilizing RFID labels and RFID Reader to stay away from the 

line and spare time in shopping centers and grocery stores to 

give item suggestion and data with Anti-Theft.[5] 

II. OBJECTIVES 

It’s been seen that long queue in the supermarket that takes 

most of the time. While shopping consumers confront 

numerous issues like stressing that measure of cash brought 

isn’t sufficient, fragmented data about of the things 4. Other 

than this they need to choose the best item out of thousands 

of items. Likewise, need to upset the whole shopping 

component in the general store and pull in number of clients 

lessen the work cost. [9] 

 

III. MATHEMATICAL MODEL 

Let U  = {X , Y , SDB , C , P , Rtag , T , Fn,DD , NDD , 

Success , Failure} 

Where, X is set of input. 

X= {x1, x2, x3} 

x1 = User Id for Login during payment. 

x2 = Password for Login. 

x3 = RFID tags for item identification. 

Y is set of output. 

y= {y1, y2} 

y1 = Total list and bill. 

y2 = payment successfully. 

SDB = {UID, PWD, TID, PL, PD, IID, IP, IL, IW, IED} 

UID = User log ID. 

PWD = Password. 

TID = Unique ID of trolley. 

PL = Purchased item list. 

PD = Payment detail. 

IID = Item’s id. 

IP = Item’s price. 

IL = Item’s location. 

IW = Item’s weight. 

IED = Item’s expiry date. 

C is set of all clients using the server database and mining 

services from the server C= {c1,c2,c3,.....cn} Clients are the 

customers of super market or shopping mall. 

 P is set of items which tagged with the RFID tags. 

This is set of infinite items. P= {p1,p2,p3,.....cn} Rtag is a set 

of RFID tag which is placed on each item. It is infinite set of 

tags. 

Rtag = {R1 , R2 , R3 ,.....Rn} 

 T is set of Transaction in between user and the mall. 

T={t1 , t2 , t3 ,.....tn} 

 Fn is set of functions used in system. Functions 

communicate with each other for exchanging the information 

like user id, item details etc. Fn={f1,f2,f3,.....fn} 

 Success= Smart cart should be able to accurately 

read items that are put into or removed from the cart and 

display total bill automatically. 

 Failure= Unable to produce output according to the 

requirement. 

NDD= non deterministic data 

DD= deterministic data 



Secure Smart Shopping Trolley 

 (IJSRD/Vol. 6/Issue 04/2018/023) 

 

 All rights reserved by www.ijsrd.com 79 

IV. PROPOSED SYSTEM ARCHITECTURE 

 
Fig. 1: Proposed System Architecture 

A. RFID TAGS 

Each RFID tag that is attached to every item has its unique id 

and the details of items. RFID tags are used in order to 

provide security to the shopping system. RFID tags have a 

longer range, from 1 to 12 meters. RFID tags are also used 

because they are tampered proof. [9] 

B. RFID Reader 

RFID Reader does the work of scanning the RFID tags that 

are attached to the items. The smart cart is able to 

automatically read the items put in to a cart via the RFID 

reader [6]. The functioning of RFID Reader is done by micro-

controllers. RFID Reader does the work of sending RFID tags 

id to the micro-controller for the further processing. 

C. Micro-Controller 

1) Arduino Uno 

Due to the computational overhead on the Raspberry pi, 

Arduino Uno is used in order to split the computation work. 

it takes RFID tag input from RFID reader and sends to 

raspberry pi through serial communication 

2) Raspberry Pie 

It takes RFID tag input and compares it with supermarket’s 

database and displays all information of the purchased item 

on mobile phone screen through network provided by 

supermarket. 

D. Database 

It is used to store real time data of each items in the stock and 

which is used by Raspberry pi for comparisons. 

E. Server 

It maintains all the information about Each customers and 

their purchased history and also the stock information 

available into the super market.[9] 

V. WORKING 

 
Fig. 2: System Connections 

1) Step 1: Customer has to connect to the supermarket’s wi-

fi and he/she has to first register or login to their 

network.[9] 

2) Step 2: Whenever customer puts item into cart, the RFID 

reader reads tag id from RFID tags attached to the item. 

3) Step 3: The Arduino Uno takes that item’s tag id from 

RFID reader and sends it to the Raspberry pi through 

serial communication. 

4) Step 4: Further, Raspberry pi compares that tag id to the 

id numbers stored into the supermarket’s database. 

5) Step 5: If ID is matched with existing item’s id then 

Raspberry pi fetch the information about item and 

displays it onto the smart phone screen of customer. 

6) Step 6: Raspberry pi updates all information of 

purchased items on the server of Supermarket. 

7) Step 7: On smart phone, total bill generated is displayed 

and also previous purchased history. 

8) Step 8: Customer has to pay bill to the counter through 

online payment or by using cash 

9) Step 9: At exit, through smart checkout all items again 

checked and bill is checked. 

10) Step 10: Exit 

VI. CHALLENGES 

A. Item Reading 

The smart cart ought to have the capacity to precisely read 

things put into or expelled from it. A thing put into one cart 

ought not have the capacity to be read by another cart close-

by.[9] 

B. Tag Security 

The tag design must be impervious to the some abuse such as 

it shouldn't re-write keeping in mind the end goal to pay less, 

deterrents and substitution by fake tags, swapping the labels 

of various things and breaking or altering to abstain from 

paying the value inside and out.[8] 

C. Payment Verification 

Installing RFID reader before the leave, which can filter 

every one of the things in the cart, and check [1] with the 

server if everything in the cart has been paid. In the event that 

an untrustworthy customer tries to leave the store without 

making an installment, he won't pass the verification.[3] 

VII. RESULT 

 
Fig. 3: Login screen 
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Fig. 4: Purchased Items List 

VIII. CONCLUSION 

In this paper, a shopping system utilizing RFID development 

is executed. In this system RFID is used in overhauling 

shopping experiences and security issues are analyzed with 

respect to a sharp shopping structure [4]. In this paper the 

layout of a whole system is point by point and gather a model 

to test its abilities. The framework moreover plots an ensured 

correspondence tradition [9]. 

 This framework assume that future stores will be 

secured with RFID advancement and our investigation is a 

leading one in the improvement of a sharp shopping structure. 

[7] 

IX. FUTURE SCOPE 

Future research will center on enhancing the flow framework, 

for instance, by diminishing the computational overhead at 

the savvy truck side for higher efficiency and how to enhance 

the correspondence efficiency while saving security 

properties. In future, product recommendation can be added 

as a facility to increase their sale. [9] 
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