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Abstract— The use of mobile devices and internet services is 

increasing day by day. So we classify our proposed system as 

mobile application & web based application. The research is 

based on the use of Internet of Things (IOT) technology to 

can solve the various problems related to hospitals. Currently, 

the major challenge of healthcare system is to improve the 

quality of care patient. User firstly registers to the system so 

that he/she can be log in to system for processing. Doctor 

enrols to the system through the user ID and password and 

doctor give prescription to the patient. The pathological 

reports of the patients provided by the doctor that is Blood 

Test, ECG, Diabetes test, etc. are then send to the Lab. The 

Blood samples of the blood are then given to the Blood Bank. 

The patient who requires the blood will send the requirement 

message to the Blood Bank and Blood Bank notify [6] that 

whether the Blood Samples of the blood is available or not. 

After log in of the patients, patients reports are getting 

generated by the pathological labs are send to the specified 

doctor and according to that reports doctor will prescribe to 

the patient. By using different IOT Devices [5] like Sensors 

will sense the parameters of the patients and stored on the 

device that is Raspberry Pi & then this confidential 

information is stored on the Cloud and security [9] is 

provided to the Cloud. 
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I. INTRODUCTION 

The research is based on the use of Internet of Things (IoT) 

technology to can solve the various problems related to 

hospitals. Currently, the major challenge of Healthcare 

System is to improve the quality of patient care. So, to 

achieve this challenge, we try to understand the complexity 

of the system at different levels and especially logistic 

system. For a drug supply chain, the system is designed to 

minimize cost and maximize patient care. In Hospital, we 

have different type of products: high cost and low cost items, 

perishable and durable goods, consumed in large and small 

volumes.  Also, the one of complex sub system of logistic 

hospital system is the medicine drug circuit. 

 In Hospital Environments, Patient monitoring is a 

vital part of patient care. While there has been many 

improvements in mobile monitors, typical Hospital rooms use 

peripherally attached devices and sensors to monitor the 

patient’s vital signs. In some cases, such as, for temperature 

measurements, readings are taken every half hour or so by 

nurses. Temperature readings are taken from Sensors. Many 

other important information, such as, the patient’s heartbeat 

rate, temperature, various test reports are often monitored 

only visually or not monitored at all. Even for those values 

that are monitored, most readings are taken at specific 

intervals. Since the monitoring is often done via wired 

sensors, the patient’s movements are restricted and the patient 

is often limited to the hospital bed. 

 Medical service informatization is a modern 

development trend. More and more domestic hospitals have 

implemented overall construction based on the 

informatization platform and Hospital Information System, 

which helps improve the hospital service level, doctors 

working efficiency and patient satisfaction. However, the 

current hospital informatization management is still not 

perfect. For instance, there are still some problems with 

medical care of newborns; widespread difficulties exist under 

the requirements of scientific informatization security and 

medical work particularity. 

 The proposed Smart Hospital System is classified as 

a Mobile Application and Web based application.  It proposes 

an efficient and effective approach to classify the hospitals 

according to different modules depending upon patient’s 

choice. A user firstly getting register into the system which 

depends on the user’s choice. Doctor will enroll through the 

user ID and Password and doctor give the prescription and 

other details to the patient and through others modules too. 

Patients is having guidelines to the OPD and IPD. The 

pathological reports to the patients are provided by the 

doctors send lab authority. 

II. PROPOSED SYSTEM 

In our project we implemented the Smart Hospital in one 

touch system. The entire system include one master node 

embedded in the embedded development board. This system 

includes patients history records, details blood report 

appointment details etc. This system is for both inward and 

outward patient monitoring and analyzing. Embedded device 

calculate and take the inputs and process it. All the system 

modules are working in synchronous with each other as 

shown in figure. The proposed system is divided into 

following module, and they are used along with each other to 

provide more services as follows: 

1) Module 1 

Doctor which is having its separate dashboard. Which contain 

the information collected from various modules like patients 

and other. 

2) Module 2 

Patient which is also an important part of this system which 

contain details of patient’s checkup reports etc. 

3) Module 3 

Medical contain all the details about the drugs available with 

its cost and alternatives etc. 

4) Module 4 

Laboratory especially pathological laboratory contain all the 

details about the checkups etc. 
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Fig. 1: System Architecture 

III. METHODOLOGIES 

A. AES - Advanced Encryption Standard 

AES is a symmetric key algorithm that uses the same key for 

both encryption and decryption processes. The legal values 

for the length of an AES key are 16, 24, and 32 in bytes or 

equivalently 128, 192 and 256 in bits. These values 

correspond to the key length values 4, 6 and 8, specified by 

the standard. The key length used by an AES application 

dictates the number of transformation rounds to convert plain 

text to cipher text, and from cipher text to plain text. AES is 

based on a design principle known as a substitution–

permutation network, a combination of both substitution and 

permutation, and is fast in both software and hardware. 

Steps: 

1) Following are AES steps of encryption for a 128-bit 

block: 

2) Derive the set of round keys from the cipher key. 

3) Initialize the state array with the block data (plaintext). 

4) Add the initial round key to the starting state array. 

5) Perform nine rounds of state manipulation. 

6) Perform the tenth and final round of state manipulation. 

7) Copy the final state array out as the encrypted data 

(ciphertext). 

 
Fig. 2: AES Algorithm 

IV. SYSTEM ANALYSIS 

We have created a system in .NET and used a SQL Server 

and an Android platform etc. Data is processes through IOT 

devices in Cloud Environment Android and Windows 

system. We have created .NET application with a local 

Server. We upload the data on Cloud as data is collected from 

various modules firstly data is collected from embedded 

environment and then from various modules like doctor, 

patients, pathology, drug store etc. and this data id used for 

communication and analysis as to work system efficiently 

and data is stored on the cloud as to provide security and 

efficiency. Here we conclude that it ensures security and 

provides global access to data and patients history which 

reduces the manual work and system function effectively. 

V. RESULT & DETECTION 

The data collected from various modules are grouped and 

classified and stored on the Cloud. Our aim is to maintain the 

history record of each and every patient either it may be of its 

test report or prescription details etc. This is decided as per 

the category of patients and then classified into various 

classes and stored as separate for each and every unique 

identity or record. 

VI. CONCLUSION 

We have focused on smart hospital environment and 

successfully implemented the smart environment for the 

hospitals so as to reduce the manual work. Patients records 

are easily maintain and can be accessed anywhere through its 

login credentials. As to resulting in efficient and an effective 

way to access and maintain the records and dealing with the 

hospital environment. 

VII. FUTURE SCOPE 

Our future work include implementation of more IOT 

embedded environment for providing an Smart Environment 

as to give ease of access to the patients doctors that is all the 

hospital environment. Our future work will be dedicated to 

provide much more Smart Environment for the effective 

hospitals and facilited to the patients. 
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