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Abstract— With the increasing popularity of the network and 

the rapid development of IT technology, network storage and 

network computing services also continuously go deep into 

every aspect of people's lives, changing the traditional 

lifestyle and work patterns. Currently, computer is still the 

core of our daily work life tools we use to process documents, 

store data, share information with others. However, when the 

computer cannot fix a problem, we will do nothing and 

eventually lose all our personal data. In the era of “cloud 

computing”, cloud computing can do storage and computing 

work for us. We only need a computer with Internet access or 

other terminal equipment, no need to install any application, 

without concern for storage or calculation take place on 

which “cloud”, a variety of applications can be achieved on 

the network and store large amounts of Data. Through 

network services to achieve everything we need, even the task 

of supercomputing. 
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I. INTRODUCTION 

Azure Backup makes sure that you to back up the data of, 

virtual machines, on-premises servers, virtualized workloads, 

SQL server, and more. It is a way through which we can 

assure a secure and a safe way to protect your data securely. 

All that you need is internet connection whenever you want 

to take the backup or restore the data. Azure Backup enables 

you, the ability to back up data as often as needed and recover 

it far more quickly than with traditional on-premises backup 

solutions, simplifying workloads and saving your time and 

resources. You can have your backup done on azure account 

or on premises, as and when required accordingly. AZURE 

Backup is the Azure-based service you can use to back up (or 

protect) and restore your data in the Microsoft cloud. 

Replacement of offsite premises with a cloud-based solution 

which is more efficient, reliable, secure, and cost-

competitive. Azure Backup offers multiple components that 

you download and deploy on the appropriate computer, 

server, or in the cloud. The component, or agent, that you 

deploy depends on what you want to protect. All Azure 

Backup components (no matter whether you're protecting 

data on-premises or in the cloud) can be used to back up data 

to a Recovery Services vault in Azure. [3][4] 

II. WHAT IS AZURE BACKUP? 

Azure backup can be used to backing up on-premise data in 

cloud. Data is stored in an encrypted mode. Azure backup 

allows you to backup files and folders, Virtual Machines, 

SQL server. The important part of azure backup is that you 

did not need to worry about the backup storage costing & its 

configuration. [6] 

 You can configure your backup according to your 

budget and your needs 

III. WHY AZURE BACKUP? 

Traditional backup solutions are easy to implement but does 

not take full advantage of the backup platform thus making it 

expensive and inefficient to use. [6] 

 Even if you don’t know the type of storage and 

amount of storage required you end up with the wrong backup 

solution. Azure backup can have many advantages over them 

such as Automatic Storage Management, Unlimited Scaling, 

and Unlimited Data Transfer, Data encryption, application 

consistent backup and long-term retention. [6] 

 Microsoft Azure Recovery Service (MARS) agent, 

system center DPM (Data Protection Manager), Azure 

Backup Server, Azure IaaS VM Backup are the main 

components of azure Backup. 

IV. WHAT CAN BE BACKED UP? 

You can backup files, images, audio, video, even if you can 

create an image copy of the Virtual machine to be backed up. 

It supports both Windows as well as Linux. Only the MARS 

agent supports the Windows Operating System. 

V. TYPES OF BACKUP 

Taking backup can be done easily but taking the right backup 

is the most crucial thing. Azure provides 3 types of backup: 

Full Back up, Differential Backup and Incremental Backup. 

[7] 

A. Full Backup 

Each backup copy contains the entire data source. Full back 

up consumes a large amount of network bandwidth and 

storage, each time a backup copy is transferred. 

B. Differential Backup 

It can store only the blocks that are altered since the initial 

full backup, which results in a smaller amount of network and 

storage consumption. Differential backups don't retain 

redundant copies of unchanged data. However, because the 

data blocks that remain unchanged between subsequent 

backups are transferred and stored, differential backups are 

inefficient. For example, in the second month, changed 

blocks A2, A3, A4, and A9 are backed up. In the third month, 

these same blocks are backed up again, along with changed 

block A5. The changed blocks endure to be backed up until 

the next full backup occurs. 

C. Incremental Backup 

Accomplishes high storage as well as network efficiency by 

storing only the blocks of data that changed since the previous 

backup. When you are configuring incremental backup, you 

do not need to take regular full backups. If there is an 

example, after taking the full back up in the first month, 

blocks A1, A1, A3, and A5 are marked as changed, and 

transferred to the second month. In the third month, only 

changed block A4 is marked and transferred. Moving less 
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data saves storage and network resources, which decreases 

TCO (total Cost of Ownership). 

VI. SECURITY 

Security threats, like malware, ransomware, and intrusion, are 

increasing day by day. These security threats can be costly, in 

terms of both money and data. To protect against such 

attacks, Azure Backup provides security features to help 

protect backups. Azure Backup now provides security 

capabilities to protect cloud backups. These security features 

make sure that customers can secure their backups 

and recover data using cloud backups if production and 

backup servers are compromised. There are 3 main aspects 

which are the main pillars of the security in backup. [2] 

A. Prevention 

An extra layer of authentication is supplemented whenever a 

critical operation like changing a passphrase is achieved. This 

validation is to ensure that such operations can be performed 

only by users who have valid Azure credentials. 

B. Alerting 

A notification through is sent to the subscription admin 

whenever a sensitive operation like deleting backup data is 

performed. This email ensures that the user is notified quickly 

about such actions. 

C. Recovery 

Deleted backup data is kept safe for an additional 14 days 

from the date of the deletion. This ensures recoverability of 

the data within a given time period, so there is no data loss 

even if an attack happens. Also, a huge number of minimum 

recovery points are maintained to guard against corrupt data. 

VII. NETWORK THROTTLING 

The Azure Backup agent offers network throttling, which 

allows you to control how network bandwidth is used during 

data transfer. Throttling is most helpful when you do not want 

to divide your internet bandwidth during your work hours and 

only apply during non-working hours. Throttling for data 

transfer applies to back up and restore activities. 

VIII. PRICING 

The pricing of the data depends upon the size of the data. [8]. 

For VM, the size of the allocated disk determines the data 

size. When your back-up data, the size of the files and folders 

configured for backup determines the data size. When 

backing-up SQL Server, the size of the databases configured 

for backup determine the data size. Azure Backup uses Block 

Blob storage for backing up your instances. You have the 

elasticity to select between locally redundant storage (LRS) 

or geo-redundant storage (GRS). Both LRS and GRS are 

Block Blob Storage. 

STORAGE CAPACITY LRS GRS 

First 1 terabyte (TB) / month 
₹1.75 per 

GB 

₹3.49 per 

GB 

Next 49 TB (1 to 50 TB) / 

month 

₹1.72 per 

GB 

₹3.44 per 

GB 

Next 450 TB (50 to 500 TB) / 

month 

₹1.69 per 

GB 

₹3.38 per 

GB 

Next 500 TB (500 to 1,000 TB) 

/ month 

₹1.66 per 

GB 

₹3.32 per 

GB 

ext. 4,000 TB (1,000 to 5,000 

TB) / month 

₹1.63 per 

GB 

₹3.26 per 

GB 

Table 1: 

IX. LIMITATIONS 

The limitations observed were the volumes that will be 

backed up to the cloud i.e., the volumes must be using NTFS 

and other file systems such as FAT32 will not work. The 

volumes must also be read-write because read-only volumes 

will not backup. Volumes should be unencrypted before 

taking the backup. 

X. CONCLUSION 

 Simple and Efficient 

Azure makes the steps for backing up easy to understand 

which makes it efficient as no complicated procedure is not 

included for taking backup. 

 Security 

Azure makes sure that the data stored by the customers 

remain intact and original and no harm is caused. Maximum 

integrity is provided. Recovery of data is also done at disaster 

times. 

 Cost 

Pay as per you store data and the cost is reasonable as many 

features are been provided by Azure. 
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