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Abstract— Steganography is defined as the science of hiding 

or embedding “data” in another transmission medium. It does 

not replace cryptography but rather improve the security. This 

system is based on biometrics. In this system secret 

information is embedded inside skin tone region of image size 

256×256 that may offer a secure location for information 

activity. The skin tone detection is performed using HSV 

(Hue, Saturation and Value) colour space. And embedding of 

secret data of size 32×32 is performed using frequency 

domain approach. This system shows that by adopting an 

object oriented Steganography mechanism, in the sense that, 

we track skin tone objects in image. Secret data is hidden in 

one of the high frequency sub-band of DWT by tracing skin 

pixels in that sub-band. Different steps of data hiding are 

applied by cropping an image, we get a higher security.         
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I. INTRODUCTION 

In steganography secret message is the knowledge that the 

sender desires to stay confidential and may be text, images, 

audio, video, or any other data that can be represented by a 

stream of bits. The cover or host is the medium in which the 

message is embedded and serves to hide the presence of the 

message. The message embedding technique is strongly 

dependent on the structure of the cover. In this proposed 

system covers and secret messages are restricted to being 

digital images. The cover-image with the secret data 

embedded is called the “Stego-Image”. The Stego-Image 

should resemble the cover image under casual inspection and 

analysis. In addition, for higher security requirements, we can 

encrypt the message data before embedding them in the 

cover-image to provide further protection. For this the 

encoder usually employs a stego-key which ensures that only 

recipients who know the corresponding decoding key will be 

able to extract the message from a stego-image. For proposed 

method cover image is cropped and that cropped region 

works as a key at decoding side yielding improved security. 

There are two things that need to be considered 

while designing the stenographic system: 

1) Invisibility: Human eyes cannot distinguish the 

difference between original and stego-image. 

2) Capacity: The more data an image can carry better it is. 

However large embedded data may degrade image 

quality significantly.  

A. Skin Tone Detection:  

A skin detector typically transforms a given pixel into an 

appropriate colour space and then uses a skin classifier to 

label the pixel whether it is a skin or a non-skin pixel. A skin 

classifier defines a decision boundary of the skin colour class 

in the colour space. The Figure1 shows the basic block 

diagram of skin tone detector for skin tone detection. 

 
Fig. 1: Block Diagram of Skin Tone Detector 

The simplest way to decide whether a pixel is skin 

colour or not is to explicitly define a boundary. Mainly two 

kinds of colour spaces are exploited in the literature of 

biometrics which are HSV (Hue, Saturation and Value) and 

YCbCr (Yellow, Chromatic Blue, Chromatic red) spaces. 

Colour space used for skin detection in this work is HSV.  

B. HSV (Hue, Saturation, Value):  

Hue, Saturation, Value or HSV is a color model that describes 

color in terms of their shade and their brightness.   Hue is 

expressed as a number from 0 to 360 degrees representing 

hues of red , yellow , green , cyan , blue and magenta.  

Saturation is the amount of gray in the color. Value 

(or Brightness) works in conjunction with saturation and 

describes the brightness or intensity of the color.  

C. DWT (Discrete Wavelet Transform):  

This is another frequency domain in which steganography 

can be implemented. DCT is calculated on blocks of 

independent pixels, a coding error causes discontinuity 

between blocks resulting in annoying blocking artifact. This 

drawback of DCT is eliminated using DWT. DWT applies on 

entire image. DWT splits component into numerous 

frequency bands called sub bands known as  

LL – Horizontally and vertically low pass  

LH – Horizontally low pass and vertically high pass  

HL - Horizontally high pass and vertically low pass  

HH - Horizontally and vertically high pass. 

II. LITERATURE REVIEW 

A. Steganography in Spatial Domain: 

This is a simplest Steganographic technique that embeds the 

bits of secret message directly into the least significant bit 

(LSB) plane of the cover image. In a gray level image, every 

pixel consists of 8 bits. The basic concept of LSB substitution 

is to embed the confidential data at the rightmost bits (bits 

with the smallest weighting) so that the embedding procedure 

does not affect the original pixel value greatly [5]. The 

mathematical representation for LSB is:  

xi‟ = xi – xi mod 2k + mi                         (1.1) 

In equation (1.1), xi‟ represents the i th pixel value 

of the stego-image and xi represents that of the original cover 

image. mi represents the decimal value of the i th block in the 

confidential data. The number of LSBs to be substituted is k. 
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The extraction process is to copy the k-rightmost bits directly. 

Mathematically the extracted message is represented as:  

mi =xi mod 2k                                            (1.2) 

Hence, a simple permutation of the extracted mi 

gives us the original confidential data [6]. This method is easy 

and straightforward but this has low ability to bear some 

signal processing or noises. And secret data can be easily 

stolen by extracting whole LSB plane.  

B. Steganography in Frequency Domain: 

Robustness of steganography can be improved if properties 

of the cover image could be exploited. For example it is 

generally preferable to hide message in noisy regions rather 

than smoother regions as degradation in smoother regions is 

more noticeable to human HVS (Human Visual System). 

Taking these aspects into consideration working in frequency 

domain becomes more attractive. Here, sender transforms the 

cover image into frequency domain coefficients before 

embedding secret messages in it [7]. Different sub-bands of 

frequency domain coefficients give significant information 

about where vital and nonvital pixels of image resides.  

C. Adaptive Steganography: 

Adaptive steganography is special case of two former 

methods. It is also known as “Masking” [5] and “Statistics 

aware embedding” [8]. This method takes statistical global 

features of the image before attempting to embed secret data 

in DCT or DWT coefficients. The statistics will dictate where 

to make changes. 

III. PROPOSED METHOD 

Proposed system introduces a new method of embedding 

secret data within skin as it is not that much sensitive to HVS 

(Human Visual System) [2].This takes advantage of 

Biometrics features such as skin tone region , instead of 

embedding data anywhere in image, data will be embedded 

in selected regions. Overview of system is briefly introduced 

as follows.  

Block Diagram: 

 
Fig. 2: Block diagram of proposed system 

The above figure shows the block diagram of 

proposed system. The original cover image of M×N is used 

for skin tone detection. The cropped image Mc×Nc i.e. the 

cropped region must be exact square and this will be used to 

apply DWT. The secret data key„s‟ is binary image size of 

a×b is embedding in cropped region of size Mc×Nc 

embedding of secret data is in one of the sub-band. Later 

IDWT is obtained. The stego image which is similar to 

original image i.e. obtained by merging cropped stego image 

with original cover image.  

The stego image of size M×N is input to extraction 

process. We must need value of cropped area to retrieve data. 

Suppose cropped area value is stored in one variable that is 

same as in encoder. So that variable will act as a key at 

decoder side. All steps of Decoder are opposite to Encoder. 

Care must be taken to crop same size of square as per 

Encoder. By tracing skin pixels in HHH sub-band of DWT 

secret data is retrieved. 

IV. CONCLUSION 

The proposed method can be viewed as a strong technique to 

obtain image security as it uses biometric feature to find the 

location for hiding the data. To hide the secret data in skin 

tone region DWT approach can be performed. Using this 

steganography technique it is possible to obtain higher 

security of the data. 
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