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Abstract— Bluetooth is a technological standard adopted by 

IEEE 802.15 which is used for exchanging data over short 

distances. It comes under Wireless Personal Area Network 

(WPAN). Created by telecom vendor Ericsson in 1994, not 

only used for data transfer but also wireless communication 

and used in various devices like mobile phones, laptops, 

printers, camera etc. This paper brings out the status of 

Bluetooth in today’s world i.e. its features, attacks performed 

and security to overcome such attacks. Covering such aspects 

of this technology brings a vast knowledge about the 

technology and let everyone know what this technology is. 
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I. INTRODUCTION 

Bluetooth, a technology introduced by telecom vendor in 

1994 still well-known and used widely worldwide in many 

devices helps us to exchange data over a short distance as well 

as wireless communication which makes this technology 

more amazing. Later in 1998, the original group of Promoter 

companies—Ericsson, Intel, Nokia, Toshiba, and IBM—

came together to form the Bluetooth Special Interest Group 

(SIG). As Bluetooth is termed as short ranged, it uses radio 

waves at 2.4GHz by using the Industrial- Scientific-Medical 

(ISM) radio band. Bluetooth is nothing but a small, free and 

unlicensed chip which used FHSS (Frequency Hopping 

Spread Spectrum) which divides the frequency into different 

hopes. A transceiver is applied to combat interference and 

fading. This were some features of the technology; now let's 

see about attacks done on it. Every technology is today 

threatened by the attacks by some malicious or virus attacks. 

Bluetooth devices can also be attacked using Bluejacking, 

bluesnarfing, and bluebugging. Such attacks bring 

vulnerability to the Bluetooth devices but SIG has taken more 

secure steps towards making it more secure. 

II. SCOPE 

The main objective of this document is to make people aware 

the advantages of Bluetooth technology in today's world as it 

is available in the palm of our hands to high-level machines. 

Also to make aware to be secured from various Bluetooth 

attacks that are been surfacing day by day. 

III. LITERATURE SURVEY 

Bluetooth is a technology whose main motto is to make 

communication and data transfer simply without wasting any 

time. Bluetooth is named after the king of Denmark, Harald 

Blatand who has united Denmark and Norway (Bhagwat et al 

2000, Pekka Salonen etal 2000) investigated the use of this 

technology for short-range wireless applications. The role of 

Bluetooth technology in global 3G wireless communication 

era (Naveen Erasala and David Yen 2002, Sojen Pradhan et 

al 2005, Stallings 2003) 

 Many people made amazing things possible using 

this technology. Researchers are trying to make use of this 

technology tracking animals as it is a small, light and uses a 

minimal amount of power. Ron Alterovitz from the computer 

science department at Caltech University in California has 

conducted a research involving message routing over a 

Bluetooth scatternet. [Alterovitz, R (2001)] His aim was to 

make wireless-enabled vehicles communicate while in 

motion. Reggie Davidrajuh (2009) used JAVA Bluetooth 

Wireless technology for evaluating student performance in 

the classroom. Bluetooth technology is applied in shipping 

industry (Michael Tarn et al 2009). Ratna Kalos et al (2005) 

studied the application of this technology for home and office 

environments. 

IV. RESEARCH METHODOLOGY 

Types of Bluetooth attacks 

A. Bluejacking 

Bluejacking is an attack conduct on Bluetooth-enabled cell 

phone devices, such as cell phones. An attacker initiates blue 

jacking by transfer unwanted messages to the client of a 

Bluetooth-enabled gadget. The real messages do not reason 

damage to the user's gadget, but they may tempt the user to 

react in some fashion or add the new contact to the device's 

address book. This message-sending assault resembles spam 

and phishing attacks conducted against e-mail users. 

Bluejacking can reason damage while a user initiates an 

answer to a bluejacking message sent with a damaging plan. 

Bluejacking is a hacking technique that allows a person to 

send unidentified messages to Bluetooth-enabled devices 

inside a confident radius. The Bluetooth-enabled device is 

scanned by the hacker of his/her surrounding with the help of 

pointed extra devices and then an unwanted message is sent 

to the detected device by the hacker. Bluejacking exploits a 

basic Bluetooth characteristic that allows devices to send 

messages to contacts inside the range. Bluejacking does not 

engage device hijack, despite what the name implies. The 

bluejacker may send only unwanted messages. Hijack does 

not really happen because the attacker not at all has managed 

the victim's gadget. At worst, bluejacking is an exasperation. 

Bluejacking can be banned by setting a gadget to secreted, 

unseen or non-discoverable mode 

1) How to be Secure against Bluejacking 

Bluejacking doesn’t intrude your data, it just affects the 

identity of the sender, which is again a most insecure thing. 

Presently, bluejacking doesn't provide the sender with 

personal data. Your device remains safe from any data 

modification. What bluejacking creates relates more to 

annoyance and the uncertainty of the sender's identity and 

immediate location. According to the architecture, 

Bluetooth's technology is capable of transferring wireless 

information 30 feet or above. Devices that have this 

technology include mobile telephones, personal digital 
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assistants, and computers. There's no software to prevent 

bluejacking and only a few solutions. Maybe the following 

things may help you to stay safe: 

a) Turn Off 

Save your phone, save your battery. Just turn it off when not 

in use. Prevent bluejacking by turning your Bluetooth device 

off in certain public areas. Most vulnerable locations include 

movie theaters, shopping centers, bars and clubs, coffee 

houses, eateries, public transportation vehicles, phone and 

electronic stores. 

b) Hide 

Don't be susceptible. Set the Bluetooth device to the hidden, 

invisible or non-discoverable mode from the menu. This 

prevents the sender from seeing your device. Check your 

manufacturer's manual for disabling procedure. The phone 

maintains functionality in other modes. Ensure to be safe just 

by making your device hidden. 

c) Discard 

Ignore Bluejacking messages by refusing or deleting them. 

Consider bluejacking the same way you think about spam 

B. Bluesnarfing 

Bluesnarfing enables attackers to attack Bluetooth-enabled 

device by exploiting a firmware error in older devices. This 

attack services a link to a Bluetooth device, allowing access 

to data stored on the device as well as the device's 

international mobile equipment identity. 

 The IMEI is a matchless identifier for all device that 

an enemy might potentially use to route all inward calls from 

the user’s device to the attacker’s device. Stealing of 

information from a wireless device during a Bluetooth link is 

Bluejacking. Bluetooth is speedy but it has limited access to 

a wireless technology for exchanging data between cellular 

phone, computers, personal digital assistants, desktop, and 

other devices. A mugger can access information -- such as the 

user's calendar, contact list and e-mail and text messages -- 

without departure any proof of the attack. Other devices that 

make use of Bluetooth, such as laptop computers, may also 

be weak, even if to a lesser extent, by their more difficult 

systems. Working in unseen mode protects many devices, but 

others are weak as long as Bluetooth is enabled. 

1) How to be Secure against Bluesnarfing 

The best way to stay secure is to stay updated. Update your 

devices. It’s not always the application that can cause the 

vulnerability but Bluetooth itself can leave you vulnerable to 

bluesnarfing, by its  certain quirks in older Bluetooth-

enabled phones and PDAs. Default discoverable mode was 

there in old devices because the inventors thought it will be 

complicated to share business cards. These loopholes have 

been eliminated in most new device models. The following 

can make your security easier: 

a) Make it Hidden 

The most handful and easy way to secure your devices are to 

hide them. Hiding is just making the Bluetooth off whenever 

it is not required. Make it undiscoverable when it's not 

needed. 

b) Don't Pair with Strangers 

By no means pair with an unknown device or accept contact 

from an unknown source. Sending you an unsolicited 

business card and when you accept, he becomes the trusted 

device and can easily get your data. 

c) Passwords 

Use the intelligent way to protect your data. Secure your data 

with PINs of five or more characters, which are harder to 

hack. And make sure you change it regularly. 

d) Sensitive data off 

Bluetooth-enabled devices in the first-place needs that the 

sensitive data to be kept off. Even we take care then also best 

security measures can and can be ruptured. Bluesnarfer have 

begun focusing their efforts on Well-imaged targets. If you're 

a bank president or a lottery winner, be warned. 

 Your bluesnarfer can move you from theft victim to 

accomplice by taking over your device but in very rare cases. 

The bluesnarfer becomes a silent, undetected trusted device 

with the ability to manipulate all your data and applications 

in the worst case. Again, this is extremely rare, but if you 

suspect it, you'll have to restore the factory settings; that's the 

only way to remove all trusted devices, even hidden ones. 

C. Bluebugging. 

Blue bugging exploits a safety fault in the firmware of many 

older Bluetooth devices to increase right use to the device and 

its guidelines. This attack uses the guidelines of the device 

not including informing the user, allowing the enemy to 

access data, place cellular phone calls, overhear something on 

phone calls, send messages, and use other services or skin 

accessible by the gadget. Such flaw allows the hacker to start 

phone calls, send and study SMS, read and write phonebook 

contacts, overhear something on phone conversations, and 

join to the Internet. As though all the attack, the hacker must 

be inside a 10-meter range of the cellular phone. This is a part 

weakness starting bluesnarfing and does not influence all of 

the same phones as bluesnarfing. For example, after which 

the cellular phone machinery as a bugging device, alternative 

up to a conversation in the phones direct area. This feature 

allows to forward a call and then receive the calls in future. 

Blue buggers also have bluesnarfing ability, so they can be 

able to read phonebooks and calendars and more. They can 

be able to even read a phone's call list to observe who their 

dead called or who called them. They can be able to even 

change those lists. 

1) How to be Secure against Bluebugging 

Understand what bluebugging is. Attacks on phones that use 

this popular Bluetooth wireless technology which is 

popularly known as Bluebugging. When a hacker 

successfully bluebugs your phone, he can access your Internet 

connection, make calls from your phone number, listen in on 

your conversations and change entries in your calendar and 

contact list. 

a) Occurrence 

The main thing to know about the attack is distance, you need 

to know that this attack can infect only from 30 m radius, so 

bluebugging takes place most often in public places like 

subways, coffee shops, and parks. So be aware of that. 

b) Surf 

The best thing to do in today’s world is to surf. Surf the 

Internet search for cell makes and models which are 

particularly susceptible to bluebugging. This way, you can 

know if your smartphone is at risk. The older a Bluetooth 

tech, more easy it to bluebug. 

 Contact creator 
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Interact with your phone's manufacturer if you are concerned 

about bluebugging. Patches have been developed by 

companies like Nokia and Erricson to rectify any threats 

related to bluebugging. Have a deep knowledge of the bug 

and make it easy to secure it. 

 Turn off 

When not in use just ensure that it is turned off and make sure 

you are not connected through hotspots. 

 Scan 

Scanning all the information what bluebuggers do. So 

connect to only those devices that you have full trust and 

which are secure 

V. APPLICATIONS 

Bluetooth is being used for many purposes in today’s world. 

Some of the applications of Bluetooth are as follows 

 Wallin and Samson (2004) investigated that in intensive 

care and surgery, a great number of cables are attached 

to patients. This makes it difficult. Wireless 

communication technology would be a perfect 

replacement that will facilitate patient care. 

 Thulasi Bai and Srivatsa (2008) developed portable 

cardiac telemedicine system that continuously acquires 

ECG signals from high-risk cardiac patients who can 

move around anywhere by a mobile phone using 

Bluetooth technology. 

 Andrew Balas and Ilias Iakovidis (1999) discussed a 

project on ‘Distance technologies for patient monitoring’ 

that provides randomized clinical trials of home distance 

monitoring of glucose concentrations by computer. 

 Schwaibold et al (2002) investigated the development of 

information technology in medicine since mobile 

applications in this area mean increased safety and 

quality of life. Commission of the European 

Communities submitted a work on e-Health. They 

reported that e-Health can improve access to healthcare 

and boost the quality and effectiveness of the services 

offered (Prabhu and Prathap Reddi 2007, Pushpa Suri 

and Sona Rani 2008) 

VI. FUTURE OF BLUETOOTH 

This topic discussed why the author chooses the Bluetooth 

technology to develop this project. First of all, over 1 million 

Bluetooth devices sold worldwide. This becomes the great 

opportunities to involve the demand is high. Lower power 

consumption in operation makes the Bluetooth is suitable for 

mobile devices. Ease of connection between the devices 

makes setting a connection faster and easy. The Bluetooth 

technology is growing beyond the limit. So, the author takes 

these opportunities to do a research about the Bluetooth in the 

future. This reason becomes the main reason why the 

Bluetooth is chosen as a wireless networking technology. 

Other than that, the ease of connecting between devices and 

the lower power consumption is a major reason to choose the 

Bluetooth. 

VII. CONCLUSION 

In this paper, we came to know about the Bluetooth origin, its 

usage and mainly its threats (Bluejacking, Bluesnarfing, and 

Bluebugging.) and how to overcome those threats. As 

Bluetooth usage rises, so do the security risks associated with 

the technology. The data shared with this technology can be 

confidential and hence need to be protected. Hence, 

algorithms can be generated through which a safer 

transmission can be done between the devices without any 

data theft or any attack between the sharing processes. 

Advantages to Bluetooth include the ability to simultaneously 

handle both data and voice transmissions which enables users 

to enjoy a variety of innovative solutions such as a hands-free 

headset for voice calls, printing and fax capabilities, and 

synchronizing PDA, laptop, and mobile phone applications. 

So, with this paper, the Question arises what do we know? 

And what do we learn? We know it is totally possible that a 

Bluetooth device can get attacked but with such attacks, we 

learned that we can prevent such attacks by switching off 

Bluetooth and hiding it when not needed. Confirm the 

authentication code while paring other devices using 

Bluetooth. Avoid Pairing unknown devices and follow 

security measures which can keep our Bluetooth devices safe 

from the attackers. 
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