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Abstract— The IoT based Smart and many function Energy 

Meter for Automatic Meter Reading using Arduino kit. It has 

provision of connecting with Central database maintained by 

energy provider using computing as well as Tampering 

detection of energy meters. Which can prevent theft detection 

from unregistered users saving losses due to it. Remarkable 

feature of this meter is Internet of Things based 

implementation According to the market requirements of 

Arduino Meter there is use for smart Arduino Meter. 

Nowadays the system will use Wireless system for 

communication protocol. The Wireless is used since the 

application need high speed data rate, need to be less powered 

with low cost. In this paper presenting the remote wireless 

Arduino Meter Reading System. This is to resolving the 

shortcomings of the technology of the traditional Arduino 

Meter Reading, by combining the characteristics of the 

Wireless technology and with Microcontroller ATMega16. 

The hardware implementation was designed, and then 

analysed the use cases for Arduino Meter. There are more 

chances of manual error, delay in processing, tampering of 

the meter and message of the Electricity by other sources. It 

requires so many workers, one set of workers to note down 

the reading and other set to cut the power if the payment is 

not paid at the right time. 
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I. INTRODUCTION 

In the Internet of Things, many of the living and non-living 

things that encompass us will be on the internet in one form 

or another. Driven by the popularity of gadgets empowered 

by wire-less technological innovation such as Wireless 

Bluetooth, Radio Frequency Identification, Wireless-

Fidelity, embedded sensor, IOT has moved out from its 

beginning stage and it is actually on the edge of changing the 

present fixed inter-net into a well featured upcoming Internet. 

Currently there are almost nine billion inter-connected 

gadgets and it is estimated to touch almost fifty billion 

gadgets by 2020. Today the world is facing such an 

environment that offers challenges. Energy crisis is the main 

problem faced by our society. A relevant system to control 

and monitor the power usage is one of the solutions for this 

problem. One approach through which today’s energy crisis 

can be addressed is through the reduction of power usage in 

households. The consumers are increasing rapidly and also 

burden on electricity offering divisions is sharply increasing. 

The consumers must be facilitated by giving them an ideal 

solution Embedded systems and Real Time Operating 

systems (RTOS) are two among the several technologies that 

will play a major role in making these concepts possible [2]. 

A large number of people are already depending on operating 

systems for real time applications, these 'eyes in the sky' are 

now going to make an impact on our everyday s in a more 

significant manner. Embedded systems are pre-designed 

without connections and operate as per the required task. But 

in operating systems instruction is design-oriented. These 

systems are basically platform-less systems. Embedded 

systems are the unsung heroes of much of the technology we 

use today the video game we play, or the CD player or the 

washing machines we use employ them. Without an 

embedded system we would not even be able to go online 

using modem Almost every car that rolls off the production 

line these days makes use of embedded technology in one 

form or the other; most of the embedded systems in 

automobiles are rugged in nature, as most of these systems 

are made up of a single chip. No driver clashes or 'systems 

busy' conditions happen in these systems. Their compact 

profiles enable them to fit easily under the cramped hood of 

a car. These systems can be used to implement features 

ranging from adjustment of the suspension to suit road 

conditions and the octane content in the fuel to antilock 

braking systems (ABS) and security systems. Embedded 

systems are designed to do some specific task, rather than be 

a general-purpose computer for multiple tasks. Some also 

have real time performance constraints that must be met, for 

reasons such as safety and usability; others may have low or 

no performance requirements, allowing the system hardware 

to be simplified to reduce costs. 

II. LITERATURE SURVEY 

Utilities are rapidly replacing existing electromechanical 

meters, which are read manually once a month, with smart 

meters that transmit a building’s electricity usage every few 

minutes. In 2011, an estimated 493 utilities in the U.S. had 

collectively installed more than 37 million smart meters 

unfortunately, smart meters also indirectly leak private, and 

potentially valuable, information about a building’s 

occupants’ activities. To extract this information, third-party 

companies are now employing cloud-based, “big data” 

platforms to analyze smart meter data EN masse. While the 

purpose is, ostensibly, to provide consumers energy-

efficiency recommendations, companies are mining the data 

for any profitable insights. For example, detecting power 

signatures—sequences of changes in power unique to a 

 Device— for specific appliance brands could aid 

manufacturers in guiding their marketing campaigns, e.g., 

identifying homes with General Electric versus Maytag 

appliances. Many utilities are providing third-party 

companies access to troves of smart meter data. For instance, 

a recent report highlights one utility’s practice of requiring its 

customers to consent to sharing their data with third parties 

before permitting them to use an online web portal [9]. Such 

privacy violations have led to a small, but growing, backlash 

against smart meter deployments 

 Every management system is trying to make 

automatic, portable and remote control. This work presents a 

novel smart energy meter for an automatic and superior 

metering and billing system. The integration of the Arduino 

and GSM Short Message Service (SMS) provide the meter 
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reading system with some automatic functions that are 

predefined. Firstly, we have simulated the project in 

PROTEUS 8.0 then successfully implemented on the circuit 

board in laboratory. The proposed energy meter system can 

incorporate with embedded controller and GSM modem to 

transmit the data like consumed energy in kWh, generated 

bill, security services (line Cut/On) over GSM mobile 

network such as data can be then fed and integrated into 

existing energy management systems located at power 

companies or organizations to provide the services among the 

customers without man-power. Our implemented project is 

able to provide all required services remotely for metering 

and billing with high fidelity 

 ZigBee is a new global standard for wireless 

communications with the characteristics of low-cost, low 

power consumption, and low data rate. It has a good market 

in wireless meter reading. The design and implementation of 

a ZigBee-based wireless automatic meter reading system are 

proposed in this paper. The experimental results show that the 

design can meet the basic needs of automatic meter reading 

with flexibility and expansibility. It can act as a platform of 

wireless monitor system and supplies a new hardware design 

approach for wireless ZigBee networks. 

 With the rapid development of automation and 

measuring techniques, automatic recording of the data in the 

meter reading instrument has gradually become the target of 

people whose working, living, and home conditions are of 

increasingly high level of intelligence. Meanwhile, utilities 

also hope that the development of new technologies to solve 

the problems they encountered in the practical work about 

cumbersome meter reading and no reliable protection of 

accuracy and real time; and enable both user friendly and 

improving public sector efficiency and management level. 

Existing wire-line meter reading system has a large number 

of risks. Wires are more complex, detrimental to adjustment 

and maintenance of the system. The long-term indoor and 

outdoor installation easily leads to aging, resulting in a risk of 

short circuit and breakage. For these reasons, it has become 

the industry very unresolved problem to design a remote 

meter reading system, with long-term reliance and convenient 

installation & maintenance, which not only read data 

automatically but also monitor operation status. With the 

development of wireless communication technology, in 

recent years there comes requirement for low cost equipment 

of wireless networking technology, called ZigBee. It is a short 

range, low-complexity, low cost, low power consumption, 

low data rate two-way wireless communication technology 

with high network capacity, short time delay, safety and 

reliance. Its main application areas include industrial 

controls, consumer electronics, car automation, agricultural 

automation, and medical equipment control. The core of this 

technology is established by IEEE 802.15.4 Working Group, 

and the ZigBee Alliance founded in 2002 is responsible for 

high-level applications, interoperability testing, and 

marketing. Till now, the ZigBee Alliance has reached over 

150 members of famous companies in the world including 

IBM, Ember, Mitsubishi, Motorola, and Philips, etc. Many 

semiconductor companies are targeting the ZigBee market. 

Since the standards were launched not long ago, chips in line 

with protocol have been available of multi-chip solution and 

single-chip solution. It can be expected that ZigBee will have 

comprehensive applications in the field of automation. The 

main methods of metering at home and abroad are: manual 

meter reading, IC Card prepaid meter, wire-line and wireless 

meter reading system. Manual meter reading has been for 

decades, but with the implementation of one home one meter, 

drawbacks of this method of reading are more and more, like 

difficult entrance to home, low efficiency of fee settlement, 

etc. 

 Designing and implementing commercial as well as 

industrial systems based on Wireless communication has 

always been a prominent field of interest among many 

researchers and developers. This paper presents an 

implementation methodology for a wireless automatic meter 

reading system (WAMRS) incorporating the widely used 

GSM network. In many countries GSM network is widely 

known for its vast coverage area, cost effectiveness and also 

for its competitive ever growing market. Using GSM as the 

medium for WAMRS provides a cost-effective, wireless, 

always-connected, two-way data link between utility 

company and WAMRS, the WAMRS sends information of 

utility usage, power quality and outage alarm to utility 

company, tampering detection to the utility servers. In this 

paper we suggest a method where we utilize 

telecommunication systems for automated transmission of 

data to facilitate bill generation at the server end and also to 

the customer via SMS, Email. 

 The wide proliferation of wireless communication 

propose and explore new possibilities for the next generation 

Automatic Meter Reading whose goal is to help collect the 

meter measurement automatically and possibly send 

commands to the meters. Automation ranges from connecting 

to a meter through an interface for transmitting the meter 

measurements all the way from the meter to the utility 

company via GSM network. With the development of 

country’s economy and the improvement of national power, 

the power requirement is still ever increasing due to use of 

improper power management systems and the conventional 

energy metering system. Over the past years, metering 

devices have gone through much improvement, and are 

expected to become even more sophisticated, offering more 

and more services. Meters in the past, and today in a few 

countries, were electromechanical devices with poor 

accuracy and lack of configurability. Theft detection was also 

a challenge. Such meters are limited to providing the amount 

of energy consumption on site. Recent developments in this 

direction seem to provide opportunities in implementing 

energy efficient metering technologies that are more precise 

and accurate, error free, etc. The implementation of WAMRS 

provides with many vital features as compared with the 

analog utility meter reading with man power. 

 WAMRS provides a two way communication 

between the Energy Company and the load by sending in a 

lot of power parameters and control signal to reach the goal 

of load management and power demand control. Using 

WAMRS on distribution automation can supply many 

capabilities such as efficient meter-reading, distribution, 

power monitoring and control, load management and time-

of-use rate. With rapid growth of mobile communication 

network, future application service will gradually concentrate 

on data transmission service. 
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 The internet of thing allows object to be sensed and 

controlled remotely across existing network infrastructure, 

creating opportunities for more direct integration between the 

physical world and computer based systems, and resulting in 

improved efficiency, accuracy and economic benefit. The 

increasing generation needs empowered gadgets by wireless 

technology which includes Bluetooth, Radio Frequency 

Identification, Embedded sensors and many more. In that IOT 

technology has grown from its beginning and now presently 

widely using it. The electricity plays an important role in our 

life. Now days as the consumers are increasing rapidly it 

became very hard to handle the electricity requirements. 

Without electricity it’s impossible to survive and also it is 

important to save the electricity loss. As the generation is 

increases the consumer’s requirements also increasing so in 

accordance with it the technology improvement is needed. So 

we developed the system with faster and improved 

technology i.e. IOT. The electricity also contains some issues 

like power theft. Power theft is a measure crime and it also 

directly affects the economy of our country. Transmission, 

generation and distribution of electricity include the loss of 

electricity. To avoid the losses we need to monitor the power 

consumption and losses, so that we can efficiently utilize the 

generated power. Meter tempering is part of power theft and 

also illegal crime which we can minimize. Billing is a process 

in general the human operator goes to every consumer’s home 

then providing bill it will take lot of time. To resolve these 

issues we developed system on the base of IOT energy meter 

reading. IOT based energy meter reading consists of three 

parts: Controller, Theft detection and WIFI part. Controller 

part plays a major role in the system. Where all the 

information can send through this controller to the other part 

of the system and it also stores the information in it. WIFI 

part performs IOT operation in accordance with the Arduino 

controller. The energy meter connected with theft detection 

part if any temper happens it will send the information to the 

company as well as it will take automatic action by making 

power off. 

III. IMPLEMENTATION DETAILS 

Today's Demand actually requires accessing the device 

characteristics remotely in a reliable way. One of the possible 

way to accomplish the task is to connect a device (energy 

meter) to internet by providing IP address to it. In this project 

we are using three Microcontrollers, two on the consumer 

side for theft detection and IoT, one on the company side for 

Zigbee communication. The paper mainly focuses on theft 

detection, power optimization and providing the relevant 

energy consumption information to user. Here the user can 

monitor the energy consumption units from a web page by 

providing device IP address. Theft detection unit connected 

to energy meter will notify company side when meter 

tampering and theft detection occurs in energy meter through 

Zigbee and theft detected will be displayed on the terminal 

window. IOT based electricity energy meter (consumer end) 

consist of power line communication modem, theft detection 

and Wi-Fi unit. Power supply section deliveries power to all 

the components which requires Power. The microcontroller 

unit takes the information from the electricity meter and 

additionally carries out the appropriate control procedures 

and sends the required information like number of units 

through Wi-Fi module. Server is used to get visual 

information like no. of units, theft and Wi-Fi configuration. 

On the service provider end, Zigbee sends necessary 

commands during theft detection and also if consumer fails 

to pay the billed amount in time, the disconnection and 

reconnection can be done by sending the irrespective 

commands to the controller. 

 Each Zigbee module is like a telecommunication 

station since it’s a trans-receiver, and the modules can 

communicate with each other within the entire network due 

to its unique ID coding technique. The communication 

distance between the nodes can range from several meters up 

to kilometers such as the standard 75 meters to hundreds of 

meters and even several kilometers, generally considered as 

1.5 km of range. The Zigbee network can also be connected 

to other networks depends on its applications and network. 

Each meter contains an Interface Circuit (IC), here in this 

paper we are dealing with Arduino kit as IC and a ZigBee 

module according to the connection type. Practically we can 

implement ZigBee network into two ways, first a group-

meters-connection when various meters are connected to a 

module this kind of installation is seen at a single building or 

in a office or at any industry. And second one, a single-meter-

connection when a meter is connected to module examples of 

such modules is a single meter at individual home. By using 

group-meters-connection reduces various ZigBee modules; 

since it install group of meters by using single ZigBee. As a 

consequence it reduces the total cost of modules of an entire 

network and reduces network traffic or load. A wireless meter 

network comprised of, interconnected via mesh, star, point to 

point, etc. involves ZigBee device, ZigBee routers, 

concentrators, range extender and ZigBee-GSM coordinator 

according to the ZigBee standard to set up an end to end 

wireless communication network between consumer and base 

station. If a service provider wants to break the power 

connection for maintenance or after detecting a theft or 

tamper at any stage, it can switch-off the power line by a 

simple command from base station. To establish a connection 

again a command is given via ZigBee network to switch-on 

the line that enters into meter. Relays are basic component 

acts here as a switch for power for meters at consumers home. 

Relay make or break circuit for a main power line at 

consumers home. ZigBee is connected at base stations by 

using serial port with computer network for recording of data 

on real time bases. 

IV. RESULTS & DISCUSSION 

First point is we converting conventional energy meter which 

is about the project there are electromagnetic into a digital 

meter. We are doing automatic reading and also connection 

and disconnection of meters using WIFI module. Then meter 

reading has come faster. It is publically available for the 

customers. Both the peoples will be using the information as 

per their requirements and they will be having freedom to 

check the bill, tampering, when the meter has been connected 

and disconnected before the due date. Finally concluding our 

project that we are successfully monitored the tampering i.e. 

seal tampering and we have read the meter bills which also 

be uploaded on the website using IOT concept. Overall the 
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new things we are worked with in our project are ARM 

controller coupled with Arduino controller and the IOT 

model. 

 
Fig. 1: Output of Tampering Detection in Meter 

 Live metering Meter Reading (LMR) is a unique 

solution for problems in existing manual system. Live 

metering Meter Reading is self-assured automation system. 

Implementation of Live metering Meter Reading with the 

help of standalone system is an innovative idea. There are 

more chances of manual error, delay in processing, tampering 

of the meter and message of the Electricity by other sources 

but with the help of Live metering Meter Reading, we can 

easily overcome this anomalies.  Standalone LMR system is 

most suitable to implement transfer of unit. Using prepaid 

services, we can make proper use or storage of electricity. 

Economic benefits include increased cash flow, lower labour 

and equipment cost, increased accuracy and lower costs some 

customer satisfaction benefits include improved service 

quality, more customer choices and faster response time. 

V. CONCLUSIONS 

This paper is mainly concentrated on IOT network. First point 

is we converting energy meter which is about the project there 

are electromagnetic into a digital meter. We are doing 

automatic reading and also connection and disconnection of 

meters using wireless module. Then meter reading has come 

faster. It is available for the customers. The peoples will be 

using the information as per their requirements and they will 

be having freedom to check the bill, tampering, when the 

meter has been connected and disconnected before the due 

date. So concluding that we are successfully monitored the 

tampering seal tampering and we have read the meter bills 

which also be uploaded on the website using IOT concept. 

Overall the new things we are worked with in our project are 

controller coupled with Arduino controller and the IOT 

model. 
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