
IJSRD - International Journal for Scientific Research & Development| Vol. 6, Issue 03, 2018 | ISSN (online): 2321-0613 

 

All rights reserved by www.ijsrd.com 1743 

Camcorder Piracy -RFID based Anti-Piracy Screen 

Mr. Abhishek K. A.1 Mr. Chetan G.2 Mr. Deepak M. S.3 Mr. Akash M.4 Mr. Rohith M. N.5 
1,2,3,4UG Student 5Assistant Professor 

1,2,3,4,5Department of Electronics & Communication Engineering 
1,2,3,4,5VVIET, Mysuru, India 

Abstract— Film theft has such a profound impact on a wide 

range of economy that it is a crime in almost all countries. 

One major source of the movie piracy is camcorder piracy 

i.e., movies are recorded by portable devices inside theatres 

or any screening system and then sold on internet and grey 

markets. Different techniques and strategies are explored to 

overcome the problem and secure the digital cinema content, 

some are based on spatiotemporal modulation of light, 

watermarking techniques, maximizing annoyance and 

temporal effects. This paper deals with a projection technique 

to avoid piracy in movie theatres. We aim to defeat camcorder 

piracy by severely degrading the visual quality of the 

recorded movie while making the interference signals 

invisible to the audience. Infrared emitters are installed in 

movie theatres to interfere with the camcorder and create 

glares in the recorded frames. And also even if the degraded 

video is uploaded to the internet for audio purpose the person 

who recorded the movie can be tracked using a person 

identification system. Since piracy is against the law this 

creates an awareness among the once who try to pirate the 

video. 
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I. INTRODUCTION 

Movie piracy has a profound impact on the motion picture 

industry. The Motion Picture Association of America 

(MPAA) conducted an investigation on the movie piracy in 

2005. According to the statistics in the report, the major U.S. 

motion picture studios lost 6:1 billion or more annually. 

These losses in revenue will obviously cause serious financial 

problems for the studios and even contribute to their current 

downfall. In 2010, for example, over one million copies of 

James Cameron Avatar were downloaded illegally in just 

seven days. In the view of the law, movie piracy is considered 

as crime all over the world. As an important source of movie 

piracy, the camcorder piracy accounts for about 23% of the 

piracy methods according to the BBC News. As the source of 

infringing DVDs, camcorder movies spread rapidly on the 

internet. The sources of camcorder pirated movies can be 

made prior to the theatrical release date and after the date, 

classified as pre-release piracy and post-release piracy 

respectively. Prior to the Theatrical release, the film may be 

shown in private screenings to critics, sponsors and VIPs. 

There are two potential sources of piracy during this time. 

First, the audience, who have been Invited as the guests of the 

studio may capture the movie on camcorder and make the 

bootleg available for unauthorized distribution. Such copies 

are typically poor quality with poor sound. This is known as 

cam. Second, the theatre operator, working as an agent of the 

studio, can surreptitiously copy the movie at very high 

quality. This can be done simply, by showing the movie after 

hours with an empty house and a camcorder setup on a tripod 

in the back of the theatre. The sound can be taken directly 

from the house sound system. This is known as tele sync (TS). 

Once the film is released in the theatres, the potential for 

camcorder capture and theatre operator piracy increases 

drastically, also classified as cam and tele sync respectively. 

II. EXISTING SYSTEM 

Watermarking to Track Motion Picture Theft: Jeffrey A 

Bloom and Christos Polyzo is Discussed about avoiding the 

piracy by Water mark technology displaying a watermark 

within the video these have different properties and are better 

suited to meet the tracking requirements. These water mark 

contains the information from where it’s been pirated. This 

idea implies when the pre-release copies are stolen and are 

distributed prior to the theatrical release of the movie. 

Watermarking is a technology that can robustly 

attach tracking information to each individual copy of a 

movie. The watermarked copy is perceptually 

indistinguishable from the original and the tracking 

information cannot be removed or forged. The tracking 

information can be recovered from a pirated copy of a movie 

to identify the source of the leak. This serves as a deterrent to 

future, pre-release, insider piracy. 

A watermarking scheme for digital cinema: In this 

paper Jaap Haitsma and Ton Kalker presented a video 

watermarking scheme. It is designed such that it has minimal 

impact on video quality but still is detectable after capture 

with a handheld camera. The water marking shown in this 

paper is different from other water marking technology. It 

does so by inserting the watermark by changing the mean of 

the luminance values of a frame according to the samples of 

the watermark. Watermark detection is performed by 

correlating the watermark sequence with extracted mean 

luminance values of a sequence of frames. 

The watermark embedder and detector have been 

implemented in Standard Definition video Informal viewing 

tests showed that expert viewers were not able to distinguish 

the original from the watermarked content if s, hi v ,a nd T, 

were set to 0.025, 1,4 and 5, respectively. With these settings 

and a watermark with a length N=1024 several robustness 

tests were conducted under the following conditions: 

Camera placed on a tripod 

 A handheld camera 

 Recording under different angles 

 Slight rotations of the camera 

 Changing the zoom of the camera during recording 

 Visible heads of people in the audience 

 People walking between the camera and the screen 

Under all these conditions the majority of the 

watermark detections were successful defeating camcorder 

piracy by temporal psych visual modulation: In this paper, 

they present a new video projection technique based on 

TPVM to avoid camcorder piracy in theatres. This technique 

uses a difference in image formation mechanism between 

HVS and digital cameras. In HVS, images are formed is 

continuous integration of light whereas in digital cameras 
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capturing is based on discrete sampling of light sensors. A 

movie frame is decomposed into shale frames and when these 

frames are projected at a frame rate above 60Hz, HVS will 

experience movie presentation normally without any artefacts 

but the video captured by digital cameras contain severe, 

highly objectionable artefacts, which deprives the pirated 

video contents information security display based on spatial 

psych visual modulation: This paper introduces an 

information security display system based on SPVM. Display 

devices now support high pixels of density but still human 

visual (HVS) system cannot distinguish between image 

signals with spatial frequency above threshold. Therefore, it 

is possible to develop an information security display using 

the mismatch between resolution of display devices and HVS. 

Given the visual stimuli of both bystanders and authorized 

users, they developed display device accordingly and they 

used polarization for this to differentiate between bystanders 

and authorized users. Operationally it is difficult. 

Development of stereoscopic display technologies helped 

polarizing display signals more. Hardware is made by LG. 

Software is written using C++ with SDKs & DirectX etc. 

Kinect is used to enhance human computer interaction 

A. Outcome of Literature Survey 

The visible light ranges from 400nm-700nm, infrared rays 

ranges from 700nm-1000nm.Near infrared ranges from 700-

780nm where the camera lenses are designed to cut-off. 

Lower rays 400nm, higher range of rays more than 700mn, 

but these designs will not be accurate at near rays ranging 

700nm-780nm wavelengths. The range of infrared rays defeat 

the camera sensors the recording. 

The visible light ranges from 400nm-700nm, 

infrared rays ranges from 700nm-1000nm.Near infrared 

ranges from 700-780nm where the camera lenses are 

designed to cut-off. Lower rays 400nm, higher range of rays 

more than 700mn, but these designs will not be accurate at 

near rays ranging 700nm-780nm wavelengths. The range of 

infrared rays defeat the camera sensors the recording. 

In the proposed system we deal with a projection 

technique to avoid piracy in movie theatres. We aim to defeat 

camcorder piracy by severely degrading the visual quality of 

the recorded movie while making the interference signals 

invisible to the audience. Infrared emitters are installed in 

Movie Theater to interfere with the camcorder and create 

glares in the recorded frames. This system prevents disclosure 

of private and personal information through unauthorized 

recording screens effectively by disturbing the acquisition 

functions of any camera making an illegal recording in the 

theatre. This technique can visually destroy the recorded 

movie contents while achieving visual transparency of added 

interference signals to the theatre audience. Anti-piracy is 

achieved and artifacts in the pirated video are obvious. Since 

we also give an effect of blinking the LEDs at a period of time 

which creates more disturbance. 

III. PROPOSED SYSTEM DESIGN 

 
Fig. 1: IR LED Embedded Screen 

The signals are transmitted by the IR LEDs placed behind the 

screen along the parameter of screen. Playing a movie on the 

screen. IR signals from the screen disturb the acquisition 

function of any camcorder piracy without disturbing the 

human eyes. Technically, near infrared rays combines with 

the visible light with small portion 

The visible light ranges from 400nm-700nm, 

infrared rays ranges from 700nm-1000nm.Near infrared 

ranges from 700-780nm where the camera lenses are 

designed to cut-off. Lower rays 400nm, higher range of rays 

more than 700mn, but these designs will not be accurate at 

near rays ranging 700nm-780nm wavelengths. The range of 

infrared rays defeat the camera sensors the recording. 

Presents the working mechanism of the proposed 

anti-piracy scheme. The proposed anti-piracy scheme can be 

separated into three steps. 

1) Pattern embedding, when playing movies in theatre, the 

projector emits frames that are embedded some specific 

patterns in real time. Based on TPVM display 

technology, pirated movies recorded by camcorder will 

contain some artefacts which degrade the visual quality 

of the movie severely, where the visual quality of 

audiences will not be affected. 

2) Pattern extraction, by analysing the pirated movies 

uploaded to the Internet, the tracking information can be 

extracted to determine the theatre and ShowTime at 

which the pirated movies were made, thus, revealing the 

organization responsibility for the illegal release and 

making the organization to improve the preventive 

measures to defeat anti-piracy. 

3) Pirate identification, the estimation system estimates the 

theatre where the pirate was, then combining with a 

person identification system (e.g., ticketing system, 

RFID Identification, CCTV information of the theatre), 

the person who are the pirate can be identified. 

IV. IMPLEMENTATION 

The below figure shows the real time implementation of the 

complete system which consists of an Renesas 

microcontroller (RL78), IR sensor, 16x2 LCD display, GSM 

module, RFID tag and reader, relay and 4x4 keypad Matrix. 
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Fig. 2: Design of System Hardware 

A. Working Procedure 

 The infrared transmitters are placed behind the screen 

degrades the visual quality for a camera 

 For the demo purpose RFID Tags are provided to each 

one who buys Movie tickets. These RFID tags for the 

security purpose and the safety accesses purpose. 

 When User Punches the RFID tags to RFID reader and 

OTP will be sent to the user mobile. 

 User Enters the OTP in using keypad and enters into 

screening system. 

 The person Identification will be stored in separate 

storage system along with the show timings and show 

date. 

 These users Information helps administrator to track the 

person who is trying to pirate the movie. 

V. FLOW CHART 

 
Fig. 3: Flow Chart 

VI. RESULTS 

 
Figure 4: Flow Chart 

The prototype is implemented using LCD Screen, Sets of IR, 

and RFID Tag Reader and took advantage of stability and 

reliability of GSM characteristics. The whole system was 

built on the technology of embedded system which makes the 

system safer, reliable and easy to use. The figure 5 shows the 

distorted video which is captured in a video camera. 

 
Fig. 5: Camera View 

VII. CONCLUSION 

The paper introduces a prototype system of defeating 

camcorder piracy, by exploiting the differences between 

human eyes and semiconductor imaging sensors in temporal 

convolution of optical signals, we demonstrated how this 

technique can visually destroy the recorded movie contents 

while achieving visual transparency of embedding patterns to 

the theatre audience. The pattern also serves as the tracking 

information to reveal the one responsibility for the camcorder 

piracy. 
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