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Abstract— Traffic anomaly detection is of premier 

importance for network administrators as anomalies have a 

dramatic impact on network performances, & QoS perceived 

by users. It is, however, a very time consuming and costly 

task that often requires decision from network and security 

experts. For making anomaly detection autonomous, many 

research works started investigating the use of unsupervised 

machine learning techniques, and in most cases traffic 

clustering. Identifying the clusters corresponding to 

anomalous traffic classes among the full set of detected 

clusters still remains a challenge.  This is mostly due to the 

nature of clustering techniques that work on traffic samples 

of a given duration, each cluster being classified after an 

uncertain post processing stage.  In this paper, we show how 

anomaly detectors can benefit   from keeping   a temporal 

track of the clustering results along time.  This improvement 

has been added to ORUNADA (Online Real-time 

Unsupervised Network Anomaly Detection Algorithm) that 

aimed at providing efficient anomaly detection on high speed 

networks. This new ORUNADA version - called H-

ORUNADA for History-ORUNADA. H-ORUNADA has 

also been implemented on Buffer Streaming for being able to 

work on very high-speed networks (targeting several 

hundreds of Grits/s) and evaluated on the Google Cloud 

Platform. 
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I. INTRODUCTION 

With sensors pervading our everyday lives, we are seeing an 

exponential increase in the availability of streaming, time-

series data. Largely driven by the rise of the Internet of Things 

(IoT) and connected real-time data sources, we now have an 

enormous number of applications with sensors that produce 

important data that changes over time. Analyzing these 

streams effectively can provide valuable insights for any use 

case and application. The detection of anomalies in real-time 

streaming data has practical and significant applications 

across many industries. Use cases such as preventative 

maintenance, fraud prevention, fault detection, and 

monitoring can be found throughout numerous industries 

such as finance, IT, security, medical, energy, e-commerce, 

agriculture, and social media. Detecting anomalies can give 

actionable information in critical scenarios, but reliable 

solutions do not yet exist. To this end, we propose a novel and 

robust solution to tackle the challenges presented by real-time 

anomaly detection. Consistent with [1], we define an anomaly 

as a point in time where the behavior of the system is unusual 

and significantly different from previous, normal behavior. 

An anomaly may signify a negative change in the system, like 

a fluctuation in the turbine rotation frequency of a jet engine, 

possibly indicating an imminent failure. An anomaly can also 

be positive, like an abnormally high number of web clicks on 

a new product page, implying stronger than normal demand. 

Either way, anomalies in data identify abnormal behavior 

with potentially useful information. Anomalies can be spatial, 

where an individual data instance can be considered 

anomalous with respect to the rest of data, independent of 

where it occurs in the data stream, like the first and third 

anomalous spikes in Fig. 1. An anomaly can also be temporal, 

or contextual, if the temporal sequence of data is relevant; i.e., 

a data instance is anomalous only in a specific temporal 

context, but not otherwise. Temporal anomalies, such as the 

middle anomaly of Fig. 1, are often subtle and hard to detect 

in real data streams. Detecting temporal anomalies in 

practical applications is valuable as they can serve as an early 

warning for problems with the underlying system. 

A. Streaming Applications 

Streaming applications impose unique constraints and 

challenges for machine learning models. These applications 

involve analyzing a continuous sequence of data occurring in 

real-time. In contrast to batch processing, the full dataset is 

not available. The system observes each data record in 

sequential order as they arrive and any processing or learning 

must be done in an online fashion. 

In streaming applications early detection of 

anomalies is valuable in almost any use case. Consider a 

system that continuously monitors the health of a cardiac 

patient’s heart. An anomaly in the data stream could be a 

precursor to a heart attack. Detecting such an anomaly 

minutes in advance is far better than detecting it a few 

seconds ahead, or detecting it after the fact. Detection of 

anomalies often gives critical information, and we want this 

information early enough that it’s actionable, possibly 

preventing system failure. There is a tradeoff between early 

detections and false positives, as an algorithm that makes 

frequent inaccurate detections is likely to be ignored. Given 

the above requirements, we define the ideal characteristics of 

a real-world anomaly detection algorithm as follows: 

1) Predictions must be made online; i.e., the algorithm must 

identify state xt as normal or anomalous before receiving 

the subsequent xt+1. 

2) The algorithm must learn continuously without a 

requirement to store the entire stream. 

3) The algorithm must run in an unsupervised, automated 

fashion—i.e., without data labels or manual parameter 

tweaking. 

4) Algorithms must adapt to dynamic environments and 

concept drift, as the underlying statistics of the data 

stream is often non-stationary. 

5) Algorithms should make anomaly detections as early as 

possible. 

6) Algorithms should minimize false positives and false 

negatives (this is true for batch scenarios as well). 

Taken together, the above requirements suggest that 

anomaly detection for streaming applications is a 

fundamentally different problem than static batch anomaly 
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detection. As discussed further below, the majority of 

existing anomaly detection algorithms. 

II. PROPOSED SYSTEM 

The existing detectors do not consider temporal information. 

They only consider the information gathered at a time slot to 

decide whether it is normal or not. Existing solutions are 

mainly knowledge-based and this knowledge must be 

continuously updated to protect the network. We proposed 

new History Online and Real-time Unsupervised Network 

Anomaly Detection Algorithm (H-ORUNADA).For 

HORUNADA, the micro-slot size is of essential importance. 

The smaller the micro-slot size, the faster H-ORUNADA 

identifies the anomalies and the network administrator takes 

countermeasures. For reducing significantly the time to detect 

anomalies in the traffic, and improving the capacity in 

working with large throughput networks (working in real-

time on flowing traffic in current networks is a big data 

challenge), HORUNADA has been implemented on the 

buffer streaming. H-ORUNADA mainly used for reducing 

the time to detect anomalies and improving       the capacity. 

A. Advantages 

 Reduce time complexity 

 Generate clear signatures to describe anomalies 

 Low complexity 

 Quick detection 

An anomaly detection technique was implemented in NS2 by 

using H-ORUNADA algorithm based on Buffer Streaming. 

 
Fig. 2.1: System Architecture 

Figure 2.1 shows how all the modules are works 

together to product network from the anomalies. 

During the preprocessing step, packets are 

aggregated into flows using an aggregation flow key. The 

feature space changes little from one micro-feature space to 

another. This assumption seems realistic as few packets arrive 

in   seconds. If the assumption holds, updating the feature 

space partition instead of re-computing it entirely could save 

a significant amount of time. In Buffer streaming the data are 

stored temporarily to reduce packet drops and increase the 

speed of anomaly detection. To avoid buffer overflow 

alternative path can be selected to transmit the data. 

Incremental clustering algorithms can update 

rapidly a feature space partition when few points are added or 

removed. They take benefit from the facts that deleting or 

adding a point affect the current partition of the feature space 

only in the neighborhood of the point. Therefore, incremental 

clustering algorithms can efficiently update a feature space 

partition by re-computing only a few points. The clustering 

step outputs N partitions, one for each subspace. These 

partitions are then merged using n algorithm based on 

evidence accumulation techniques for outlier detection 

(EV4A). 

B. Preprocessing 

During the preprocessing step, packets are aggregated into 

flows using an aggregation flow key, which can be, for 

example, the IP destination and/or the IP source associated 

with a mask(/32,/24,/16,/8).Numerous features can be 

compute do Overflow such as: nbDsts(#of different IPdsts), 

nbSrcs(#of different IPsrcs),nbPkts (#ofpkts),nbSYN, 

nbICMPetc. Each flow f is described by a set of n features in 

a vector xf = (x1, x2..., xn). The set of vectors is stored in a 

normalized matrix of size |F | × n denoted X, |F | being the 

total number of flows. X represents the feature space. 

C. Feature Extraction 

UNADA divides the feature space into subspaces of two 

dimensions (features). It builds as many subspaces as there 

are combinations of two dimensions. Therefore, it generates 

N = (n−1).n subspaces. Every subspace is then partitioned 

using a clustering algorithm. The clustering algorithm groups 

similar flows into clusters and identifies as outliers isolated 

flows. The similarity between two flows is evaluated using a 

distance function. Two flows are considered as similar if they 

are close to each other and dissimilar if they are far from each 

other. UNADA is based on a density-based clustering 

algorithm DBSCAN (Density- Based Spatial Clustering of 

Applications with Noise). DBSCAN has the advantage of 

discovering clusters of any shape in data with noise. There is 

noise in the data when some points are very different from the 

others. These points are called outliers. DBSCAN takes two 

input parameters: 

 A radius r which defines the neighborhood of a point. 

Every point situated within a distance r from a point p is 

a neighbor of p. 

 MinClusPts which defines the minimum number of 

points to form a cluster and a core point. A core point is 

a point which has at least minClusPts neighbors. 

DBSCAN defines different relations between points. 

 A point p is directly density-reachable from a point q if 

q is a core point and p is in its neighborhood. 

 A point p is density-reachable from q if there is a chain 

of     points p1, p2, p3... pn where p = p1 and q = pn such 

that pi+1 is directly density-reachable from pi. A point p 

is density-connected to a point q if there is a point o 

where p is density-reachable from o and q is density-

reachable from o. 

Finally, DBSCAN defines a cluster as the maximal 

set of points where every pair of points p and q are density- 

connected. DBSCAN consider isolated points, which do not 

belong to any cluster, as outliers and noise. 

The detection is usually performed on network 

traffic collected in large time-slots implying long period of 

time between an anomaly occurrence and its detection. To 

overcome this issue, we propose to use a discrete time-sliding 

window in association with an unsupervised network 
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anomaly detector. The proposed method is generic: any 

sufficiently fast and efficient detector can benefit from the 

proposed solution to reach continuous and real-time 

detection. 

The traffic has to be collected in large time-slots of 

length ∆t in order to gather enough packets to catch flows 

patterns. Evaluations presented in showed that UNADA 

detection performance is maximized with time-slots of 15 

seconds, i.e. when ∆t = 15s. Collected traffic is then 

aggregated into flows with an aggregation key. Each flow is 

described by a set of features stored in a vector. These vectors 

are then concatenated in a normalized matrix X which 

represents the feature space. The network anomaly detection 

is then performed on the matrix X. 

D. Subspace Clustering 

The clustering step updates the partition of each subspace. It 

computes for each subspace the points to add X add, to 

remove X rem, and to update X up and updates using IDGCA 

the previous subspace partition Pi. For each subspace, 

IDGCA outputs a new partitioning. The extraction step only 

occurs after d∆t/δte feature space updates. During the first 

d∆t/δte − 1 feature space updates, the extraction step is not 

performed because the sliding window is not full, and 

ORUNADA may not have sufficient information on the 

network traffic to identify abnormal flows. This step 

combines the N obtained partitions using the EA algorithm 

for outliers identification (EA4O), and outputs a dissimilarity 

vector D. This dissimilarity vector associates to each flow a 

score of abnormality. A flow score is the cumulated sum of 

its distance to the center of the biggest cluster in every 

subspace where it is identified as an outlier. 

E. Incremental Clustering 

Incremental clustering algorithms can update rapidly a 

feature partition when few points are added or removed. They 

take benefit from the fact that deleting or adding a point 

affects the current partition of the feature space only in the 

neighborhood of the point. Therefore, incremental clustering 

algorithms can efficiently update a feature space partition by 

re-computing only a few points. 

Among available grid clustering algorithms, DGCA 

(Density Grid-based Clustering Algorithm) offers many 

advantages; it can discover any shape of clusters and identify 

outliers. In DGCA, a group of consecutive dense cells forms 

a cluster. In the context of ORUNADA, we have slightly 

modified DGCA. We denote S   = {A1   ∗ ... ∗Ak} a k-

dimensional space where A1... 

AK is the dimensions of S. Our modified version of 

GDCA takes as input a feature space can be divided into four 

steps: 

1) The space is divided into non-overlapping rectangular 

units or cells. The units are obtained by partitioning each 

dimension into intervals of size l. Each unit has the form 

u = {u1 , .., uk } where ui = (li , hi ) is a right- open 

interval in the partitioning of Ai . 

2) Points are placed into the cells. Cells containing 

atleastminDensePts are marked as dense units. A point x  

={x1 , ..., xk }  belongs to  a  unit  u  ={u1 , .., uk }  if li 

≤ xi ≤ hi for all ui . 

3) Set of connected dense units are grouped together to 

form a cluster. Two k-dimensional dense units u1 and u2 

are connected if they have a common face or if there 

exists another k-dimensional unit u3 such that u1 is 

connected to u3 and u2 is connected to u3. Units u1 = 

{r1...rk} and u2 = {r0...r0} have a common X of size |F | 

∗ k made up of k-dimensional points 

4) It returns the clusters whose number of points is superior 

to minClusPts. 

F. Evidence Accumulation 

The clustering step outputs N partitions, one for each 

subspace. These partitions are then merged using an 

algorithm based on evidence accumulation techniques: the 

EA algorithm for outlier’s identification (EA4O). This 

algorithm assigns to each flow a score of outlierness 

(dissimilarity). A flow score is the cumulated sum of its 

abnormality level in every subspace. In a subspace, if a flow 

belongs to a cluster its abnormality level is set to null 

otherwise, it is proportional to its distance to the centroid of 

the biggest cluster. Flows scores are stored. 

The dissimilarity vector  D  is  then  sorted  and  

plotted  to  obtain  a  curve.  A knee point in the curve 

indicates a sudden change in flows scores and therefore, in 

flows degree of abnormality. To extract anomalous flows 

from the dissimilarity score, a threshold this set at the knee 

point value of the sorted curve. This value is computed with 

the knee point algorithm proposed in. Every flow with a 

dissimilarity score above this threshold is considered as 

anomalous. 

G. Buffer Streaming 

In information security and programming, a buffer overflow, 

or buffer overrun, is an anomaly where a program, while 

writing data to a buffer, overruns the buffer's boundary and 

overwrites adjacent memory locations. 

Buffers are areas of memory set aside to hold data, 

often while moving it from one section of a program to 

another, or between programs. Buffer overflows can often be 

triggered by malformed inputs; if one assumes all inputs will 

be smaller than a certain size and the buffer is created to be 

that size, then an anomalous transaction that produces more 

data could cause it to write past the end of the buffer. If this 

overwrites adjacent data or executable code, this may result 

in erratic program behavior, including memory access errors, 

incorrect results, and crashes. 

Exploiting the behavior of a buffer overflow is a 

well-known security exploit. On many systems, the memory 

layout of a program, or the system as a whole, is well defined. 

By sending in data designed to cause a buffer overflow, it is 

possible to write into areas known to hold executable code, 

and replace it with malicious code. 

III. RESULTS & DISCUSSION 

A. Throughput 

In general terms, throughput is the maximum rate of 

production or the maximum rate at which something can be 

processed. When used in the context of communication 

networks, such as Ethernet or packet radio, throughput or 

network throughput is the rate of successful message delivery 
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over a communication channel. The data these messages 

belong to may be delivered over a physical or logical link or 

it can pass through a certain network node. 

Throughput is usually measured in bits per second 

(bit/s or bps), and sometimes in data packets per second (p/s 

or pps) or data packets per time slot. Throughput of receiving 

packets: It tells the throughput of receiving packets on XY 

axis, with throughput of receiving   packets i.eno. of packets 

packets received per second on y axis and time on y axis. 

 
Fig. 3.1: Throughput 

Figure 3.1 shows comparison between the 

throughput of the existing and current process based on time 

and performance. 

B. Delay Analysis 

It tells us about how many packets are generated as well as 

their packet identification. Here is a graph of generated 

packets is plotted on the XY axis. When a packet is 

transmitted, some packet delay comes. Like if 1000 packets 

are to be transmitted, all the 1000 cannot be transmitted at 

once, but the packets can be transmitted in installments, 

thereby resulting in the packet delay. 

 
Fig. 3.2: Delay Analysis 

Figure 3.2 shows comparison between the delay 

analysis of the existing and current algorithm based on delay 

time and network density. 

IV. CONCLUSION & FUTURE WORK 

ORUNADA is a scalable and real-time unsupervised network 

anomaly detector. It relies on a discrete time-sliding window 

to process in continuous the incoming traffic and on an 

incremental grid clustering to update the feature space 

partition. It detects, with a low delay, network anomalies in 

order to remove them before they damage the network. 

ORUNADA collects the network traffic at the border link of 

the network to be protected using a discrete time sliding 

window. The traffic is then aggregated into flows. Flows are 

described by a large set of features. To overcome the curse of 

dimensionality, the feature space is divided into subs paces. 

A clustering algorithm is then performed on each subspace to 

detect outliers. To speed up the clustering step, ORUNADA 

relies on a grid and incremental clustering algorithm which 

updates every partition instead of re computing them. The 

obtained partitions are then merged to identify the most 

dissimilar outliers and thus, the anomalies. Our discrete time 

sliding window is generic and can be used by any fast detector 

to detect anomalies in a continuous way. 

To further improve its speed, we have planned to 

distribute its computation over a cluster of servers using tools 

from the Big Data world such as Spark Streaming. Spark 

Streaming is a framework for distributing the computation of 

algorithms which have, as input, very large stream of data. 

Moreover, we would like to integrate the feedback of the 

network administrator to refine the detection performance of 

our solution. 
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