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Abstract— Electrical power theft detection system is used to 

detect an unauthorized tapping on distribution lines. 

Implementation area of this system is a distribution network 

of electrical power supply system. Existing system is not able 

to identify the exact location of tapping. This system actually 

finds out on which electrical line there is a tapping. This is a 

real time system. Wireless data transmission and receiving 

technique is used. This will provide an additional facility of 

wireless meter reading with the same technique and in same 

cost. This will protect distribution network from power theft 

done by tapping, meter tampering etc. Keywords: Electrical 

power theft, wireless data transmission and receiving, 

tapping, meter tampering.  

Key words: Electrical Power Theft, Wireless Data 

Transmission and Receiving, Tapping, Meter Tampering 

I. INTRODUCTION 

Generation, transmission and distribution of electrical energy 

involve many operational losses. Whereas, losses implicated 

in generation can be technically defined, but transmission and 

distribution losses cannot be precisely quantified with the 

sending end information. This illustrates the involvement of 

nontechnical parameter in transmission and distribution of 

electricity. Overall technical losses occur naturally and are 

caused because of power dissipation in transmission lines, 

transformers, and other power system components. Technical 

losses in T&D are computed with the information about total 

load and the total energy bill. While technology in on the 

raising slopes, we should also note the increasing immoral 

activities. With a technical view, Power Theft is a non-

ignorable crime and at the same time it directly affected the 

economy of a nation. Electricity theft a social evil, so it has 

to be completely eliminated. Power consumption and losses 

have to be closely monitored so that the generated power is 

utilized in a most efficient manner. The system prevents the 

illegal usage of electricity. At this point of technological 

development the problem of illegal usage of electricity can be 

solved electronically without any human control .The 

implementation of this system will save large amount of 

electricity, and there by electricity will be available for more 

number of consumer then earlier, in highly populated country 

such as INDIA. 

II. OBJECTIVES 

1) This system would provide a simple way to detect a 

wireless power theft without any human interface. 

2) It would indicate exact zone and distribution line on 

which unauthorized taping is done in real time. 

3) It would be time saving if distribution company 

personnel take reading by this wireless technique. 

4) It would provide a digital record in case of any judicial 

dispute. 

5) To maximize the profit margin of power utility company. 

III. IMPLEMENTATION OF SYSTEM 

We can detect electricity theft wirelessly. Illegal usage of 

electricity can be solved electronically without any human 

control, using ZIGBEE Technology. Electric Power is 

transforming from transmitter to the receiver at that time if 

load is apply in between transmission of power and if 

difference is find between the transforming and receiving 

power then there is stealing of power from unauthorized 

person. i.e. Whenever energy is passing from supplier to the 

receiver at that time if the total amount of power is not 

received by the receiver then there is possibility of thefting of 

energy. The microcontroller conveys the information to the 

relay and switches from ON to OFF and power supply to 

meter is cut down by the system. Hence the LCD displays the 

message, “Meter is tempered” and this message sends to 

authorized official. This wireless ZIGBEE technique based 

system is much useful to detect the stealing of electricity 

worldwide and it is very efficient and less costly to implement 

the theft detection system. 

IV. METHODOLOGY 

A. Power Theft Detection 

Digital energy meter (M1) will measure a consumed power 

by load (L1) over a period. It will send a data in proportion 

with consumed power to receiver with the help of wireless 

digital data transmitter. Receiver on the pole system will 

receive a data sent by transmitter in a load side meter. 

Receiver will send it to microcontroller. Also energy meter 

on pole will measure power sent over line1 and provide 

appropriate data to microcontroller. The microcontroller 

conveys the information to the relay and switches and power 

supply of the system. Hence the LCD displays the message, 

“Meter is ok”. Now microcontroller has two readings one is 

power calculated on pole itself and another is power 

consumed by load (L1). 

Suppose there is tapping done by any unauthorized 

person on the line to connect his appliance as shown in 

figure1. Over a certain period there will be difference 

between meter reading (M1) and pole based reading. 

Microcontroller will compare these two values and if the 

measured value on pole is more than value send by meter 

(M1) by some tolerance then power theft is happening on 

line1. This theft signal generated on pole system can be 

transmitted to substation by power line communication 

technique or by wireless technique whichever is suitable an 

economical. Tolerance should be provided for losses of line. 

Because over a long period there will be difference in reading 

of meter on load side and pole side due to loss of line between 

pole and load. Therefore tolerance should be provided 

through programming of micro-controller. The resistance 

change is monitored by microcontroller and the load will cut 

out by showing the message that “Meter is tempered”, LCD 
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displays the message, and this message sends to authorized 

official. 

 
Fig. 1: Power theft detection 

B. Wireless Meter Reading 

Now a day utility company personnel goes at every house to 

take the readings of meters for billing purpose. It will create 

problem when consumer is out of Town or home is locked 

due to other reasons. This system of wireless meter reading is 

based on the same principle of wireless data transmission that 

is used in power theft detection. Utility company personnel 

will have a device consists of wireless data receiver with 

microcontroller and display. When that device is in the range 

of data reception it will receive the data sent by transmitter in 

the load side meter. For this one counter has to be installed in 

the load side meter (shown in figure2). It will keep a record 

of power consumed by load over a given time (say one 

month).This recorded data will be send by transmitter 

wirelessly. 

Receiving device will receive the meter reading and 

keep its record with consumer serial number. For this device 

should be in the range of transmitter. Hence, utility company 

personnel don’t have to check every meter. He can take 

reading without going to consumer’s house. This is time 

saving technique. 

 
Fig. 2: Wireless meter reading 

V. BLOCK DIAGRAM 

 
Fig. : Block Diagram of Wireless Theft Detection System 

VI. ALGORITHM 

 System powered on 

 System initializing 

To program the AT89S52 take the following Steps: 

 Input the desired memory location on the address lines. 

 Input the appropriate data byte on the data lines. 

 Activate the correct combination on control signals. 

 Raise EA/VPP to 12V. 

 Pulse ALE/PROG once to program a byte in the flash 

array or the lock bits. 

The following software’s are used in project: 

1) Assembly language for 8052 

2) 8052 Cross compiler 

3) Universal Programmer soft ware 

4) ORCAD for PCB designing and layout. 

VII. ADVANTAGES 

 The proposed system provides the solution for some of 

the main problems faced by the existing grid system, 

such as wastage of energy, power theft, manual billing 

system, and transmission line fault. 

 This method will reduce the energy wastage and save a 

lot of energy for future use. 

 We can detect the location from where the power is being 

stolen which was not possible before. 

 Optimized use of energy. 

 Real time theft monitoring 

 Currently used energy meters can be modified into this 

sensor, so no need to replace currently used energy 

meters. 

VIII. RESULT 

Power theft can be calculated by using the following formula: 

Difference = transform data – receiving data 
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If difference is negligible then there is no power theft 

otherwise there is a power theft. 

IX. CONCLUSION 

 Wireless ZIGBEE technique based system is much 

useful to detect the stealing of the electricity worldwide. 

To control the revenue losses the authorized officials 

needs to detect the theft of the electricity it means the 

theft of the bypassing is the most effective one over the 

whole world comparing to the other techniques used to 

steal the electricity i.e. the unauthorized consumption of 

the electricity. 

 This system ensures the accurate billing of the electricity 

consumed hence to provide the best way to prevent from 

the electricity theft. The supply cut by this system can 

only be reset by the authorized person of the electricity 

authorized department therefore this system helps to 

reduce the manual error and provide an excellent way to 

detect the bypassing of the energy meter. 

 The low cost and the low power consumed by the 

ZIGBEE module makes it to deploy in most of the 

wireless system because it uses a cell-phone to send the 

information and due to the low power consumption it 

provides long battery life to use this cell-phone. Hence 

further more and more improvements can be done to 

make the system much more efficient and excellent also 

for the long haul. 

 Further can be used to detect the theft of the gas, fuel and 

oil simply by changing the measurement meter and 

excellently the theft can be detected at tables by the 

authorized agencies. 
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