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Abstract— From the user perspective, security and efficiency 

are key to the idea of authentication. It’s application in multi-

server architecture authentication protocol. User’s login 

many servers with only one password and one identity. In 

2018, we find that above idea could not resist password 

guessing attack, user impersonation attack and do not have 

anonymity. For these concerns, we propose a multiserver 

authentication idea based on two-factor, which can raise 

efficiency of communication and calculation by reducing 

unnecessary steps of keys exchange. In addition, the scheme 

has higher security which makes up for above-mentioned 

security flaws. 
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I. INTRODUCTION 

The vulnerable public network can be secured by 

cryptographic mechanism, in 1981, Lamport first proposed a 

password-based idea for authentication [1], to deal with 

remote user access. A big step towards more efficient and 

secure solutions was that no password table is required to 

keep in a system for verifying the legitimacy of the login 

users [2]. Sun proposed a revised version to significantly 

reduce the communication and computation costs [3 to deal 

with ID-theft problems, Das proposed a dynamic ID-based 

remote user authentication scheme using smart cards [4]., 

Kim et al.'s effort is to guarantee user privacy against a 

remote server and further provide traceable anonymity 

authentication [5]. 

II. PROBLEM FACING IN A NORMAL SECURITY 

A. Easy to Access 

In there is a normal user can be entered the password to the 

website/computer for easy to remember at a future time. 

B. Save Password 

The normal user saves their password in a computer for a 

future stick or it will be a save as remember in a website for 

easy to login. 

C. Easy to Guess 

If the attacker to attack any victim PC/website then it will be 

first of all guess their password which is around in a victim. 

D. Lack of Security 

As a past time there is lack of security on a computer or 

website to secure our data. it will create a less amount of 

security will be grown. 

E. Easy to Crack 

In there is older time period attacker can be easy to crack their 

password and access the victim data without their permission. 

III. THEORETICAL FRAMEWORK 

Security threatens in device can be roughly 

categorized into four sections. First, this vulnerability 

exposes the threat is growing as an open platform. Second, 

depending on the application distribution through the Internet 

world malicious viruses and opportunities are expanding. 

Third, it supports a variety of network connectivity 

environment providing a multiplicity of infection. Last, a rise 

of private and corporate information leak threatens from 

mobility convenience and mobile office program. 

There are some security Devices which is available for 

providing a security 

 Biometric Device 

 USB authentication token 

A. Biometric Device 

Number of ways on which biometric parameters, are based 

identification these are the iris of the eye, the retina of the eye, 

a hand vein pattern, a fingerprint, a handprint, a hand 

geometry, a face geometry, 2D / 3D face models, a signature, 

a voice, a gait, a shape of ears. A fingerprint is the most-used 

parameter today. Every day the cost of fingerprint scanners is 

more and more reduced, but the number of additional 

parameters, such as finger temperature, pressing force and the 

like ones, increases. We can say that scanner manufacturers 

will reach the limit of opportunities in this area in the nearest 

future. The most statistically reliable parameters are the iris 

of the eye and a hand vein pattern. But it takes longer time 

than fingerprint or a face shape to process. The indicators of 

reliability are such features as a false rejection and a false 

access. A false denial of access for biometric data tends to 

0%, and a false access does not exceed 1-2%. Despite all the 

differences between the biometric parameters, it was decided 

to use the False Acceptance Rate (FAR) and False Rejection 

Rate (FRR) as the basic characteristics of biometric systems. 

Obviously, the smaller these ratios, the more reliable one or 

the other parameter. These factors help to decide whether to 

use a particular method of identification and authentication, 

depending on the task. Table 1 shows the average values for 

the various biometric systems [4]: 

 
Table 1: Mean Values for Different Biometric System 

1) Structure of Biometric Systems of Access Control 

For the most part ACS and the working time control systems 

are network distributed systems with the user access rights, 

stackable if necessary, open to the integration with other 

manufacturers' equipment. connected controllers to  control 

PC or server via USB or LAN Ethernet are set at the points of 

passage [7, 8]. 

special software required for user registration. A 

control reader, connected via the USB port of a personal 

computer, is applied to register fingerprints. As we can see in 

Figure 1, the ACS has a modular structure. It allows the 
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system to be scalable and more stable. In the event of failure 

of one of the elements, the system continues working, of 

course, in a limited function mode. Generally the software 

consists of two modules – a ‘working time control system’ 

and an ‘access control system’. The time tracking system 

works with a staff, shifts, schedules, events, obtained 

automatically or listed in the manual mode. It allows making 

reports. The access control program is responsible for 

connecting and configuring devices, setting the rights of 

passage and time zones, synchronization of data between the 

database and terminals [9]. 

 
Fig. 1: General Structre of Biometric Systems of Access 

Control 

2) Comparative Evaluation of Biometric Systems 

Let us select several empirical characteristics for assessing 

the quality of the system: 

1) Forgery resistance. 

2) Environmental resistance –estimate system stability 

under various environmental conditions, such as 

changing the lighting or the room temperature. 

3) Ease of using - shows how difficult it is to use a biometric 

scanner, whether it is possible to identify ‘on the fly’. 

4) Operation speed. 

5) The cost of the system 

You can see a comparative evaluation of biometric systems 

based on the ten-point scale. 

 
Table 2: Comparative Evaluation of Biometric System 

It can be concluded that forgery resistance of one or 

the other biometric parameter is inversely proportional to the 

speed of processing it by the system. 

The most statistically reliable and forgery resistant 

access systems are the admission systems based on the iris of 

the eye and on a hand vein pattern. The least expensive and 

easiest to use, but having good statistics are the fingerprints 

admission systems. The admission on 2D face is convenient 

and cheap, but it has a limited range of applications due to 

poor statistics. 

In addition to combining the used biometric 

parameters, it is possible to combine the parts of the body, 

from which the parameters are removed. For example, for the 

iris of the eye we can increase the accuracy of the system 

almost quadratic ally without time-consuming. We can 

complicate the system by making it for two eyes. As for the 

fingerprint method, it is possible to do it by combining several 

fingers; as for the vein pattern recognition, it may be done by 

combining two hands, the scope, of improvement is only 

possible by increasing the time of human interaction with 

extractors. Thus, summarizing the results of the methods it 

can be said that the iris biometric access and possibly the vein 

pattern recognition should be used for medium and large 

objects as well as for the objects with maximum safety 

requirements. The fingerprint access control will be optimal 

for the objects with the number of staff to several hundred 

people. 2D face recognition systems are very specific eye. For 

example, if identification of a person is required without his 

or her participation, with a hidden camera or with an outdoor 

motion detection camera, which is possible only for a small 

number of subjects in the database and for a small stream of 

people shot on a camera. 

B. USB Authentication Token 

Determining if a user is a valid or invalid user of a system is 

the art of user authentication. User authentication is a two-

step process: First the system needs to identify the user, 

second, that user’s identity need to be verified. This process 

can be conducted using a number of technologies. User 

identity is verified using either something the user knows 

(such as a password), something she has (e.g. a key or other 

token) or something she is (i.e. fingerprint, voice or another 

biometric trait). Consequently, these groups are often used to 

categorize authentication techniques. We will use the terms 

knowledge based, possession based and characteristic based 

authentication to describe the aforementioned groups. The 

central issue related to user authentication is balancing 

security with ease of use. One wishes to maintain high 

security whilst not making the process of authentication too 

cumbersome, stress inducing or intrusive. 

1) Use & Awareness of Two-Factor Authentication 

Two-Factor authentication methods such as Smartcards are 

being used more and more. Researchers have seen an increase 

in use, for instance Forrester Research forecasted that in 

Europe alone, over 130 million people will be using remote 

e-banking services by 2007, up 75 million compared to 2005. 

According to RSA CSO perspective survey, 25% of 

respondents use Two Factor authentication (with Smartcards) 

moderately in their cooperation, 8% use it universally. 

Approximately 11% employ Smartcards alone for 

authentication purposes moderately in their organization 

while 4% use the solution universally within their 

organisation. A pilot study in England investigating the use 

of Two-Factor authentication at the point of sale (as a 

replacement of signatures) showed that 83% of the customers 

was positive about the launch of such a system. Granted these 

studies differ in contexts, some not directly relevant to this 

paper. However, the results above could indicate the status 

quo regarding possession/ Two-Factor authentication 

methods. 

A survey testing the security and usability of three 

Two-Factor authentication solutions utilizing active tokens in 

e-banking, showed that users preferred a simple token 

generating a One-Time password, over an alternative using a 

Challenge Response scheme in conjunction with a PIN Code. 
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The reason being that the latter was more time consuming to 

use and harder to learn. 

IV. RESEARCH METHOD 

 
Fig. 2: Overview of Knowledge Flow in the Research 

Process 

The research method (see Figure 1) is based on the principles 

of Design Research as described by Takeda et al. [34]. The 

problem observed by the customer is validated by a short 

literature study, aimed at finding documented support for the 

perceived flaws in knowledge-based authentication. This 

activity result in an Awareness of the problem and a research 

proposal, including a Suggestion on improving the problem. 

The research proposal also specifies restrictions and scope of 

the suggested solution (see 3.1.1) Architecture development 

is done in an exploratory manner by way of prototyping 

(described in 3.1). A process that generates a deeper 

Awareness of the problem, while allowing refinement of the 

Suggestion itself. The final outcome of prototyping process is 

an architecture (4) and a partial implementation of the same. 

After development, a more comprehensive literature study 

(3.2), extending the initial background research is conducted 

(section 2). Findings from this effort is used as a framework 

in Evaluation of the Suggestion. 

Evaluation is done by observing what deficiencies, 

in knowledge-based authentication the architecture can 

mitigate or counter. Evaluation also includes discussing risks 

introduced by and possible improvements of, the architecture 

(i.e. the Suggestion). Finally, the Conclusions from the 

Evaluation is accounted for, summing up pros and cons of the 

Architecture, in conjunction with suggesting suitable areas of 

further research. 

A. Purpose of Prototype 

A company working with secure email applications wanted a 

prototype for a possession-based authentication system, 

replacing the traditional password system default in Windows 

XP. The purpose was primarily to investigate feasibility and 

explore potential fall pits involved in developing such a 

system. Scope of prototype the prototype was to be limited to 

local login i.e. not addressing remote login of any kind. The 

prototype was to use standard USB storage devices, not active 

token technologies. 

 

 
Fig. 3: High Level Illustration of the Prototype Architecture 

USB Token 

The USB Token is a USB storage device used as a 

user’s token. The information about a user’s account (detailed 

below) is stored in a file (An XML file in the prototype 

implementation). That file is called the key file. Observe that 

each key file contains information about exactly one user 

account. The attributes stored in a key file are: USB Id is 

matched to the matching attribute in the Computer DB in 

order to assert what user account the USB Token is registered 

to. In other words, the USB Id is a unique value used to 

identify a specific USB Token. The attribute’s use is two-

fold: 

One, it facilitates the encryption of Username and 

User Password attributes stored on the USB Token. Two, it is 

a preventive measure meant to make the task of copying a 

USB Token more difficult. Ideally this value is not being 

stored in the key file, but rather calculated using information 

about the USB Token and the key file, the result stored in the 

Computer DB at the time of key creation. Then, the USB Id 

could be calculated and matched with the USB Id attribute 

stored in Computer DB at each login. Regardless, Fig.2 

depicts USB Id as an attribute of USB Token because it is 

considered to be an attribute of a USB Token. ½ KEY is one 

half of the encryption key used to decrypt the Username and 

User Password attributes stored in the key file. The other half 

resides in the Computer DB. When a token key has been 

inserted and a positive match of USB Id attributes have been 

achieved (between Computer DB and the USB Token), the ½ 

KEY attributes are assembled forming a complete key used 

to decrypt the Username and User Password. 

 Username is the encrypted username of the user issued 

the USB Token. 

 User Password is the encrypted user password. 

V. CONCLUSION 

Our findings show that knowledge-based authentication is 

despite its documented flaws, the most used and popular 

method of authentication. The solution we have proposed 

eliminates the need to remember passwords for user accounts. 

(Not including the administrator account, which is needed 

when creating and replacing tokens, i.e. only one password 

per machine is required.) Not having to remember passwords 
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leads to fewer restrictions when generating passwords. Hence 

permitting an increased complexity and length, thus 

increasing security. Aging of these passwords can be 

prevented by having the system regenerate account 

passwords for users during active sessions, therefore evading 

what is known as the domino effects. Token loss is mitigated 

by the fact the token does not contain any information 

identifying the computer it is used with. However, we would 

like to stress that policies instructing users not to store such 

information on the token is needed. Our assessment is that the 

only sensitive information possible to obtain from a stolen 

token is the USB Id and the ½ KEY attributes. It is recognised 

that the ½ KEY could be used in an attempt to brute force a 

complete encryption key used to decrypt account information 

resident on the token. Any calculations on the magnitude of 

such an effort has not been attempted by us as it is beyond the 

scope of this paper. 

Furthermore, as described in both 4.2.2 and 5, 

storing the USB Id attribute on the token makes it possible to 

produce a duplicate. Calculating such a value at each login 

would make duplication more cumbersome. This has not been 

implemented in our prototype. Lastly, we feel that user 

acceptance of possession-based authentication technologies 

when used in personal computers is a research area in need of 

renewal. A great deal of the published material on possession-

based authentication that we found was either related to 

corporate/e-commerce applications or out of date. 
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