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Abstract— The password verification of E-Banking is the 

convenient of multi factors. Thus, the multi factors are 

“dynamic ID-based” or “anonymous”. The multi factor 

anonymous scheme to prevent the user privacy, a common 

feature of these schemes is that their security is based on the 

tamper-resistance assumption about E-Bankings. The E-

Banking may contain some public and sensitive security 

parameters. The secret information stored in the E-Bankings 

memory could be revealed by power analysis, reverse 

engineering techniques. The E-Banking verification is 

securely implemented on this method. This technique has 

been widely deployed for various kinds of daily applications, 

such as e-banking, e-government and e-health etc. The 

current feature of no password-related table is considered as 

more secure than the previous method of storing user 

credentials (user id and password) in database tables on 

banks’ servers. However, this method also easily hacked or 

overlooked by the hackers in capturing credentials in ATMs. 

So, this method also seems to be challenge when considering 

the unending catastrophic leakages of millions of user 

accounts in prominent service providers, and the prevalence 

of zero-day attacks. To overcome this problem, proposed a 

novel authentication system PassMatrix, based on graphical 

passwords to resist shoulder surfing attacks. With a one-time 

valid login indicator and circulative horizontal and vertical 

bars covering the entire scope of pass-images, PassMatrix 

offers no hint for attackers to figure out or narrow down the 

password even they conduct multiple camera-based attacks. 

A few anonymous schemes based on non-tamper-resistance 

assumption about the E-Bankings are put forward, and each 

is claimed to meet a self-imposed list of ambitious design 

goals. a truly image-factor scheme can ensure is that, only the 

user who possesses both a valid E-Banking and the 

corresponding image identification can be successfully 

verified by the server. 
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I. INTRODUCTION 

Network security consists of the policies adopted to prevent 

and monitor unauthorized access, misuse, modification, or 

denial of a computer Network and Network-accessible 

resources. Network security involves the authorization of 

access to data in a Network, which is controlled by the 

Network administrator. Users choose or are assigned an ID 

and password or other authenticating information that allows 

them access to information and programs within their 

authority. Network security covers a variety of computer 

Networks, both public and private, that are used in everyday 

jobs; conducting transactions and communications among 

businesses, government agencies and individuals. Networks 

can be private, such as within a company, and others which 

might be open to public access. Network security is involved 

in organizations, enterprises, and other types of institutions. 

It does as its title explains: It secures the Network, as well as 

protecting and overseeing operations being done. The most 

common and way of protecting a Network resource is by 

assigning it a unique name and a corresponding password 

The Password authentication with E-Banking is one 

of the most convenient and effective multi-factor 

authentication mechanisms in distributed systems. Although 

this technique has been widely deployed for various kinds of 

daily applications, such as e-banking, e-government and e-

health, there are severe challenges regarding security, privacy 

and usability due to the open and complex nature of 

distributed systems, as well as the resource constrained 

characteristics of mobile devices. In the first smartcard- based 

password authentication scheme without a sensitive 

verification table stored on the server, which is a key 

advantage of multi-factor schemes over common password-

only schemes, for the latter must maintain a sensitive 

password (or salted password) table on the server. 

The feature of no password-related table on the 

server is highly appealing when considering the unending 

catastrophic leakages of millions of user accounts in 

prominent service providers and the prevalence of zero-day 

attacks like the recent “Heartbleed”. In most of the previous 

multi-factor schemes, user’s identity is transmitted in 

plaintext over public Networks during the login process, 

which may leak the identity of the logging user once the login 

transcripts are eavesdropped, resulting in violation of user 

privacy and raising legal issues in some scenarios, e.g., 

electronic auditing or secret online-order placement. In many 

cases, an attacker may exploit the static user identity to link 

different login sessions together to trace user activities. For 

example, in e-commerce applications, once user activities are 

traced, the sensitive information such as shopping patterns, 

individual preferences, even age and gender, etc., can be 

learned and abused for marketing purposes, typically 

facilitating annoying advertisement flooding. What’s more, 

the disclosure of user identity and activities may also 

facilitate an unauthorized entity to trace the user’s login 

history and even current location. To address such User-ID-

related issues, a feasible approach is to adopt the image based 

graphical authentication system that offers no hint for 

attackers to figure out or narrow down the password even 

they conduct multiple camera-based attacks. 

II. SYSTEM ANALYSIS 

A. Existing System 

The existing systems are the study of multi specific security 

threats on smart-card-based password authentication in 

distributed systems. The E-Banking based password 

authentication is one of the most commonly used security 

mechanisms to determine the identity of the client. The first 

smartcard- based password authentication scheme without a 

sensitive verification table stored on the server, which is a key 

advantage of multi-factor schemes over common password-

only schemes, the user have to first register the details into 

the server, thus the details are stored in the original 
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information about the user. The security is based on the 

biometric, secret key, finger print and etc. The authentication 

is usually integrated with a key establishment protocol and it 

yields based on the authentication key agreement.  The user 

details are easily recovered to the person and easily access the 

user accounts and modifications are possible. An attacker 

may exploit the static user identity to link different login 

sessions together to trace user activities and facilitate an 

unauthorized entity to trace the user’s login history and even 

current location. Secure smart-card-based password 

authentication protocols and the password-changing phase 

does not need any interaction with the server. The password 

authentication protocols using non-tamper resistant E-

Bankings to achieve user anonymity, forward secrecy, 

immunity to various attacks and high performance at the same 

time. An improved scheme was developed to preclude the 

identified weaknesses and claimed that it is secure against E-

Banking loss attacks. 

In order to be more secure than the existing pattern 

password with entropy 18:57 bits against brute force attacks, 

users have to set two pass-images and use the graphical 

method to obtain the one-time login indicators. Like most of 

other graphical password authentication systems, PassMatrix 

is vulnerable to random guess attacks based on hot-spot 

analyzing. TEXTUAL passwords have been the most widely 

used authentication method for decades. Comprised of 

numbers and upper- and lower-case letters, textual passwords 

are considered strong enough to resist against brute force 

attacks. According to an article in Computer world, a security 

team at a large company ran a network password cracker and 

surprisingly cracked approximately 80% of the employees’ 

passwords within 30 seconds [3]. Textual passwords are often 

insecure due to the difficulty of maintaining strong ones. 

B. Disadvantages 

 Textual passwords are vulnerable to eves dropping, 

dictionary attacks, social engineering and shoulder 

surfing 

 The original secret code is to be not secured. 

 Login the unauthorized person and modify the user 

details and security system 

 Textual passwords are often insecure due to the difficulty 

of maintaining strong ones 

III. PROPOSED SYSTEM 

The proposed system is challenging to design a practical 

anonymous multi-factor authentication scheme. Numerous 

solutions have been proposed, yet most of them are shortly 

found either unable to satisfy some critical security 

requirements or short of a few important features. The 

graphical password authentication system is one of the most 

convenient and effective authentication mechanisms in 

distributed systems. This evolution brings great convenience 

but also increases the probability of exposing passwords to 

shoulder surfing attacks. Attackers can observe directly or use 

external recording devices to collect users’ credentials. To 

overcome this problem, proposed a novel authentication 

system PassMatrix, based on graphical passwords to resist 

shoulder surfing attacks. With a one-time valid login 

indicator and circulative horizontal and vertical bars covering 

the entire scope of pass-images, PassMatrix offers no hint for 

attackers to figure out or narrow down the password even 

they conduct multiple camera-based attacks. a lot of research 

on password authentication has been done in the literature. 

Among all of these proposed schemes, this paper focuses 

mainly on the graphical-based authentication systems. To 

keep this paper concise, it will give a brief review of the most 

related schemes that were mentioned in the previous section. 

The accuracy perspective focuses on the successful login 

rates in both sessions, including the practice logins. The 

usability perspective is measured by the amount of time users 

spent in each PassMatrix phase. 

A. Advantages 

How techniques are proposed to generate session passwords 

using text and colors which are resistant to shoulder surfing. 

The habitual movements and the preference of users that the 

attacker may take advantage of to figure out the potential 

passwords. 

 Any communication between the client and the server is 

protected by SSL so that packets or information will not 

be eavesdropped or intercepted by attackers during 

transmission 

 Password authenticated key exchange process is secure 

the secret key value. 

 The server and the client devices in our authentication 

system are trustworthy. 

 The keyboard and the entire screen of the devices are 

difficult to protect, but a small area (around 1:5 cm2) is 

easy to be protected from malicious people who might 

shoulder surf passwords. 

 Users are able to register an account in a place that is safe 

from observers with bad intention or surveillance 

cameras that are not under proper management 

 Detect the malicious card reader problem. 

IV. PROJECT DESCRIPTION 

The proponents assert the superiorities of their scheme, while 

(perhaps subconsciously) ignoring the features that their 

scheme fails to support, thus overlooking dimensions on 

which it fares poorly. This has contributed to a long-standing 

lack of progress on how best to evaluate proposals intended 

for practical applications. Their set is a refinement of some 

previously proposed criteria sets and as far as all know, it is 

so far the most explicit, comprehensive and systematic 

criteria set for evaluating graphical based authentication 

schemes.  An existing password authentication schemes are 

far from ideal and each has its own pros and cons, and it 

remains an open problem as to how to design an ideal scheme 

that can satisfy all the criteria in their evaluation set. Without 

these multi fundamental questions addressed, it can only be 

kept stuck in the rut: lots of attempts are continually being 

contributed (and subsequently being defeated), yet little 

progress will be made. provisions of multi recent proposals, 

and reveal some challenges and subtleties in designing 

password protection schemes. These graphical password 

schemes are among the foremost ones and claimed to be 

secure against various known attacks and to provide many 

admired features. 
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V. MODULES 

 Registration 

 First Factor Verification (TEXTUAL) 

 Change Second Factor (GRAPHICAL) 

 Performance evolution 

A. Flow Diagram 

 
The first module is a registration phase. Thus, the phase can 

be registering the user details into the database. The details 

are name, username, password, age, gender, and etc. thus 

details are very sensitive, it is stored on the server. More users 

are accessing the same login phase so create the password on 

unique for each member. Thus, the password is using to 

identify the user certification process. The registration 

process must be allocating the access control of the server 

page. All the registered users have been login to the page. 

B. First Factor Verification 

The login page is used for logging in the site authenticate 

person allows for existing user. The user must be entering 

first factor login details (user name, password) correctly. 

Then secret code will be sent to the user’s mobile for 

changing the second factor password (graphical password). 

The secret code is generated on random process on the admin 

side. The user must enter the secret code correctly that 

received on the mobile. If it succeeded, then user will be 

navigated to the next screen where the graphical password 

can be set. 

C. Change Second Factor 

Here the user is required to change the textual password to 

graphical password. User will be asked to select “n” number 

of images in which various pass-squares will be available for 

each image. User is required to select one pass-square from 

each image. The combined pass-squares will be treated as 

graphical password and this graphical password system is 

called as PassMatrix. In PassMatrix, a password consists of 

only one pass-square per pass-image for a sequence of n 

images. The number of images (i.e., n) is user-defined. Figure 

5 demonstrates the proposed scheme, in which the first pass-

square is located at (4, 8) in the first image, the second pass-

square is on the top of the smoke in the second image at (7, 

2), and the last pass-square is at (7, 10) in the third image. In 

PassMatrix, users choose one square per image for a sequence 

of n images rather than n squares in one image as that in the 

Pass Points [7] scheme. Based on the user study of Cued 

Click Points. CCP method does a good job in helping users 

recollect and remember their passwords. If the user clicks on 

an incorrect region within the image the login will be failed.  

In the same way, user can select different images of their own 

photo and mark the pass-square in each image as graphical 

password. 

 

 

D. Advantages 

 User can change the graphical password at any time 

through online in the banking application 

 Graphical password cannot be easily hacked and 

reducing the probability of exposing passwords to 

shoulder surfing attacks 

 3 times faster in memorize than textual password 

 Attackers cannot observe directly or use external 

recording devices to collect users’ credentials 

 With a one-time valid login indicator and circulative 

horizontal and vertical bars covering the entire scope of 

pass-images, PassMatrix offers no hint for attackers to 

figure out or narrow down the password even they 

conduct multiple camera-based attacks 

 Users are able to register an account in a place that is safe 

from observers with bad intention or surveillance 

cameras that are not under proper management 
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E. Performance Evolution 

This method is securing the user account login process. Thus, 

the method must be comparing to previous technologies 

increase the security and can’t allow the unauthorized Persian 

login to the account. Thus, the phase should be evaluating the 

following categories symbiotic, mutually exclusive and 

implicative. A scheme that supports DA2-Local-Secure 

means a user can locally and securely update her password, 

this implies that there are some password-related verifiers and 

stored in the card memory. The password related verifiers can 

just be used to check whether the user has accidentally input 

a wrong password when login. The scheme is supporting the 

mutual authentication. That means an attacker can’t 

impersonate either the user or the server. This excludes the 

possibility of impersonation attack, parallel session attack, 

replay attack and reflection attack. 

VI. SYSTEM REQUIREMENT 

A. Hardware Requirements 

Processor Dual core processor 2.6.0 GHZ 

RAM 2 GB 

Hard Disk 160 GB 

Compact Disk 650 MB 

Keyboard Standard keyboard 

Monitor 15inch color monitor 

Table 1: 

B. Software Requirements 

Operating System Windows XP Or  Windows 7 

Front End PHP 

IDE Macromedia Dreamviewer 

Back End MySQL 

Table 2: 

VII. CONCLUSION 

Instead use with the increasing trend of web services and 

apps, users can access these applications anytime and 

anywhere with various devices. To protect users’ digital 

property, authentication is required every time they try to 

access their personal account and data. However, conducting 

the authentication process in public might result in potential 

shoulder surfing attacks. Even a complicated password can be 

cracked easily through shoulder surfing. Using traditional 

textual passwords or PIN method, users need to type their 

passwords to authenticate themselves and thus these 

passwords can be revealed easily if someone peeks over 

shoulder or uses video recording devices such as cell phones. 

To overcome this problem, proposed a shoulder 

surfing resistant authentication system based on graphical 

passwords, named PassMatrix. Using a one-time login 

indicator per image, users can point out the location of their 

pass-square without directly clicking or touching it, which is 

an action vulnerable to shoulder surfing attacks. Because of 

the design of the horizontal and vertical bars that cover the 

entire pass-image, it offers no clue for attackers to narrow 

down the password space even if they have more than one 

login records of that account. Furthermore, it was observed 

previous studies on user experience that users can log into the 

system with an average of 1:64 tries (Median=1), and the 

Total Accuracy of all login trials is 93:33% even two weeks 

after registration. The total time consumed to log into 

PassMatrix with an average of 3:2 pass-images is between 

31:31 and 37:11 seconds and is considered acceptable by 

83:33% of participants in our analysis. 

Based on the experimental results and survey data, 

PassMatrix is a novel and easy-to-use graphical password 

authentication system, which can effectively alleviate 

shoulder-surfing attacks. In addition, PassMatrix can be 

applied to any authentication scenario and device with simple 

input and output capabilities. The survey data in the user 

study also showed that PassMatrix is practical in the real 

world. 
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